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From	
  Sensor	
  Nets	
  to	
  Cyber-­‐Physical	
  
Systems	
  (CPS)	
  

•  Control	
  
•  Computa7on	
  
•  Communica7on	
  

•  Interdisciplinary	
  
Research!	
  

•  Example:	
  Smart	
  Grid	
  



Computer-­‐Enabled	
  AUacks	
  &	
  Threats	
  

 AUacks	
  
 Maroochy	
  Shire	
  2000	
  

 Threats	
  

 HVAC	
  2012	
  

 Stuxnet	
  2010	
  

 Smart	
  Meters	
  2012	
  

Obama	
  Adm	
  Demonstrates	
  
In	
  Feb.	
  2012	
  aUack	
  to	
  power	
  
Grid	
  	
  	
  

DHS	
  and	
  INL	
  study	
  impact	
  of	
  
cyber-­‐aUacks	
  on	
  generator	
  



Don’t	
  Forget	
  Physical	
  AUacks	
  



Vulnerabili7es	
  can	
  be	
  Exploited	
  



Cybermagedon?	
  



Reality	
  Check	
  

•  While	
  the	
  cyber-­‐war	
  rhetoric	
  is	
  a	
  bit	
  alarmist,	
  
there	
  is	
  a	
  problem	
  

•  Cyber-­‐Physical	
  Systems	
  are	
  Vulnerable	
  
– By	
  design	
  
– By	
  lack	
  of	
  secure	
  so^ware	
  development	
  	
  

– As	
  an	
  aUrac7ve	
  target	
  in	
  cyber-­‐conflict	
  
– By	
  lack	
  of	
  investment	
  in	
  security	
  



Three	
  Research	
  Challenges	
  to	
  Improve	
  
CPS	
  Security	
  

•  Short	
  Term	
  
–  Incen7ves	
  
– So^ware	
  reliability	
  
– Solve	
  basic	
  vulnerabili7es	
  

•  Medium	
  Term	
  
– Leverage	
  big	
  data	
  for	
  situa7onal	
  awareness	
  

•  Long	
  Term	
  Research	
  
– AUack-­‐resilient	
  es7ma7on	
  and	
  control	
  



Security	
  is	
  a	
  Hard	
  Business	
  Case	
  

•  “Making	
  a	
  strong	
  business	
  case	
  for	
  cybersecurity	
  
investment	
  is	
  complicated	
  by	
  the	
  difficulty	
  of	
  
quan;fying	
  risk	
  in	
  an	
  environment	
  of	
  rapidly	
  
changing,	
  unpredictable	
  threats	
  with	
  
consequences	
  that	
  are	
  hard	
  to	
  demonstrate”	
  
– DoE	
  



As	
  a	
  Result	
  Systems	
  are	
  Vulnerable	
  
with	
  Basic	
  Security	
  Gaffes	
  

•  Unauthen7cated	
  remote	
  connec7on	
  to	
  
devices	
  

•  Unencrypted	
  communica7ons	
  	
  
•  Hardcoded	
  backdoor	
  from	
  manufacturer	
  
•  Hardcoded	
  keys	
  in	
  devices	
  
•  Devices	
  have	
  several	
  easily	
  exploitable	
  
vulnerabili7es	
  	
  
–  (e.g.,	
  Project	
  Basecamp	
  from	
  DigitalBond)	
  
– Vendors	
  not	
  patching	
  (mostly	
  legacy	
  devices)	
  



MaUer	
  of	
  Incen7ves	
  

•  Governments	
  are	
  responsible	
  for	
  Homeland	
  Security,	
  
and	
  cri7cal	
  infrastructure	
  security	
  
–  U7li7es	
  are	
  not	
  (outside	
  their	
  budget/scope?)	
  
–  Problem:	
  

•  Interdependencies	
  (e.g.,	
  cascading	
  failures)	
  
•  It	
  doesn’t	
  maUer	
  if	
  one	
  u7lity	
  sets	
  an	
  example	
  because	
  this	
  is	
  a	
  
weakest	
  security	
  game	
  

–  Na7ons	
  have	
  much	
  more	
  to	
  lose	
  from	
  an	
  aUack	
  than	
  
u7li7es	
  

•  What	
  are	
  the	
  best	
  ways	
  to	
  incen7vize	
  all	
  players	
  
(vendors,	
  asset	
  owners,	
  consumers,	
  etc.)	
  to	
  implement	
  
best-­‐security	
  prac7ces	
  in	
  the	
  protec7on	
  of	
  Cri7cal	
  
Infrastructures?	
  

[Cardenas.	
  CIP	
  Report,	
  GMU,	
  2012]	
  



Legisla7on	
  as	
  an	
  Incen7ve	
  
•  Cybersecurity	
  Act	
  (S.3414)	
  

–  Currently	
  trying	
  to	
  pass	
  votes	
  in	
  US	
  Senate	
  (has	
  
failed	
  twice)	
  

–  Trimmed	
  down	
  regula7on	
  needs	
  a^er	
  opposi7on	
  
from	
  republicans	
  and	
  some	
  industry	
  

•  SECURE	
  IT	
  Act	
  	
  (MIA?)	
  
–  Fun	
  fact:	
  bill	
  uses	
  the	
  term	
  “cyber-­‐physical	
  
systems”	
  	
  

–  “collabora7ve	
  research	
  and	
  development	
  
ac7vi7es	
  for	
  cyber-­‐physical	
  systems	
  with	
  
par7cipants	
  from	
  universi7es	
  federal	
  laboratories	
  
and	
  industry.	
  Cyber-­‐physical	
  systems	
  are	
  systems	
  
found	
  in	
  infrastructure,	
  healthcare,	
  
transporta7on,	
  energy,	
  and	
  manufacturing	
  where	
  
the	
  systems’	
  s	
  informa7on	
  technology	
  and	
  
physical	
  elements	
  are	
  7ghtly	
  integrated.”	
  



Incen7ves	
  for	
  Asset	
  Owners:	
  
ROI	
  Case	
  Studies	
  

•  Game	
  Theory	
  in	
  electricity	
  the^	
  
•  Revenue	
  =	
  billed	
  electricity	
  +	
  recovered	
  the^	
  

•  Goal:	
  find	
  op7mal	
  investment	
  in	
  protec7on	
  

R(�, Q) =
�

�

T(qB) +
�

�

�(e, qU, f1)Fr(qU),

max
e�0

R(�, Q)� C(Y )� �(e).

[Cárdenas,	
  et.al.	
  Allerton	
  Conference,	
  2012]	
  

R = Revenue
C = Operational Cost
� = Security Investment



Alterna7ves	
  for	
  Inves7ng	
  in	
  Intrusion	
  
Detec7on	
  for	
  AMI	
  systems	
  	
  

Centralized	
   Dedicated	
   Embedded	
  

System	
  info:	
  	
  
Firmware	
  integrity	
  

Network	
  info:	
  
Valid	
  requests/replies	
  

Network	
  and	
  policy	
  info:	
  
Resource	
  unavailable	
  

[To	
  appear	
  in	
  IEEE	
  Transac7ons	
  on	
  Smart	
  Grid	
  2014?]	
  



Incen7ves	
  for	
  Vendors	
  
•  Asset	
  owners	
  need	
  to	
  request	
  vendors	
  secure	
  
coding	
  prac7ces,	
  hardened	
  systems,	
  and	
  quick	
  
response	
  when	
  new	
  vulnerabili7es	
  and	
  aUack	
  
vectors	
  are	
  iden7fied	
  

•  American	
  Law	
  Ins7tute	
  (ALI)	
  	
  
– Principles	
  of	
  the	
  Law	
  of	
  So^ware	
  Contracts	
  (2009)	
  
– Vendors	
  liable	
  for	
  knowingly	
  shipping	
  buggy	
  
so^ware	
  

–  Implied	
  warranty	
  of	
  no	
  material	
  hidden	
  defects	
  
(non-­‐disclaimable)	
  

– So^ware	
  for	
  CIP	
  can	
  be	
  first	
  use	
  case	
  



Future	
  Work:	
  
	
  Security	
  Economics	
  of	
  CIP	
  

•  Regula7on	
  
–  Federal	
  (e.g.,	
  FERC)	
  vs.	
  State	
  (e.g.,	
  PUC)	
  
–  States	
  need	
  to	
  take	
  ac7on	
  first?	
  

•  Standards	
  
•  Case	
  Law	
  increasing	
  responsibility	
  and	
  liability	
  of	
  
vendors	
  and	
  asset	
  owners	
  
– ALI:	
  Principles	
  of	
  the	
  Law	
  of	
  So^ware	
  Contracts	
  (2009)	
  

•  Procurement	
  Language	
  	
  
•  Insurance	
  
•  ROI	
  
•  AUacks	
  



Three	
  Research	
  Challenges	
  to	
  Improve	
  
CPS	
  Security	
  

•  Short	
  Term	
  
–  Incen7ves	
  
– So^ware	
  reliability	
  
– Solve	
  basic	
  vulnerabili7es	
  

•  Medium	
  Term	
  
– Leverage	
  sensor	
  data	
  for	
  situa7onal	
  awareness	
  

•  Long	
  Term	
  Research	
  
– AUack-­‐resilient	
  es7ma7on	
  and	
  control	
  



Monitoring Landslides & Water Levels 

Disaster 
Prevention 

Traffic Control 

Facility 
Management 

Structural 
Management 

Telemetering 

Air-Conditioning Control 

Utility Consumption Data Collection (Smart Meter) 
Network for Vending Machines 

Monitoring and Controlling 
Traffic Volume (ITS) 

• Network Monitoring 
• Sensor Status Monitoring 
• Business Application 

Datacenter 

Standards: Wireless HART (IEC), ISA SP 100.11a, IETF 6LoWPAN, ROLL, 
CoRE, Eman, LWIP, IRTF IoT, W3C EIX, IEEE 802.15.4 (g), 802.15.5, etc. 

Smart Infrastructures 
Sensor Networks and Internet of Things (IoT) 

Healthcare 

Structural Health 
Monitoring 

Data Collection and 
Management for Patients 



Business	
  Case	
  for	
  “Data	
  Analy7cs”	
  is	
  
Easier	
  than	
  Security	
  Business	
  Cases	
  

•  Situa7onal	
  Awareness	
  is	
  part	
  of	
  the	
  business	
  case	
  
for	
  modernizing	
  our	
  infrastructures	
  
–  To	
  understand	
  the	
  health	
  of	
  the	
  system	
  

•  Transmission	
  grid,	
  distribu7on	
  grid,	
  rou7ng	
  protocol	
  in	
  AMI,	
  
etc.	
  	
  

– Wide	
  Area	
  Protec7on,	
  Monitoring	
  and	
  Control	
  

•  Goal:	
  leverage	
  this	
  data	
  to	
  improve	
  cyber-­‐security	
  
situa7onal	
  awareness	
  
– We	
  get:	
  Redundancy,	
  Diversity	
  
– Data	
  Analy7cs	
  to	
  iden7fy	
  suspicious	
  behavior	
  



Big	
  Data	
  Analy7cs	
  in	
  Smart	
  Grid	
  



Advanced	
  Metering	
  Infrastructure	
  (AMI)	
  	
  
•  Replacing	
  old	
  mechanical	
  electricity	
  meters	
  with	
  
new	
  digital	
  meters	
  

•  Enables	
  frequent,	
  periodic	
  2-­‐way	
  communica7on	
  
between	
  u7li7es	
  and	
  homes	
  

Smart	
  Meter	


Gateway	
 Data	
  Collec7on	
  
Metering	
  Server	


GW	
  

Repeaters	


[Iwao,	
  et.al.	
  IEEE	
  SmartGridComm,	
  2010]	
  
[Céspedes,	
  Cárdenas,	
  IEEE	
  ISGT	
  2012]	
  
[Herberg,	
  Cárdenas,	
  et.al.	
  IETF-­‐dra^-­‐dff-­‐cardenas	
  2012]	
  	
  	
  



Electricity	
  Consump7on	
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Electricity	
  The^	
  

Source:	
  Investment	
  and	
  Financial	
  Flows	
  To	
  Address	
  Climate	
  Change.	
  United	
  Na7ons	
  

Annex	
  Par7es:	
  Developed	
  Na7ons	
  
(Europe	
  NA	
  Japan)	
  

Non	
  Annex	
  Par7es:	
  
The	
  Rest.	
  

AUacks	
  will	
  happen:	
  	
  
Devices	
  are	
  deployed	
  
for	
  20~30	
  years	
  



Detec7on	
  of	
  
Electricity	
  The^	
  

Hardware:	
  

Balance	
  
Meters	
  

Tamper	
  
Evident	
  Seals	
  

So^ware:	
  
Usage	
  Profiles	
  

Anomaly	
  
Detec7on	
  

Anomaly	
  Detec7on	
  of	
  AMI	
  Data	
  Can	
  
Complement	
  other	
  Detec7on	
  Mechanisms	
  



Evalua7on	
  
•  Most	
  Machine	
  Learning	
  Algorithms	
  Assume	
  a	
  
pool	
  of	
  Nega7ve	
  Examples	
  and	
  a	
  Pool	
  of	
  
Posi7ve	
  examples	
  to	
  evaluate	
  the	
  tradeoff	
  
between	
  false	
  alarms	
  vs.	
  detec7on	
  rate:	
  



Problem:	
  We	
  Do	
  Not	
  Have	
  Posi7ve	
  
Examples	
  

•  Because	
  meters	
  were	
  just	
  deployed,	
  we	
  do	
  not	
  
have	
  examples	
  of	
  “aUacks”	
  



Our	
  Proposal:	
  	
  
•  Find	
  the	
  worst	
  possible	
  undetected	
  aUack	
  for	
  
each	
  classifier,	
  and	
  then	
  find	
  the	
  cost	
  (kWh	
  
Lost)	
  of	
  these	
  worst-­‐case	
  undetected	
  aUacks	
  

[Mashima,	
  Cárdenas,	
  Evalua7ng	
  Electricity	
  The^	
  Detectors.	
  RAID,	
  	
  2012]	
  



Adversary	
  Model	
  

Ŷ1, . . . , ŶnY1, . . . , Yn

Real	
  Consump7on	
   Fake	
  Meter	
  Readings	
   U7lity	
  

1st	
  Goal	
  of	
  aUacker:	
  Minimize	
  Energy	
  Bill:	
   min
Ŷ1,...,Ŷn

n�

i=1

Ŷi

2nd	
  Goal	
  of	
  AUacker:	
  Minimiza7on	
  subject	
  to	
  not	
  being	
  detected	
  by	
  
classifier	
  “C”:	
  

C(Ŷ1, . . . , Ŷn) = normal

f(t)	
   a(t)	
  



Real	
  vs.	
  AUack	
  Signals	
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New	
  Tradeoff	
  Curve:	
  No	
  Detec7on	
  Rates	
  

0.00 0.05 0.10 0.15 0.20 0.25

10
00

0
15

00
0

20
00

0

False Positive Rate

ARMA−GLR
Average
CUSUM
EWMA
LOF

Av
er

ag
e 

Lo
ss

 p
er

 A
tta

ck
 [W

h]
   

   
   

Y-­‐axis:	
  Cost	
  of	
  Undetected	
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  fields)	
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Asympto7c	
  Effects	
  of	
  Poisoning	
  AUacks	
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 Concept	
  Dri^	
  
 Electricity	
  consump7on	
  is	
  a	
  
non-­‐sta7onary	
  distribu7on	
  

 We	
  have	
  to	
  “retrain”	
  models	
  

 AUacker	
  can	
  use	
  undetected	
  
aUacks	
  to	
  poison	
  training	
  data	
  

	
  “Valid”	
  Electricity	
  Consump7on	
  

Undetected Attacks	


Time	
  

Re-train Classifier to	

 Account for 	

Concept Drift	




Detec7ng	
  Poisoning	
  AUacks	
  
•  Iden7fy	
  concept	
  dri^	
  trends	
  that	
  could	
  benefit	
  
an	
  aUacker	
  
–  i.e.,	
  Lower	
  electricity	
  consump7on	
  over	
  7me.	
  	
  

•  Countermeasure:	
  linear	
  regression	
  of	
  trend	
  
– Slope	
  of	
  regression	
  was	
  not	
  good	
  discriminant	
  

– Determina7on	
  coefficients	
  worked!	
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Ongoing	
  Work:	
  Detec7ng	
  Other	
  Anomalies	
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Ongoing	
  Work:	
  Cross-­‐Correla7on,	
  Weather	
  

−0
.0

6
−0

.0
2

0.
02

0.
06

Original                                   Attack

0.
00

0.
02

0.
04

0.
06

0.
08

0.
10

Original                                   Attack

[Mashima,	
  Cárdenas,	
  Evalua7ng	
  Electricity	
  The^	
  Detectors.	
  RAID,	
  	
  2012]	
  



Three	
  Research	
  Challenges	
  to	
  Improve	
  
CPS	
  Security	
  

•  Short	
  Term	
  
–  Incen7ves	
  
– So^ware	
  reliability	
  
– Solve	
  basic	
  vulnerabili7es	
  

•  Medium	
  Term	
  
– Leverage	
  Big	
  Data	
  for	
  Situa7onal	
  Awareness	
  

•  Long	
  Term	
  Research	
  	
  
– AUack-­‐Resilient	
  es7ma7on	
  and	
  control	
  



What	
  is	
  New	
  and	
  
Fundamentally	
  Different?	
  

•  So	
  security	
  is	
  important;	
  but	
  	
  
– are	
  there	
  new	
  research	
  problems?	
  	
  

– or	
  can	
  CPS	
  security	
  be	
  solved	
  with:	
  
• IT	
  security	
  best	
  prac7ces?	
  	
  
• Control	
  systems	
  best	
  prac7ces?	
  



Previous	
  Work	
  in	
  Security:	
  
What	
  can	
  Help	
  in	
  Securing	
  CPS?	
  

•  Preven7on	
  
– Authen7ca7on,	
  Access	
  Control,	
  Message	
  Integrity,	
  
So^ware	
  Security,	
  Sensor	
  Networks,	
  Trusted	
  
Compu7ng,	
  White	
  Lis7ng	
  

•  Detec7on	
  
–  Intrusion	
  detec7on,	
  anomaly	
  detec7on,	
  forensics	
  

•  Resiliency	
  
– Separa7on	
  of	
  duty,	
  least	
  privilege	
  principle	
  

•  Incen7ves	
  for	
  vendors	
  and	
  asset	
  owners	
  to	
  
implement	
  security	
  best	
  prac7ces	
  



Previous	
  Work	
  	
  in	
  Security:	
  
What	
  is	
  Missing	
  for	
  Secure	
  CPS?	
  

•  APT	
  aUacks	
  will	
  succeed,	
  even	
  with	
  security	
  best	
  
prac7ces	
  

•  Can	
  we	
  improve	
  security	
  by	
  modeling	
  cyber-­‐
interac7on	
  with	
  the	
  physical	
  world?	
  
– How	
  can	
  the	
  aUacker	
  manipulate	
  the	
  physical	
  world?	
  
(beUer	
  threat	
  analysis)	
  

– Design	
  aUack-­‐resilient	
  control	
  and	
  es7ma7on	
  algorithms	
  

  AUacks	
  to	
  Regulatory	
  Control	
  
 A1	
  and	
  A3	
  are	
  decep7on	
  aUacks:	
  the	
  
integrity	
  of	
  the	
  signal	
  is	
  compromised	
  

 A2	
  and	
  A4	
  are	
  DoS	
  aUacks	
  
 A5	
  is	
  a	
  physical	
  aUack	
  to	
  the	
  plant 	
  

	
   	
  	
  



Previous	
  Work	
  in	
  Control:	
  
What	
  Can	
  Help	
  in	
  Securing	
  CPS?	
  

•  Networked	
  control	
  
– Deals	
  with	
  control	
  over	
  lossy	
  networks	
  

•  Packet	
  drops,	
  network	
  failures,	
  etc.	
  (similar	
  to	
  DoS)	
  

•  Robust	
  control	
  
– Deals	
  with	
  uncertain7es	
  in	
  the	
  model	
  and	
  noise	
  
– Control	
  algorithms	
  resilient	
  to	
  worst-­‐case	
  
disturbances	
  

•  Fault-­‐tolerant	
  control	
  
– Detects	
  and	
  isolates	
  faulty	
  components	
  

•  Safety	
  systems	
  
– Takes	
  over	
  control	
  when	
  system	
  is	
  in	
  danger	
  



•  AUacks	
  are	
  different	
  than	
  failures!	
  
– AUacks	
  will	
  evade	
  fault-­‐to	
  
– Non-­‐correlated,	
  non-­‐independent,	
  etc.	
  

•  Example:	
  
–  Fault-­‐Detec7on	
  Algorithms	
  do	
  not	
  Work	
  Against	
  AUackers	
  

•  Liu,	
  Ning,	
  Reiter.	
  CCS	
  09	
  
•  Proof	
  of	
  concept	
  aUacks	
  z	
  such	
  that	
  ||z-­‐Hẋ||<t	
  

Sensor	
  
z	
  

Es7mate	
  
ẋ=(HTWH)	
  -­‐1HTWz	
  

Fault	
  Detec7on	
  
||z-­‐Hẋ||>t	
  

Previous	
  Work	
  in	
  Control:	
  
What	
  is	
  Missing	
  for	
  Securing	
  CPS?	
  



Control	
  Theory	
  +	
  Computer	
  Security	
  
Analysis	
  =	
  Resilient	
  CPS	
  

Improving	
  Resiliency	
  Against	
  APT!	
  



GAO	
  Agrees:	
  We	
  Need	
  new	
  Research	
  
for	
  CPS	
  Security	
  

EISA	
  
2007	
  

GAO	
  

Review	
  
2011	
  

NIST	
  
•  SGIP	
  CSWG	
  
•  NIST-­‐IR	
  7628	
  

FERC	
  
• NERC	
  CIP	
  

NIST	
  missing	
  
CPS	
  Security	
  

NIST	
  and	
  FERC	
  should	
  
coordinate	
  the	
  
development	
  and	
  
adop7on	
  of	
  smart	
  grid	
  
guidelines	
  and	
  
standards	
  

“Recommenda7ons”	
  

Bulk	
  Power	
  System	
  
Regula7on!	
  



 New	
  CPS	
  Research	
  Direc7ons	
  
 Threat	
  assessment:	
  	
  
 How	
  to	
  model	
  aUacker	
  and	
  his	
  “control”	
  strategy	
  

 Consequences	
  to	
  the	
  physical	
  system	
  

 AUack-­‐resilient	
  control	
  algorithms	
  
 CPS	
  systems	
  that	
  degrade	
  gracefully	
  under	
  aUacks	
  

 AUack-­‐detec7on	
  by	
  using	
  models	
  of	
  the	
  physical	
  
system	
  
 Study	
  stealthy	
  aUacks	
  (undetected	
  aUacks)	
  

 Privacy	
  
 Privacy-­‐aware	
  CPS	
  algorithms	
  

Papers	
  ar7cula7ng	
  these	
  ideas:	
  
[Cárdenas,	
  Amin,	
  Sastry,	
  HotSec	
  2008]	
  
[Cárdenas,	
  Amin,	
  Sastry,	
  ICDCS	
  CPS	
  Workshop	
  2008]	
  



Requirements	
  for	
  Secure	
  Control	
  

•  Safety	
  Constraint:	
  
–  Pressure	
  <	
  3000kPa	
  

•  Opera7onal	
  Goal:	
  
– Minimize	
  Cost:	
  	
  	
  
•  Propor7onal	
  to	
  the	
  
quan7ty	
  of	
  A	
  and	
  C	
  in	
  
purge,	
  	
  

•  Inversely	
  propor7onal	
  to	
  
the	
  quan7ty	
  of	
  the	
  final	
  
product	
  D	
  

A+B+C	
  

A	
   D	
  

Pressure	
  

A	
  in	
  purge	
  
Product	
  Flow	
  

  Tradi7onal	
  Security	
  Requirements:	
  CIA	
  (Confiden7ality,	
  Integrity,	
  
Availability)	
  

 What	
  are	
  the	
  requirements	
  of	
  secure	
  control?	
  



Risk	
  Assessment	
  

•  If	
  aUacker	
  compromises	
  one	
  (or	
  more)	
  sensor	
  
or	
  actuators,	
  	
  
– What	
  aUack	
  strategy	
  (false	
  signals)	
  can	
  aUacker	
  
use	
  to	
  disrupt	
  our	
  secure	
  control	
  requirements:	
  

– Violate	
  Safety?	
  
– Maximize	
  Opera7onal	
  Cost?	
  

•  At	
  the	
  end	
  of	
  this	
  analysis	
  we	
  can	
  iden7fy	
  
high-­‐priority	
  sensor	
  and	
  actuators	
  (the	
  ones	
  
that	
  require	
  more	
  security/trust)	
  	
  

[Journal	
  of	
  Cri7cal	
  Infrastructure	
  Protec7on	
  2009]	
  



Not	
  all	
  Compromises	
  affect	
  Safety	
  

Produc7on	
   Pressure	
   A	
  in	
  Purge	
   Feed	
  of	
  A	
  

Purge	
  Valve	
  Resilient	
  by	
  Redundancy:	
  



Safety	
  can	
  be	
  Compromised	
  at	
  
Different	
  Time	
  Scales	
  

Priori7ze	
  protec7on	
  of	
  control	
  signal	
  for	
  A+B+C	
  feed	
  

It	
  takes	
  20	
  hours	
  to	
  violate	
  Safety	
  by	
  compromising	
  the	
  pressure	
  sensor	
  signal	
  (preven7on	
  vs.	
  
detec7on&response)	
  



DoS	
  AUacks:	
  No	
  Impact	
  when	
  the	
  
System	
  is	
  at	
  Steady	
  State	
  

However:	
  A	
  previous	
  “innocuous”	
  integrity	
  aUack	
  becomes	
  significant	
  with	
  the	
  help	
  of	
  DoS	
  
aUacks	
  



AUacks	
  to	
  the	
  Opera7onal	
  Cost	
  Involve	
  
Devices	
  that	
  do	
  not	
  MaUer	
  in	
  Safety	
  

AUack	
  increases	
  safety	
  but	
  lowers	
  profits	
  



New	
  AUack-­‐Detec7on	
  Mechanisms	
  by	
  Incorpora7ng	
  
“Physical	
  Constraints”	
  of	
  the	
  System	
  

•  1st	
  Step:	
  Model	
  the	
  
Physical	
  World	
  

•  2nd	
  Step:	
  Detect	
  AAacks	
  
–  Compare	
  received	
  signal	
  
from	
  expected	
  signal	
  Physical	
  

World	
  

System of	

Differential Equations	


Model	
  

•  3rd	
  Step:	
  Response	
  to	
  
AAacks	
  

•  4th	
  Step:	
  Security	
  Analysis	
  
 Missed	
  Detec7ons	
  

 Study	
  stealthy	
  aUacks	
  
 False	
  Posi7ves	
  

 Ensure	
  safety	
  of	
  automated	
  
response	
  

[Cárdenas,	
  et.al.	
  AsiaCCS,	
  2011]	
  



Surge	
  AUack	
   Bias	
  AUack	
   Geometric	
  AUack	
  

	
  AUacker	
  Strategy:	
  Stealthy	
  AUacks	
  
•  AUacker	
  	
  
–  Knows	
  our	
  detec7on	
  model	
  and	
  its	
  parameters	
  

–  Wants	
  to	
  be	
  undetected	
  for	
  n	
  7me	
  steps	
  
–  Wants	
  to	
  maximize	
  the	
  pressure	
  in	
  the	
  tank	
  

•  Surge	
  aUack	
  

•  Bias	
  aUack	
  

•  Geometric	
  aUack	
  



Impact	
  of	
  Undetected	
  AUacks	
  
•  Even	
  geometric	
  aUacks	
  cannot	
  drive	
  the	
  system	
  to	
  an	
  unsafe	
  

state	
  

•  If	
  an	
  aUacker	
  wants	
  to	
  remain	
  undetected,	
  she	
  cannot	
  damage	
  
the	
  system	
  



Control	
  Resilient	
  to	
  DoS	
  AUacks	
  

[Amin,	
  Cárdenas,	
  Sastry.	
  HSCC	
  /	
  CPSWeek	
  2009]	
  



Privacy-­‐Preserving	
  Control	
  
•  Data	
  Minimiza7on	
  Principle	
  
– How	
  much	
  data	
  do	
  we	
  really	
  need	
  to	
  collect	
  for	
  
accurate	
  es7ma7on/control?	
  

– Quan7ty:	
  sampling	
  
– Quality:	
  quan7za7on	
  

•  Demand	
  Response	
  (DR)	
  
LOAD	
  

$

Base	
  Price	
  
$	
  

$

W/h	
  

[Cárdenas,	
  Amin,	
  Schwartz.	
  HiCoNS	
  /	
  CPSWeek	
  2012]	
  



Conclusions	
  

•  First	
  
– Address	
  basic	
  security	
  problems	
  
– No	
  need	
  for	
  “research”	
  in	
  CS	
  aspects	
  of	
  security	
  but	
  
on	
  “security	
  economics”	
  

•  Second	
  
–  Improve	
  situa7onal	
  awareness	
  

•  Third	
  
– Design	
  for	
  resiliency	
  
–  Leverage	
  control	
  systems	
  exper7se	
  in	
  security	
  analysis	
  


