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The Conventional

V-Model of System Design

Concept of Operation
EEEIRLEIE Ve”gﬁ.f‘.“” Main?ggance
. Validation
Project Requirements System
Definition and Verification
Architecture and Validation

Integration,

Forsberg and Mooz, Detailed Test, and Project
“The Relationship of Design Verification Test and
System Engineering to Integration
the Project Cycle,” Proc. BB
Symposium of National Implameantation
Council on System
Engineering, October
1991. . >
) Time
This leads to late
validation (at system Image source: Clarus Concept of Operations. Publication No.
inte gra tion time ) FHWA-JPO-05-072, Federal Highway Administration

(FHWA), 2005.



The iCyPhy Model of

System Design

Systems Engineering
Capture & Analysis

Deliver and Deploy

Deploy
and Monitor

System Validation

. . System
\ Virtual Analysis and Acceptance Acceptance
and Integration
Systems Virtual System € —m—_———— - (Sub-)System
Analysis & Design > Integration Testing il e L e Integration Testing
Verification

Detail
Design
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Virtual Multi-Disciplined
Engineering

Virtual Module
Integration & Test
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Verification
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Physical Multi-Disciplined
Engineering

Implementation

Implementation
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Virtual Integration Requires Working with Models.
Models vs. Reality

Solomon Golomb: Mathematical models — Uses and limitations.
Aeronautical Journal 1968

You will never strike oil by
drilling through the map!

Solomon Wolf Golomb (1932) mathematician
and engineer and a professor of electrical
engineering at the University of Southern
California. Best known to the general public and
fans of mathematical games as the inventor of
polyominoes, the inspiration for the computer
game Tetris. He has specialized in problems

of combinatorial analysis, number theory,
coding theory and communications.

Lee, Berkeley



But this does not, in any way,
diminish the value of a map!

Lee, Berkeley



The Kopetz Principle

Prof. Dr. Hermann Kopetz

Lee, Berkeley

Many (predictive) properties that we assert
about systems (determinism, timeliness,
reliability, safety) are in fact not properties of
an implemented system, but rather properties
of a model of the system.

We can make definitive statements about
models, from which we can infer properties of
system realizations. The validity of this
inference depends on model fidelity, which is
always approximate.

(paraphrased) 8



Determinate Models

Physical System Model

Lee, Berkeley
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Determinate Models

Physical System Model

/** Reset the output receivers, which are the inside receivers of
* the output ports of the container.
* @exception IllegalActionException If getting the receivers fails.
*/
private void _resetOutputReceivers() throws IllegalActionException {
List<IOPort> outputs = ((Actor) getContainer()).outputPortList();
for (I0Port output : outputs) {
if (_debugging) {
_debug("Resetting inside receivers of output port:
+ output.getName());

"

Receiver[]J[] receivers = output.getInsideReceivers();
if (receivers != null) {
for (int 1 = @; i < receivers.length; i+4+) {
if (receivers[i] != null) {
for (int j = @; j < receivers[i].length; j++) {
if (receivers[i][j] instanceof FSMReceiver) {
receivers[i][j].reset();

}

Single-threaded imperative programs

Lee, Berkeley 10



Determinate Models

Physical System Model

Differential Equations

Lee, Berkeley
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A Major Problem for CPS:

Combinations are Nondeterminate

..~~:

Lee, Berkeley

/** Reset the output receivers, which are the inside receivers of
* the output ports of the container.
* exception IllegalActionException If getting the receivers fails.
*/
private void _resetOutputReceivers() throws IllegalActionException {
List<IOPort> outputs = ((Actor) getContainer()).outputPortList();
for (I0Port output : outputs) {
if (_debugging) {
_debug("Resetting inside receivers of output port:
+ output.getName());

Receiver[]J[] receivers = output.getInsideReceivers();

if (receivers != null) {
for (int i = @; i < receivers.length; i44) {
if (receivers[i] != null) {

for (int j = @; j < receivers[i].length; j++) {
if (receivers[i][j] instanceof FSMReceiver) {
receivers[i][j].reset();

}

12



Schematic of a

simple CPS:

Computational
Platform

Network
Fabric

Computational
Platform

Physical

plant

Lee, Berkeley
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Lee, Berkele

Computation given in an
untimed, imperative language.
Physical plant modeled with

ODEs or DAEs

Computational
Platform

atile uint timer_count

Network
Fabric

\
SysTickPeriodSet (SysCtlClockGet O / 1000) ;]|
SysTickEnable () ;

SysTickIntEnable O3

timer_count--;

Physical

plant

Platform

14



This code is
attempting to
control timing.
But will it really?

Computational
Platform

-

Lee, Berkeley
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void initTimer (void) {
SysTickPeriodSet (SysCtlClockGet () / 1000);
SysTickEnable () ;
SysTickIntEnable () ;

}
volatile uint timer_count = O0;
void ISR(void) A
if (timer_count != 0) {
timer_count --;
}
}

int main(void) {
SysTickIntRegister (ISR);
.. // other init

timer_count = 2000;
initTimer () ;
while(timer_count != 0) {

code to run for 2 seconds

}

// other code

15



1 void initTimer(void) { \\
u u u 2 SysTickPeriodSet (SysCtlClockGet () / 1000) ;|
3 SysTickEnable (); \
. SysTickIntEnable (); \
s ) \
¢ volatile uint timer_count = O0; \
. . 1 void ISR(void) { \
m I n I n r r m 8 if (timer_count != 0) { \
9 timer_count--; \
10 } i
w3 \
12 int main(void) { \
13 SysTickIntRegister (&ISR); '
™ 14 .. // other init “
15 timer_count = 2000; \
6 initTimer () \
¥ while (time nt != 0) { \\
.. code t n for 2 secon d \
} \
... // other code |

Computational Network
Platform Fabric

Computational [
Platform |

,— JTAG and SWD interface
-:;‘_ 5 «—— USB interface
hvsical Bl R R T
P yS l Ca switches i
connected o0 gr.aphlcs . speaker
p I a n t to GPIO pins S ° elile) 8 connected to
- o GPIO or PWM
analog od =
(ADC) — [ T
inputs dontroller . - < GPIO connectors
e —— PWM outputs
removable e .
flash — !gg:!_¢— CAN bus interface
memory
slot \
Ethernet interface

Lee, Berkeley 16



Consequences

When timing affects system behavior, designs are brittle. Small
changes in the hardware, software, or environment can cause
big, unexpected changes in timing. Testing has to be redone.
Results:

o Manufacturers frequently stockpile parts to suffice for the
complete production run of a product.

o Manufacturers cannot take advantage of improvements in
the hardware (e.g. weight, power). The cost of re-testing and
re-certifying is too high.

o Designs are over provisioned, increasing cost, weight, and

energy usage.
Lee, Berkeley 17



A Key Challenge:
Timing is not Part of Software Semantics

Correct execution of a program in C, C#, Java, Haskell,
OCaml, etc. has nothing to do with how long it takes to do
anything. Nearly all our computation and networking
abstractions are built on this premise.

Programmers have to step outside the
programming abstractions to specify
timing behavior.

Programmers have no map!

18



The hardware out of which we build computers
Is capable of delivering “correct” computations
and precise timing...

The synchronous digital logic
abstraction removes the
messiness of transistors.

; // Perform the convolution.
... but the overlaying software for (int 1-0: ico0s ian) 1
abstractions discard the timing x[1] = alil*b[j-1];
. // Notify listeners.
preCISIon. notify(x[i]);

}
Lee, Berkeley 19



Challenge

Can we change programming models so that a correct
execution of a program always delivers the same
temporal behavior (up to some precision) at the
subsystem 1/O?

I.e. we need determinate CPS models

Lee, Berkeley
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Engineering Abstractions and
Engineering Methodology

Computational
Platform

Network
Fabric

Computational
Platform

Physical

plant

Components in such a system come from multiple vendors
in diverse engineering disciplines with distinct domain

expertise.

Lee, Berkeley
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o Generators

o Contactors
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o Loads %HEJ
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Figure 1: Single line diagram of an electric power system adapted from Honeywell Patent
US 7,439,634 B2. Figure courtesy of Rich Poisson, Hamilton-Sundstrand.

Lee, Berkeley 23




Even a Small Subsystem is an Elephant

x=f(x,u,od)
F(x)=0

Load

Contactor disturbance

Protection
PID | =2 Threshold detection (IJ'

de
u=er+Kife+KdE

Energize

Supervisor
FSM

Oon/off

Switch

Signal generator

l LRU2 l

Thanks to Eelco Scholte, UTC




Challenge

How can we define interfaces between components that
bridge engineering disciplines and clarify requirements
and expectations?

I.e. we need a discipline of “model engineering”

Lee, Berkeley
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Heterogeneous Models:

Discrete-Event (DE) Model of a Generator-Regulator-Protector
in Ptolemy |l

DE Director
- Generator Regulator with Overvoltage Protection

s This model disconnects a connected load if the measured voltage exceeds a specified threshold.

e overVoltageThreshold: 115.0 $

Change this to 120 or larger and the
overvoltage protection does not kick in.

GeneratorContactorLoad Controller

MicrostepDelay s voltage &

loadimpedance: 1.0
voltageSamplePeriod: 1.0

generatorTimeConstant: 5.0 TimedPlotter
generatorOutputimpedance: 1.0 i

L 2
Expression R

SingleEvent Supervisor

time: 15.0

At time 15, turn

on a load.
voltage >= overVoltageThreshold *"°""9“ J legend: Voltage, Drive
_flipPortsHorizontal: true
Notice the voltage spike when the load is disconnected. Heterogeneous Ptolemy Il model.
Also notice that the PID controller tries to take the drive Superdense model of time with a
negative, but the generator model clips the drive input semantics of simultaneity.
to be non-negative.




x10° Voltage and Drive over time @E@@
" B | i I I l l l ' i i ' i "1 voitage =
Execution of the tage =
251 % i
Ptolemy Il
201 71 i
M Od e I _g 15F b i
"U-_ 1 ha P . hi
DE Director g’ 10F ul T L “u' ! . u"m‘ A
[ ] Generator Regu? ! ¢
. . 05 ! .
sropTine: 60.0 This model disconnects a 1
e overVoltageThreshold: 115.0 I |
Change this to 120 or larger and the 05| _
overvoltage protection does not kick in. N .
0 5 10 15 20 25 30 35 40 45 50 55 60
time (seconds)

GeneratorContactorLoad Controller
. E
TimedPlotter

v -e: 1.0 56
At time 15, turn -
on a load. Expression \D
voltage > = overVoltageThreshold we_J legend: Voltage, Drive

_flipPortsHorizontal: true

SingleEvent Supervisor

MicrostepDelay dr

time: 15.0

Notice the voltage spike when the load is disconnected.
Also notice that the PID controller tries to take the drive
negative, but the generator model clips the drive input
to be non-negative.



Continuous-Time

Continuous Director

Plant Model with Generator, Load, and Contactor

This is a model of generator with a load with a digital interface.
e loadimpedance: 10.0 The inputs are discrete events, and the output is a periodically

M Od el Of a e voltageSamplePeriod: 1.0 sampled measurement of the voltage.

e generatorTimeConstant: 1.0

G e n e rato r— e generatorOutputimpedance: 1.0

ZeroOrderHold

Contactor-Load Iy ”

DE Director

FES5m Generator Rz

This model disconne

Contactor

stopTime: 60.0 Load
e overVoltageThreshold: 115.0 SRR S

contactor

Change this to 120 or larger and the » ol ]
overvoltage protection does not kick Ih

Discrete input driving
the Contactor.

Generator PeriodicSampler

voltage
B}D I outputVoltage ¢ —

Discrete output giving
voltage measurements.

GeneratorContactorLoad

SingleEvent

Supervisor
P MicrosM :

loadImpedance: 1.0
voltageSamplePeriod: 1.0
generatorTimeConstant: 5.0
generatorOutputimpedance: 1.0

time: 15.0

.

At time 15, turn

on a load. Expression

=11\
J

voltage >= overVoltageThreshold *Voltage

_flipPortsHorizontal: true

Notice the voltage spike when the load is disconnected.
Also notice that the PID controller tries to take the drive
negative, but the generator model clips the drive input
to be non-negative.

Controller

TimedPlotter

legend: Voltage, Drive




Dataflow
Model of a
Sampled-Data
Controller

voltage

trigger,

DesiredVoltage

value: 110.0

AddSubtract

SDF Director

iterations: AUTO

»

DE Director

- Generator Re 1
This is a sampled-data feedback controller that simply compares

the measured voltage against the desired voltage and then feeds
the error signal into a PID (Proportional, Integral, Derivative) control filter.

il 6010 This model disconnec

e overVoltageThreshold: 115.0

PID
N ]» =l o
- |t

Ki: 1.0

Kp: 2.0

old.

Change this to 120 or larger and the
overvoltage protection does not kick in.

SingleEvent Supervisor

MicrostepDelay

time: 15.0

At time 15, turn

on a load. Expression

\

Controller

loadImpedance: 1.0
voltageSamplePeriod: 1.0
generatorTimeConstant: 5.0
generatorOutputimpedance: 1.0

voltage >= overVoltageThreshold *

voltage

_flipPortsHorizontal: true

Notice the voltage spike when the load is disconnected.
Also notice that the PID controller tries to take the drive
negative, but the generator model clips the drive input

to be non-negative.

TimedPlotter

N

legend: Voltage, Drive



State Machine
Model of a
Supervisory
Controller

DE Director

stopTime: 60.0

e overVoltageThresh
Change thisto 1

overvoltage pro

guard: onOff
output: contactor = true

contactor

guard: fault
output: contactor = false

guard: lonOff
output: contactor = false

This state machine switches from off to on when onOff is present and true.

If in the same reaction, fault is also present, it transitions immediately back to off.
When it is in the on state, it transitions back to off if either fault is present and true,
or onOff is present and false.

SingleEvent

time: 15.0

At time 15, turn
on a load.

GeneratorContactorLoad Controller

loadImpedance: 1.0
voltageSamplePeriod: 1.0
generatorTimeConstant: 5.0

TimedPlotter
generatorOutputimpedance: 1.0 edPlotte

N

.

Expression

voltage

_flipPortsHorizontal: true

Notice the voltage spike when the load is disconnected.
Also notice that the PID controller tries to take the drive
negative, but the generator model clips the drive input
to be non-negative.



Multi-Tool Model

using FMI
(Modelica and
Ptolemy II)

DE Director

- Generator Reg

il 6010 This model disconnects ¢

e overVoltageThreshold: 115.0

Change this to 120 or larger and the »-

overvoltage protection does not kick in.

voRagesersorl

h 4
3=
o
—D—L
Idealdosdngamtch )
n

de scrmarcrimagretl

an

SingleEvent

time: 15.0

At time 15, turn
on a load.

Expression

Supervisor
P Microstepl)ek d

.

GeneratorContactorLoad

loadImpedance: 1.0
voltageSamplePeriod: 1.0
generatorTimeConstant: 5.0
generatorOutputimpedance: 1.0

Controller

TimedPlotter

voltage >= overVoltageThreshold *

voltage

_flipPortsHorizontal: true

Notice the voltage spike when the load is disconnected.
Also notice that the PID controller tries to take the drive
negative, but the generator model clips the drive input

to be non-negative.

=11\
J

legend: Voltage, Drive

hreshold.



Aspect-Oriented Modeling in Ptolemy Il

DE Director

Generator Regulator with Architecture Alternatives

This model includes two possible implementation platforms, one with one processor,
one with two processors. Change the selection using the useTwoProcessors parameter.
@ useTwoProcessors: false ¢
@ overVoltageThreshold: 119.0

At 119, if the Supervisor and PID

actors share the same processor, then
overvoltage protection kicks in.

~\

. ) GeneratorContactorLoad Controller
SingleEvent Supervisor i -
MicrostepDelay M
voltage ’
conjactor

TimedPlotter The pIatfqrm selection
ooo is determined by the
- Hp enable parameter, which
is provided by each of
the platforms. The
platforms are
"decorators."

At time 15, turn
on a load.

Expression
voltage >= overVoltageThreshold *"""age ,

The Supervisor and PID actors can
execute on the same processor or on
two processors, depending on the value
of useTwoProcessors. If they use one
1Processor 2Processors processor, overvoltage protection kicks

'9‘0 @ in, while if they use two, it does not.
I.“

Two alternative execution platforms.
Select between them using the
useTwoProcessors parameter.



Aspect-Oriented Modeling in Ptolemy Il

Two Processor Architecture Model

DE Director Generat ‘
one with twa

@ useTwoProcessors: true
e overVoltageThreshold: 119.0
At 119, if the Supervisor and P

actors share the same progcess¢
overvoltage protection ki

SingleEvent Supervisor

At time 15, turn
on a load.

Two alternative execution plat

DE Director

Server out

Server2 out2

arnatives

)ne processor,
5SOrs parameter.

'j

The platform selection
is determined by the
enable parameter, which
is provided by each of
the platforms. The
platforms are
"decorators."

iter

Select between them using the

useTwoProcessors parameter.

1Processor 2Processors

e

n

processor, over

e protection kicks
they use two, it does not.



Aspect-Oriented Modeling in Ptolemy Il

One Processor Architecture Model

DE Director

Generator Regulator with Architecture Alternatives

This model includes two possible implementation platforms, one with one processor,

one with two processors. Change the selection using the useTwoProcessors parameter.

@ useTwoProcessors: false

@ overVoltageThreshold: 119.0

At 119, if the Supervisprand PID

T ]

actors share the same

At time 15,
on a load.

in2

= 9

DE Director

Merge

Server

RecordDisassembler

h+ executionTime

"he platform selection

s determined by the
inable parameter, which
s provided by each of
he platforms. The
)latforms are

alternative execution platforms.
eCt between them using the

The Supervisor and PID actors can
execute on the same proces on
two processors, ing on the value
of useT ocessors. If they use one

ocessor, overvoltage protection kicks
in, while if they use two, it does not.

decorators."



Other Uses of Aspect-Oriented Modeling

o Mode
o Mode
o Mode

o Creating observers:

Ing communication system architecture
Ing the effects of communication impairments
ing faults

In Ptolemy I, all of these

Anomaly detection models are cleanly

Contract monitoring
o Security attack models

o ...

Lee, Berkeley

separated from the
functional system model.

Their effect on the model
IS “‘woven in” at run time.

35



Ptolemy Il

http://ptolemy.org

o Open source
o Open architecture
o Well documented

v Fbh L PR G 5 0. 8 S N X N
Free Book: b @g + \ ,,,
Claudius Ptolemaeus, Editor ~ §lli 88 S dbtiUaPR -~ 25 4 (ORS. .

http://ptolemy.orq/systems iy J o8 I

R P @ LD X
§C. e 2 4 R o

This is an open-source book about B! N E e SN @)

open source software solutions to
pressing industrial problems.
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Systems of Systems Modeling

A discipline of “model engineering”
« Embrace models for virtual system integration
» Avoid accidental nondeterminism
« Embrace heterogeneity

« Use aspect-oriented modeling

Raffaello SanZIo daUrbmo The Athens School
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