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•! Learning as a service 
•! Learning on streams 

UC Berkeley •! Composable architecture 
•! Design, verification, synthesis 
•! Networking 
•! Distributed services 

•! Control synthesis 

UC San Diego 
•! Smart grids 
•! Smart buildings •! Context awareness 

•! Localization 

•! Resource 
management 

Michigan Penn 

•! Localization 
•! Smart dust 
•! Energy scavenging 
•! Security and privacy 

•! Mobile vehicles 
•! Privacy 
•! Control synthesis 

Illinois 

Lee, Berkeley 



J:KK(<%8$8:$L<:%6$
!"#$H./#%.#/$<B$!"7.9+$

M+7.9$H./#%.#/$/#,".<><9N$/<$7./#%&,/$(7/"$
;"N+7,&>$8#C7,#+$?O/"7.9+PAE$

4 !"#$%%&&&'()*+,-*'./0%+-.!,/1/(2%*-3-)*.!%!2#-4.2.1-3%5

Internet of Things 

Peak of 
Inflated 

Expectations 
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Using Internet 
technology to interact 
with physical devices 
(“things”). 
 
We are interested in 
systems where safety 
and reliability loom 
large. 

Lee, Berkeley 6 

This Bosch Rexroth printing press is a cyber-
physical factory using Ethernet and TCP/IP 
with high-precision clock synchronization 
(IEEE 1588) on an isolated LAN. 
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HTTP 
request response 

URL encodes 
all state info 
(credentials, 
commands, 
etc.) 

Response is 
typically 
asynchronous 
to avoid 
blocking the 
client program. 
 
Response 
handler 
executes 
atomically. Lee, Berkeley 
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// Import a module providing network services!
var http = require("http”);!
// Construct a URL encoding a request!
var url = "http://foo.com/deviceID/...";!
// Issue the request and provide a callback!
http.get(url, function(response) {!
    // ... handle the response ...!
});!
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HTTP 
request 

response 
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The order and timing of 
events matters a lot 
when interacting with 
physical processes. 
 
The system at the right 
orchestrates hundreds 
of microcontrollers to 
deposit ink on paper 
flying through the printer 
at 100 kmh with micron 
precision. 

Lee, Berkeley 12 

This Bosch Rexroth printing press is a cyber-
physical factory using Ethernet and TCP/IP 
with high-precision clock synchronization 
(IEEE 1588) on an isolated LAN. 
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E.g. time-
stamped events 
processed in 
time-stamp 
order (a 
discrete-event 
(DE) model of 
computation 
(MoC)). 

E.g. 
asynchronous 
atomic 
callbacks 
(AAC). 

Lee, Berkeley 
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Time-stamped 
events 
processed in 
time-stamp 
order (a 
discrete-event 
(DE) model of 
computation 
(MoC)). 

E.g. 
asynchronous 
atomic 
callbacks 
(AAC). 

Lee, Berkeley 
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Time-stamped events that are 
processed in time-stamp order. 

This MoC is widely used in 
simulation and HDLs. 

Given time-stamped inputs, it is 
a deterministic concurrent MoC. 

A few texts that use the DE MoC 
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If the thing is black box with a RESTful 
interface, then we time stamp the response 

! but if we can 
design the thing, 
we can do much 
better! 

Lee, Berkeley 

Networks of 
causal actors are 
deterministic 
under the DE 
MoC.  
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Ptides: First step: Time stamps bind to 
real time at sensors and actuators 

Time stamp value is a 
deadline 

Time stamp value is 
time of measurement 

Actors wrap 
sensors 

Actors wrap 
actuators 

Lee, Berkeley 



Ptides: Second step: 
Time-stamped messages. 

Messages carry time 
stamps that define their 

interleaving 

Actors specify 
computation 

Lee, Berkeley 



Ptides: Third step:  
Network clock synchronization 

GPS, NTP, IEEE 1588, TSN, time-triggered busses, ! they all 
work. We just need to bound the clock synchronization error. 

Assume bounded 
clock error 

Assume bounded 
clock error e 

Assume bounded 
clock error e 

Clock synchronization 
gives global meaning to 

time stamps 

Messages are 
processed in time-
stamp order 

Lee, Berkeley 



Global latencies between sensors and actuators become 
controllable, which enables analysis of system dynamics. 

Ptides: Fourth step: 
Specify latencies in the model 

Model includes 
manipulations of time 
stamps, which control 

latencies between 
sensors and actors 

Actuators may be 
designed to interpret 
input time stamps as 
the time at which to 

take action. Feedback through the physical world 



Ptides: Fifth step: Safe-to-process 
analysis (ensures determinacy)  

Safe-to-process analysis guarantees that events are processed in time-stamp 
order, given some assumptions. 

Assume bounded 
network delay d 

Assume bounded 
clock error 

Assume bounded 
clock error e 

An earliest event with 
time stamp t here can 
be safely merged when 
real time exceeds  
t + s + d + e – d2 

Assume bounded 
clock error e 

Assume bounded 
sensor delay s 

Application 
specification of 

latency d2 
Technical: 
Need to have 
deadlines on 
network 
interfaces, to 
guarantee 
time-stamp 
order 
irrespective 
of execution 
times of 
actors. 



 So Many Assumptions? 

Solomon Wolf Golomb: On keeping the model distinct from the 
thing being modeled: 

All of the assumptions are achievable with today’s 
technology, and in fact are requirements anyway 
for hard-real-time systems. The Ptides model 
makes the assumptions explicit. 
 
Violations of the assumptions are detectable as 
out-of-order events and can be treated as faults. 

You will never strike oil by 
drilling through the map! 

Lee, Berkeley 31 



Handling Faults 

A “fault” is a violation of assumptions in the model. 

! after an event here 
with a later time 
stamp has been 
processed, then one 
or more assumptions 
was violated. 

If an event 
arrives here with 
an earlier time 

stamp! 

As with any 
model, the 
physical 
world may 
not conform 
to its rules. 
Violations 
should be 
treated as 
faults. 

Lee, Berkeley 
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 Proceedings of OSDI 2012 
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Distributed database with redundant 
storage and query handling across data 
centers. 

Update to a record comes 
in. Time stamp t1. 

Query for the same record 
comes in. Time stamp t2. 
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Query for the same record 
comes in. Time stamp t2. 

If t2 < t1, the query response should be 
the pre-update value. Otherwise, it 
should be the post-update value. 

Update to a record comes 
in. Time stamp t1. 
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Query for the same record 
comes in. Time stamp t2. 

When the local clock time exceeds 
t2 + e + d, issue the current record 
value as a response. 

Synchronize clocks 
with error bound e. 

Communication 
latency bound b. 

Update to a record comes 
in. Time stamp t1. 
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Query for the same record 
comes in. Time stamp t2. 

If after sending a response, we receive 
a record update with time stamp t1 < t2 
declare a fault. Spanner handles this 
with a transaction schema. 

Synchronize clocks 
with error bound e. 

Communication 
latency bound b. 

Update to a record comes 
in. Time stamp t1. 
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Instruction Set Architectures (ISAs) 
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Image: Wikimedia Commons 
Waterman, et al., The RISC-V Instruction Set Manual, 
UCB/EECS-2011-62, 2011 
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Timing is not Part of Software Semantics 

Correct execution of a program in C, C#, Java, Haskell, 
OCaml, Esterel, etc. has nothing to do with how long it takes to 
do anything. Nearly all our computation and networking 
abstractions are built on this premise. 

 
 
Programmers have to step outside the 
programming abstractions to specify 
timing behavior. 
 
Programmers have no map! 
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In engineering, model fidelity is a two-way street! 

For a model to be useful, it is necessary  
(but not sufficient) to be able to be able to  

construct a faithful physical realization. 
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