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Context of my work: Chess: Center for

Hybrid and Embedded Software Systems

This center, founded in 2002,
blends systems theorists and
application domain experts with
software technologists and
computer scientists.

Applications

o Building systems

o Automotive

Some Research Projects o Synthetic biology

Precision-timed (PRET) machines o Medical systems
Distributed real-time computing o Instrumentation
Systems of systems o Factory automation
Theoretical foundations of CPS o Avionics
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® ° | CPSis Multidisciplinary

Computer Science:

Deals directly with
physical quantities

Computational +
Physical
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Theme of This Talk

Opportunities on the systems side...
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Models on the Systems Side
[

o Models of continuous-time dynamics B
o Sophisticated stability analysis damper |
o But not accurate for software controllers |
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Discretized Model —

A Step Towards Software

Numerical integration techniques provided sophisticated ways to get from

o
the continuous idealizations to computable algorithms.
o Discrete-time signal processing techniques offer the same sophisticated
stability analysis as continuous-time methods.
o But it's still not accurate for software controllers
Ilm z Almz Alm z
In general, z 1s an N-tuple., z = (z1.---.zx ), where z,-:l'fea/s, — Reals. The deriva- {/ \:E \:' B :I \\: >
tive of an N-tuple 1s simply the N-tuple of derivatives, z = (3.---.Zy). We know \n. . Re:z T RoE ,*f Re z
from calculus that 48 —2(0) \‘ul_ef’,c..'-f o N i
) = — = lim ——,
dt  5-0 o .
anti-causal

and so. 1f & = 0 is a small number, we can approximate this derivative by

ozt +9)—z(t)
#(t) 2 ——
' d

Using this for the derivative in the left-hand side of (5.50) we get

z(t+8) —z(t) = de(z(t).v(1)). (5.51)

two-sided
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Hybrid Systems — Reconciling
Continuous & Discrete, Version 1.0

abs(Force) > Stickiness
@ Separate.p1 = P1; Separate.p2 = P1; Separate.vl = V1; Separate.v2 = V1

But it’s still not accurate for
software controllers

CTEmbedded This model gives two separate ordinary differential

equations, one for each point mass attached to a spring.
The ZeroCrossingDetector actor detects the collision
of the point masses and emits the "touched" event.

V1 integrator \ P1 integrator
Expression N r
P1
lia J
V2 integrator ps P2 integrator

Expression2 - r.
—# 2.0°2.0-2.0'P2 B .[h

—' V1 and V2 are velocities,
AddSubtract ZeroCrossingDetector ~ and P1 and P2 are positions

— e + e of the two masses.
! —




Timing In Software is More Complex Than
O What the Theory Deals With

5|1l ]

Output of Plant 1
03r ]

An example, due to Jie Liu, models two L ’\ |
controllers sharing a CPU under an RTOS. Under '
preemptive multitasking, only one can be made o |
stable (depending on the relative priorities). 0.0F I
Under non-preemptive multitasking, both can be 0 ; ; ; ; ; -
made Stable. 0 4 10 15 20 25 30

Output of Plant 2 E,E@El

Where is the theory for this?

0.10
ooo|
ZeroOrderHgld
Const
AddSubtract  Plant1 Sampler1
i1 b g I 0.05 1
5 + b(s)/a(s) =
TM controllers

S0 0.00| -

Const2

AddSubtract2  Plant2 Sampler2

b(s)/a(s) ||
‘ I TimedPlotter2

b 4

This model shows two (independent) control loops whose controllers share the same CPU. The control
loops are chosen such that it is unstable if the control signals are constantly delayed. By choosing
different priority assignments and TM scheduling policies, different stability of the two loops may
appear. For example, a nonpreemptive scheduling can stablize both control loops, but none of the

preemptive ones can. Lee, Berkeley 9




Another Example: Sensor Fusion

Consider a real-time program on an embedded computer that is connected
to two sensors A and B, each providing a stream of data at a normalized
rate of one sample per time unit. The data from the two sensors is
deposited by an interrupt service routine into a memory location.

Assume a program that looks like this:

while(true) {
walt for new data from A;
walt a fixed amount of time T;
observe registered data from B;
average data from A and B;

}

Example is due to Stephen Neuendorffer.
Lee, Berkeley 10



The Design Question

Assume that there are random delays in the software
(due to multitasking, interrupt handling, cache
management, etc.) for both the above program and the
Interrupt service routines.

What is the best choice for the value for T?

One way to frame the question: How old is the data from
B that will be averaged with the data from A?

Lee, Berkeley 11



A Model that Measures for Various Values of T

Clock CurrentTime

B @—D VariableDelay DE Director
Rician . InstanceOfSampler -
[ » Sampler
r"

Source process
InstanceOfSampler2

This example illustrates a paradox that InstanceOfSampler3
arises when merging two event streams
of the same rate with with random delay.
It plots a histogram of the time between HistogramPlotter

when an event occurs and when it is InstanceOfSampler4
observed. It illustrates that when there
is a small fixed time offset between the

two periodic events, then a strongly
bimodal distribution results. When a
larger fixed delay is used, then the
second mode is significantly reduced.

i

F*

!

InstanceOfSampler5

InstanceOfSampler6

Clock2 Sampling Process
VariableDelay2

This example is illustrative of the
problems faced by real-time multitasking
software when interacting with physical
processes periodically, but with random
delays.

Author: Steve Neuendorffer
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Modeling Random Delay in Sensor Data
Using a Discrete-Event Modeling Framework

Given an event with time stamp t on the
upper input, the VariableDelay actor
produces an output with the same value but
time stamp t + t', where t' is the value of the
most recently seen event on the lower input.

Clock CurrentTime

N VariableDela 1CI
D. @ — et The Rician actor, when
triggered, produces an

furce process | el output event with a
non-negative random
Given an input event at time t value and with time
with any value, the CurrentTime stamp equal to that of
actor outputs the double t with the trigger event.

time stamp t.
Lee, Berkeley 13



Given a trigger event with

_ time stamp t the Sampler
Actor-Oriented Sampler Class acior produces an output

event with value equal to

Zenper the value of the most
E recently seen input event.

/ e sampleDelay: 0.0

Sampler

T

AddSubtract

The TimedDelay actor transfers every input
event to the output with a fixed increment in the
time stamp. Here, the value is sampleDelay, a
parameter of the composite actor.

Lee, Berkeley 14



Time gap between samples for various values of T

i . limingParadox.HistogramPlotter.

File Edit Special Help ,
x10* | | | | | | The Delay Paradox | | | | | @E@@
= Smaller fixed delay Tcan | o5
a i result in larger time gap | -
il (il between data samples 1

| that are averaged!
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A Real-World Application:
Automotive Engine Controller

Periodic events
[ I I I I N N O

Quasi-periodic events
[N I I N I 1 S O N
poradic events
I I S

Embedded software uses timers, interrupts, threads,
shared memory, priorities, and mutual exclusion. How to

relate the systems theory with the software behavior?
Lee, Berkeley 16



The Standard Model in Signal Processing

Continuous time signal: z: R — R
Discrete-time signal: r:N—R

Problems with this model:

Simultaneity: x(t;) and y (t,) may be in different parts of the system. What
does it mean for t; =t, ?

Causality: Suppose x crosses a threshold at t and causes y to be
discontinuous att. Whatisy(t) ? Arey(t) and x(t) simultaneous? How
IS their causal connection represented?

Discreteness: Suppose a signal x cannot be meaningfully defined for
some interval of time?

Synchrony: Suppose x(n) and y (n) have a non-trivial phase relationship
In their samples. How to represent?

Lee, Berkeley 17



A Richer Model of Signals

A signal Is a partial function x: T — A, where A Is a set
of possible event values (a data type and maybe an
element indicating “absent”), and T is a totally or partially
ordered set of tags that represent time stamps and
ordering of events at the same time stamp.

The standard model is a special case of this model, but
there may be better alternatives.

Lee, Berkeley 18



First Attempt at a Specific Richer
Model for Signals

Let R, be the non-negative real numbers. Let V' be an
arbitrary family of values (a data type, or alphabet). Let

V. =V u{e

be the set of values plus “absent.” Let s be a signal, given
as a partial function:

siRy = V.

defined on an initial segment of R

Lee, Berkeley 19



This First Attempt can Model Nontrivial Timing

20T

Values V' < | "] H [
o ,.m'rTTU

0 5
S
\ T
\/

Initial segment I € R where the signal is defined.

Absent: s(7) = for almost all 7

This model is still not rich enough because it does not allow a
signal to have multiple events at the same time.
Lee, Berkeley 20



Example Motivating the Need for Simultaneous
Events Within a Signal

Newton’s Cradle:
Steel balls on strings
Collisions are discrete events
Position, speed, acceleration are all signals
S0 Is momentum

g Momentum of the middle ball has three values at
the time of collision.

Other examples:
o Batch arrivals at a queue.
o Software sequences abstracted as instantaneous.

o Transient states of a system.
Lee, Berkeley 21



A Better Model for Signals:
Superdense Time

Let " = R, x N be a set of “tags” where N is the natural
numbers, and give a sighal s as a partial function:

s: 1T — V.

defined on an initial segment of 7', assuming a lexical or-
dering on 1’

(tl,nl) < (tg,“ng) = t; < tg, OFt; =ty andny < ns.

This allows signals to have a sequence of values at any real time t.

Lee, Berkeley 22



Superdense Time

0.0,0 1.0,0 20,0 3.0,0

Time

At each tag, the signal has exactly one value. At each time

point, the signal has an infinite number of values. The red

arrows indicate value changes between tags, which

correspond to discontinuities. 23

Lee, Berkeley 23



Superdense Time Supports Discrete Signals
(using an "absent" value)

o Index P
| 4 ’ | # : 7
| | _/ [ | / , | /
4 A I L/
. i i %0—3 = — = i— = :*—//—‘)'K 3—T = —i/_/_/t273 —————
. | | V eyl
Values V< | | ooz T R R
| R s
: /0.0, 1 | /t1, 1 * 1
o |/ |/
N\ / 4 4 -
0.0, 0 t,, 0 1 t,, O Time
g J
Y
Initial segment / € R, < N where the signal is defined
+

0
Absent: s(7) = ¢ for almost all 7 = [.
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Using Superdense Time to Build Models of
Discrete-Event (DE) Signals

s: T — V.

e Atagis atime-index pair, 7 = (t,n) € T'=R, x N.

e An eventis atag-value pair, ¢ = (7.v) €T x V.

e s(7)Is an eventif s(7) # ¢.

Lee, Berkeley 25



Actors

Actor

SRS Y A S T—

An actor is a relation on signals. It is useful to impose certain
constraints:

* Itis a function mapping inputs to outputs.

 Itis prefix monotonic

e Itis (Scott) continuous

e Itis causal

Lee, Berkeley 26



Model-Based Design with
Superdense Time

concurrent actor-

oriented models

abstraction

(a) (b)
sesSN
=% - B (.
fixed-point
(c) semantics (d)

super-dense
time

e Signal: s: Ry x N — 1.
e Set of signals: S
e Tuples of signals: s € S&

e Actor: F: SN — §M

A unique least fixed point,
s € SN such that F(s) = s,
exists and be constructively
found if SV is a CPO and
Fis (Scott) continuous.

Causal systems operating on
signals are usually naturally
(Scott) continuous.

Lee, Berkeley 27



Discrete-Event (DE) Signals

A signal s Is discrete If there is an order embedding from
Its tag set w(s) (the tags for which it is defined and not
abent) to the integers (under their usual order).

Lee, Berkeley 28



¥4 .zeno. TimedPlotter Q@@

A Zeno System |S File Edit Special Help @E@E

not discrete. o

1.5

4 LI

oo 02 04 06 08 10 12 14 16 18 20

Zeno Conditions

DE Director

Clock Time
D@_L TimedPlotter
ooo|
penod: 1.0 > -
offsets: {0.0}
values: {1.2}
s 4

SingleEvent
VariableDelay

time: 0.0
value: 1.0

Expression

This model illustrates a Zeno condition, where an infinite number of events
occur before time 2.0, and hence the Clock actor is unable to ever produce
its output at time 2.0.

The tag set here includes {0, 1, 2, ...}
and {1, 1.25,1.36,1.42, ...}

Lee, Berkeley 29



|s the following system discrete?

DE Director

1N

¢

SingleEvent
VariableDelay

time: 0.0
value: 1.0

Expression F¥ notZeno.TimedPlotter

T A}
1.0in"2 File Edit Special Help

=10

Not Zeno, but Problematic

20F
15[

o [N

oo 02 04 06 08 10 12 14 16 18 20
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Discreteness is Not a Compositional Property

Given two discrete signals s, s' it Is not necessarily true
that S={s,s'} is adiscrete system.

[ﬂ .no

nCompositional. TimedPlotter2
File Edit Special Help

=T

TimedPlotter

200
15[
1.0F

0a[
0oL

SESES=ESES

oo 02 04 06 08 10 12 14 16 18 20

'}_?! .nonCompositional2. TimedPlotter
File Edit Special Help

TimedPlotter @EE@
200 T ; - . —
15[
1.0
| N
0.0 | . |

oo 02 04 06 08 10 12 14 16 18 20

Putting these two signals
In the same model
creates a Zeno condition.
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Model-Based Design
Question 1:

Can we find necessary and/or sufficient conditions to
avoid Zeno systems? To preserve discreteness under

composition?

Lee, Berkeley 32



Model-Based Design
Question 2:

In the following model, if f, has no delay, should f, see
two simultaneous input events with the same tag? Should
It react to them at once, or separately?

In Verilog, it is nondeterministic. In VHDL, it sees a
sequence of two distinct events separated by “delta time”
and reacts twice, once to each input. In Simulink,
Labview and the Ptolemy Il DE domain, it sees the
events together and reacts once.

Lee, Berkeley 33



Model-Based Design
Question 3:

What if the two sources in the following model deliver an
event with the same tag? Can the output signal have
distinct events with the same tag?

fl Merge

/s

Recall that we require that a signal be a partial function
s: T—V ,whereV Is a set of possible event values (a
data type), and T Is a totally ordered set of tags.

Lee, Berkeley 34



Model-Based Design
Question 4:

What does this mean?

The Merge presumably does not introduce delay, so what
IS the meaning of this model?

Lee, Berkeley 35



Model-Based Design
Question 5:

What is the meaning of modal behavior?

 mogamogel - Do transitions
in2 (O) o - r)
(=3, take time~.

'Y oo . Can states be

transient (where
you spend zero

time in them)?
Director Director

] ] . Can submodels

share state?

0
setActions

Some sub-model here. ) Some sub-model here.

Lee, Berkeley 36



Ptolemy Il: Our Laboratory for Experiments with
Techniques for Model-Based Design

Concurrency management supporting

dynamic model

structure.

& @ K QL]

" | Utilities

| Directors

B Jactors.

=) _ 4 Sources

[+ | GenericSources

=) _ 4 TimedSources
8 Clock

~fH currentTime

[ PoissonClack

- [B=] TimedSinewave

TriggeredClock

o YariableClock

ceSources

li‘:l_] S
[+ | Sinks
-] Array
i+ | Conversion
- | FlowControl

— DE Director

Master Clock

’u@—o—e»

DPIN@=®mpEdi-che

String Sequence

[

Sequence Count

rd Assembler actor composes a

Director from a library
defines component
Interaction semantics

a record token, which is then passed through a channel that
has random delay. The tokens arrive possibly in another

order. The Record Disassembler actor separates the string
from the sequence number. The strings are displayed as
received (possible out of order), and resequenced by the
Sequencer actor, which puts them back in order. This example
demonstrates how types propagate through record composition
and decomposition.

Display As Received

Record Assembler

Channel Model
Record

library.

Large, behaviorally-
polymorphic component

t
S

Resequenced

= P o

The channel is modeled

[ Type system for
transported data

by a variable delay, which

L=

Visual editor supporting an abstract syntax

| AUUIOTS. COwWala /. Cee ara 1 univng Ay

]
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Discrete Event Models in Ptolemy Il

DE Director implements
timed semantics using an

DE Director
- M event queue

Server2

PoissonClock

>
‘\( Reactive actors

I
T

201 "m'cm

16T

Event source [ ,mnﬂﬂmm M | M H

Slgnal 1] 5 10 15 20 25 30

Components send time-
stamped events to other Time line

components, and components

react in chronological order. Lee, Berkeley 38




An Application of All This Theory:
Using DE Models to Design
Distributed Real-Time Systems

(o)
O
o)

DE is usually a simulation technology.
Distributing DE is done for acceleration.

Hardware design languages (e.g. VHDL) use DE where
time stamps are literally interpreted as real time, or
abstractly as ticks of a physical clock.

We are using DE for distributed real-time software,
binding time stamps to real time only where necessary.

PTIDES: Programming Temporally Integrated
Distributed Embedded Systems

Lee, Berkeley 39



PTIDES: Programming Temporally
Integrated Distributed Embedded Systems

Distributed execution under discrete-event semantics, with
“model time” and “real time” bound at sensors and actuators.

Output time stamps

Input time stamps are

Platform 1
Computationl *
Sensorl

are <real time

model time

Platform 3 delaydi

A

> real time

maodel time

I Computation3 § delay d2

\\Pla tform 2

2‘.-122* Sensc{rZ H Computation2 #

model time

delay d3

Output time stamps
are <real time
| |

Local
Event
Source

o
D@—* Computation4

network
fabric

Input time stamps are
= real time

Actuatorl

physical
interface
———

Physical

plant
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PTIDES: Programming Temporally
Integrated Distributed Embedded Systems

... and being explicit about time delays means that we can
analyze control system dynamics...

Platform 1

Computationl
'

Platform 3
/ IComputationB B
Platform 2
'M* Sensc{rz H Computation2 #
* ! model time
| delay d3
ph\‘/;ical Local
interface Event

Source

network
fabric

model time
delay d1

maodel time
delay d2

o
D@-* Computation4

Actuator may process
the event at the time
received or wait until
real-time matches the
time stamp. The latter
yields determinate
latencies.

physical
interface
———

Physical

plant

| Feedback through the physical world
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Experimental

Setup

PtidesBasicDirector

minDelay =

TimedDelay2 1.0 RCKiet0y
AddSubtract

WCET =05 bt - nessorkOul
Scale TimedDelay

WCET =04

Ptolemy Il Ptides domain

DE Director

1) Plant Model )

Platform Platiorm2

iy 510
) o

#

(1)

(1)

Ptolemy Il Discrete-event,

Continuous, and
Wireless domains

IEEE 1588 Network
time protocol

A Schedulability
Analysis
| Causality Program
Analysis Analysis
Ptides Model Code
Generator
| ——
- PtidyOS
Software
Component
Library
Mixed HW in the -
Simulator Plant Model Loop
REEEOS Simulator
J
Network Model Luminary G
Micro g
——EEE 18 8962 M
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DE Director

electricOutput
r E ‘
plantSensors
e startupTime: 1 a

o clockPeriod: 1.5
e errorThreshold: 0.25

Network Model

Supervisory Control

Top-level view of a power plant. The Supervisory Control block provides the
signal to start the power plant and sets the target output levels. The Local
Control block implements a simple control law to achieve the target output
levels. It also detects failures to receive sensor data from the network.

Upon the first such failure, it notifies the Supervisory Control block with a
warning. Upon the second such failure, it locally changes the target output

level to shut down the power plant, and also notifies the Supervisory Control
block.

With the test data shown here, a warning occurs at time 8. The plant resumes
normal operation at time 20. At time 22, an emergency occurs, and the plant
shuts down.

Authors: John Eidson and Edward A. Lee

Generator/Turbine Model

Example:
Power Plant
Control
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DE Director

Generator/Turbine Model
electricOutp

——

plantSensors

e startupTime: 1

o clockPeriod: -
orThreshold: 0.25

Matwnrl Mnrdal

Example:
wer Plant

Continuous Director

The actors represent the transfer function between fuel
valve setting and electrical output.

ZeroOrderHold Scale

fuel - .I AddSubtract  Integrator
.
>

Sensor Signal
plantSensors

The submodel at the left represents sensors monitoring plant functions.
For example this sensor monitors the output of the turbine blades.

RIS
dojs

PeriodicSampler

electricOutput

=

|

YWILTT UTE TEST Udtd STIOWTT TTETE, & WATlThig OLTUTs a0 UITE O, TTTE PTaTit TESUTTTES
normal operation at time 20. At time 22, an emergency occurs, and the plant
shuts down.

Authors: John Eidson and Edward A. Lee

Model of the continuous
dynamics of a generator

Lee, Berkeley 44



DE Director

S Generator/Turbine Model EX am p I e
Power Plant

o clockPeriod: 1.5

e errorThreshold: 0.25 417 CO ntrOI

Network Model

o

measuredOutput
sensorinpu

-

e startupTime: 1

Local Control

Model of the embedded

are controller

Supervisory Control

targetOutput targetOutput
startu

startup 1|

Ptides Basic Director

measuredQutput Plotterl
Top-level view of a power plant. The Supervisory C * *
signal to start the power plant and sets the target o .
Control block implements a simple control law to ac easuredOutputy 12N CoONtrol
levels. It also detects failures to receive sensor data ‘ | — e TN
Upon‘ the first such failure, it notlfnes thev Supervisory startup Il I @ o
warning. Upon the second such failure, it locally cha ‘ Smergeny
level to shut down the power plant, and also notifies Se‘"s"’”"p“[ f - Plotter2
block. ;

LocalClock

With the test data shown here, a warning occurs at

warning

normal operation at time 20. At time 22, an emergg

shuts down. Heartbeat Detector

Warning

emergency

pmergency . ) h

Authors: John Eidson and Edward A. Lee




Ptides Basic Director

measuredOutput

Plotterl

+

4

targetOutput

Plant Control

\ 4

startup

operg

\ 4

sensorinput

<

¥

LocalClock
Heartbeat Detector
Z Ar: 1 I
-,

< errorThreshold
output: plantState

guard: measuredOutput

Shutdown -4

warning

P

Example:
Power Plant
Control

guard: startup == true
output: fuel = 0;

plantState = -2
set: ControlLaw.gain = -0.3

guard: abs(error) < errorThreshold

Modal controller
behavior.

&& error 1= 0
output: plantState = -3
set: ControlLaw.initialTargetOutput = 5.0

-1

guard: emergency_isPresent
output: plantState = -4

set:
ControlLaw.initialTargetOQutput = 0.0,
ControlLaw.gain = -0.5

guard: emergency_isPresent

DE Director einitialTargetOutput: 0.0
e gain: -0.5

Sampler

measuredOutput AddSubtract Scale
Accumulator

| __— + » 4 fuel

targetOutput = E P-—-
: ’ Sampler2 H
et plantState

startup error
> ] -
sensorinput operatingTarget

Simple integral controller
where the fuel output is the
accumulated error between the
measuredOutput and the
targetOutput multiplied by the
gain.

emergency

localClock

output: plantState = -4
set: ControlLaw.initialTargetOutput = 0.0;
ControlLaw.gain = -0.5
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Ptides Basic Director

measuredOutput

Plotterl

- *

targetOutput

Plant Control

operg

» 1
startup I

w

plantState

ensorinput j

LocalClock

emergency

b=

Example:
Power Plant
Control

monitoredSignal

localClock

warning

Reasoning about time

guard: ok

emer
\_

normal

warning )
A

guard. missed
output: waming = 2

guard: ak

Quard: missed
output: emergency = 3

gency )

guard:
clock_isPresent

&& 'sensor_isPresent

guard: clock_isPresent
&& sensor_isPresent
output: ok = true

last
was
sensor

guard: sensor_isPresent
output: ok = true

guard: clock_isPresent
&& 'sensor_isPresent
output: missed = true
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Conclusions

o Established models for signals that prevail in signal
processing are not expressive enough to model the
behavior of nontrivial software and networks.

o Superdense time uses tags that have a real-valued time-
stamp and a natural number index, thus supporting
sequences of causally-related simultaneous events.

o Discrete-event (DE) systems can provide a foundation for
model-based design of nontrivial signal processing systems
that integrate software and networks.

o An extension of DE called PTIDES provides a distributed
model coupling software and physical behaviors.
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