Cyber-Physical Systems

A Rehash or A New Intellectual Challenge?

Edward A. Lee

Robert S. Pepper Distinguished Professor
UC Berkeley

bbb

Invited Talk in the Distinguished Speaker Series
Sponsored by the IEEE Council on Electronic Design Automation (CEDA)
Held at the Design Automation Conference (DAC)

/‘\
June 4, 2013. -
Austin, Texas -

iWmEw
i

!.;xlru
& 3 {2 4




Abstract

The term cyber-physical systems (CPS) refers to the integration of
computation and networking with physical processes. CPS is firmly
established as a buzzword du jour. Yet many of its elements are familiar
and not altogether new. Is CPS just a rehash of old problems designed to
attract new funding? In this talk, | will argue that quite to the contrary, CPS
Is pushing hard at the frontiers of engineering knowledge, putting severe
stress on the abstractions and techniques that have proven so effective in
the separate spaces of cyber systems (information and computing
technology) and physical systems (the rest of engineering). My argument
will center on the role of models, and | will show that questions about
semantics of models become extremely challenging when the models are
required to conjoin the cyber and the physical worlds.
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Part 1

Engineering Models for CPS



Models vs. Reality

Solomon Golomb: Mathematical models — Uses and limitations.
Aeronautical Journal 1968

You will never strike oil by
drilling through the map!

Solomon Wolf Golomb (1932) mathematician
and engineer and a professor of electrical
engineering at the University of Southern
California. Best known to the general public and
fans of mathematical games as the inventor of
polyominoes, the inspiration for the computer
game Tetris. He has specialized in problems

of combinatorial analysis, number theory,

coding theory and communications. @




But this does not, in any way,
diminish the value of a map!



The Kopetz Principle

Prof. Dr. Hermann Kopetz

Many (predictive) properties that we assert
about systems (determinism, timeliness,
reliability, safety) are in fact not properties of
an implemented system, but rather properties
of a model of the system.

We can make definitive statements about
models, from which we can infer properties of
system realizations. The validity of this
inference depends on model fidelity, which is
always approximate.

(paraphrased)
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Lee, Berkeley

Airnvert  Birvert Caryn

Qperavon

—
./

)

-

N +

result

CarryCut

Synchronous digital logic



Determinate Models

Physical System

Model

/** Reset the output receivers, which are the inside receivers of
* the output ports of the container.
* @exception IllegalActionException If getting the receivers fails.
*/
private void _resetOutputReceivers() throws IllegalActionException {
List<IOPort> outputs = ((Actor) getContainer()).outputPortList();
for (I0Port output : outputs) {
if (_debugging) {
_debug("Resetting inside receivers of output port:
+ output.getName());

"

Receiver[]J[] receivers = output.getInsideReceivers();
if (receivers != null) {
for (int 1 = @; i < receivers.length; i+4+) {
if (receivers[i] != null) {
for (int j = @; j < receivers[i].length; j++) {
if (receivers[i][j] instanceof FSMReceiver) {
receivers[i][j].reset();

}

Single-threaded imperative programs

Lee, Berkeley



Determinate Models
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Lee, Berkeley

nations are Nondeterminate

/** Reset the output receivers, which are the inside receivers of
* the output ports of the container.
* exception IllegalActionException If getting the receivers fails.
*/
private void _resetOutputReceivers() throws IllegalActionException {
List<IOPort> outputs = ((Actor) getContainer()).outputPortList();
for (I0Port output : outputs) {
if (_debugging) {
_debug("Resetting inside receivers of output port:
+ output.getName());

Receiver[]J[] receivers = output.getInsideReceivers();

if (receivers != null) {
for (int i = @; i < receivers.length; i44) {
if (receivers[i] != null) {

for (int j = @; j < receivers[i].length; j++) {
if (receivers[i][j] instanceof FSMReceiver) {
receivers[i][j].reset();

}

Signal Signal




Schematic of a

simple CPS:
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Computation given in an

untimed, imperative language. \

Physical plant modeled with SR
ODEs or DAEs

\
SysTickIntRegister (£ISR); \
.. // other init \
timer_count = 2000;

initTimer ();

void initTimer (void) { \
SysTickPeriodSet (SysCtlClockGet () / 1000);
SysTickEnable ();
SysTickIntEnable (); \
} \
volatile uint timer_count = 0;
void ISR(void) {

1
2
3
4
5
6
7
8
9

while(timer_count != 0) {

Computational Network
Platform

Fabric

Computational
Platform

Physical
plant




ThiS COde iS void initTimer (void) { \
. SysTickPeriodSet (SysCtlClockGet () / 1000) ;]|
attempting to

SysTickEnable (); \
SysTickIntEnable (); \

© W =\, ;R W N e

. . ) \
ContrOI tlmlng' volatile uint timer_count = O0; ‘\
. . void ISR(void) { \‘
BUt WI” It rea”y? if (timer_count != 0) { \
timer_count --; \
10 } :
— 11 }
Computational L1. s sasncvose) s al
1 SysTickIntRegister (&ISR);
Platform . ") other init
15 timer_count = 2000; -
16 initTimer () ; /!
7 while(timer_count != 0) { ;

code to run for 2 seconds

[
oo

}

-
©

// other code

N
- o




Timing behavior emerges from
the combination of the program
and the hardware platform.

Computational
Platform

Network
Fabric

s )

1 void initTimer(void) {
SysTickPeriodSet (SysCtlClockGet () / 1000);

SysTickEnable () ;
SysTickIntEnable ();

¢ volatile uint timer_count = O0;
7 void ISR(void) {
if (timer_count 0) {
timer_coun t--
}
}
12 int main(void) {
SysTickIntRegister (£ISR);
.. // other init
timer_count 2000;
nitTimer ();
while(timer_ t 1= 0) {
... code t n for 2 secon ds
¥
... // other code
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Consequences

When timing affects system behavior, designs are brittle. Small
changes in the hardware, software, or environment can cause
big, unexpected changes in timing. Testing has to be redone.
Results:

o Manufacturers frequently stockpile parts to suffice for the
complete production run of a product.

o Manufacturers cannot take advantage of improvements in
the hardware (e.g. weight, power). The cost of re-testing and
re-certifying is too high.

o Designs are over provisioned, increasing cost, weight, and
energy usage.



A Key Challenge:
Timing is not Part of Software Semantics

Correct execution of a program in C, C#, Java, Haskell,
OCaml, etc. has nothing to do with how long it takes to do
anything. Nearly all our computation and networking
abstractions are built on this premise.

Programmers have to step outside the
programming abstractions to specify
timing behavior.

Programmers have no map!




Computer Science has not ignored timing...

The first edition of Hennessy and
Patterson (1990) revolutionized
the field of computer architecture
by making performance metrics
the dominant criterion for design.

Today, for computers, timing is
merely a performance metric.

It needs to be a correctness
criterion.




Correctness criteria

We can safely

- 1 void foo(int32_t x) {

assert that line 8 : it (x> 10000 €
does not execute x = 1000;

! }

5 if (x > 0) {

6 x = x + 1000;

7 if (x < 0) {

‘ 8 panic ();

9 }

10 }

11 }
(In C, we need to
SepElElEl) G Ll We can develop absolute
no other thread or ISR . . .
i OvEre (e Sieek confidence in the software, in that
but in more modern only a hardware failure is an excuse.

languages, such
assurance is provided

by construction.) But not with regards to timing!!



The hardware out of which we build computers
Is capable of delivering “correct” computations
and precise timing...

The synchronous digital logic
abstraction removes the
messiness of transistors.

; // Perform the convolution.
... but th_e ove(/ay/ng softyva_re cor (int e0s ie10s e
abstractions discard the timing x[i] = a[il*b[j-il;

. // Notify listeners.
preCISIon. notify(x[i]);

}



Challenge # 1

Can we change programming models so that a correct
execution of a program always delivers the same
temporal behavior (up to some precision) at the
subsystem 1/O?

I.e. we need determinate CPS models



Challenge # 2

How can we overcome the powerful inertia created by
existing languages, tools, and methodologies to allow
iInnovation that may change key abstractions?

I.e. we need open minds



But Wait... There are Subtleties...



Part 2

Time



For CPS the very notion of fime is subtle.
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Computational platforms have no access to {.
Instead, local measurements of time are used.

Computational Network Computational
Platform Fabric Platform

! !

Physical

plant




There are many nailve answers out there

double time;



Time synchronization? Precision”? Representation?
Superdense time? Hyperdense time?
Multiform time? Semantics of simultaneity?
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Challenge # 3

Can we develop a model of time that is consistent with the
realities of time measurement and time synchronization
and also with the engineering models used for physical
systems?

.e. we need a semantics of time



But Wait... There is more...



Part 3

Model Engineering



Engineering Abstractions and
Engineering Methodology

Computational
Platform

Network
Fabric

Computational
Platform

Physical

plant

Components in such a system come from multiple vendors
in diverse engineering disciplines with distinct domain

expertise.
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Figure 1: Single line diagram of an electric power system adapted from Honeywell Patent
US 7,439,634 B2. Figure courtesy of Rich Poisson, Hamilton-Sundstrand.




Even a Small Subsystem is an Elephant

x=f(x,u,od)
F(x)=0
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Challenge # 4

How can we define interfaces between components that
bridge engineering disciplines and clarify requirements
and expectations?

I.e. we need a discipline of “model engineering”



Part 4

Some Promising Approaches



Some Promising Approaches

o PRET machines
o Network time synchronization (PTP, IEEE 1588)
o Model-based design
with timed, determinate, concurrent MoCs, like PTIDES
o Temporal logics
with methods for synthesis and verification.
o Platform-based design
o Contract-based design
o Abstract semantics
for heterogeneous modeling
o Co-simulation and model-exchange standards
particularly FMI
o Aspect-oriented modeling



http.//chess.eecs.berkeley.edu/pret

PRET Machines

o PREcision-Timed processors = PRET
o Predictable, REpeatable Timing = PRET
o Performance with REpeatable Timing = PRET

// Perform the convolution.

for (int 1=0; i<10; i++) {
x[1] = a[i]*b[j-1]; =
// Notify listeners.
notify(x[i]);

}

Computing With time



Some Promising Approaches

o PRET machines
o Network time synchronization (PTP, IEEE 1588)
o Model-based design
with timed, determinate, concurrent MoCs, like PTIDES
o Temporal logics
with methods for synthesis and verification.
o Platform-based design
o Contract-based design

o Abstract semantics
for heterogeneous modeling

o Co-simulation and model-exchange standards
particularly FMI

o Aspect-oriented modeling



Heterogeneous Models:
Discrete-Event (DE) Model of a
Generator-Regulator-Protector

DE Director
- Generator Regulator with Overvoltage Protection

S onTime: 6010 This model disconnects a connected load if the measured voltage exceeds a specified threshold.

e overVoltageThreshold: 115.0 4 1

Change this to 120 or larger and the
overvoltage protection does not kick in.

GeneratorContactorLoad Controller

vo"aqe .

loadimpedance: 1.0
voltageSamplePeriod: 1.0
generatorTimeConstant: 5.0 TimedPlotter
generatorOutputimpedance: 1.0 T

- _‘D'
w

voltage

Supervisor

SingleEvent

MicrostepDelay pd

time: 15.0

At time 15, turn

on a load. Expression

voltage >= overVoltageThreshold *

legend: Voltage, Drive

_flipPortsHorizontal: true
Notice the voltage spike when the load is disconnected. Heterogeneous Ptolemy Il model.
Also notice that the PID controller tries to take the drive Superdense model of time with a
negative, but the generator model clips the drive input semantics of simultaneity.
to be non-negative.




x10° Voltage and Drive over time @E@@

3.0 - T T T T

] Volljtage a
rnve x
Execution of the | = i _
Model | _
_g 151 ’ |
-:' 1 1 ha P j ' (
DE Director 2 10| hdk ““‘. .""m —
[ Generator Regu® | || TN 1
' i 05F 1 _
stopTime: 60.0 This model disconnects a .
e overVoltageThreshold: 115.0 oor* -
Change this to 120 or larger and the 051 |

overvoltage protection does not kick in.

0 5 10 15 20 25 30 35 40 45 50 55 60
time (seconds)

GeneratorContactorLoad Controller
. E
TimedPlotter

v -e: 1.0 56
At time 15, turn -
on a load. Expression \D
voltage >= overVoltageThreshold we_J legend: Voltage, Drive

_flipPortsHorizontal: true

SingleEvent Supervisor

MicrostepDelay dr

time: 15.0

Notice the voltage spike when the load is disconnected.
Also notice that the PID controller tries to take the drive
negative, but the generator model clips the drive input
to be non-negative.



Continuous-Time

Continuous Director

Plant Model with Generator, Load, and Contactor

This is a model of generator with a load with a digital interface.
e loadimpedance: 10.0 The inputs are discrete events, and the output is a periodically

M Od el Of a e voltageSamplePeriod: 1.0 sampled measurement of the voltage.

e generatorTimeConstant: 1.0

G e n e rato r— e generatorOutputimpedance: 1.0

ZeroOrderHold

Contactor-Load Iy ”

DE Director

FES5m Generator Rz

This model disconne

Contactor

stopTime: 60.0 Load
e overVoltageThreshold: 115.0 SRR S

contactor

Change this to 120 or larger and the » ol ]
overvoltage protection does not kick Ih

Discrete input driving
the Contactor.

Generator PeriodicSampler

voltage
B}D I outputVoltage ¢ —

Discrete output giving
voltage measurements.

GeneratorContactorLoad

SingleEvent

Supervisor
P MicrosM :

loadImpedance: 1.0
voltageSamplePeriod: 1.0
generatorTimeConstant: 5.0
generatorOutputimpedance: 1.0

time: 15.0

.

At time 15, turn

on a load. Expression

=11\
J

voltage >= overVoltageThreshold *Voltage

_flipPortsHorizontal: true

Notice the voltage spike when the load is disconnected.
Also notice that the PID controller tries to take the drive
negative, but the generator model clips the drive input
to be non-negative.

Controller

TimedPlotter

legend: Voltage, Drive




Dataflow
Model of a
Sampled-Data
Controller

voltage

trigger,

DesiredVoltage

value: 110.0

AddSubtract

SDF Director

iterations: AUTO

»

DE Director

- Generator Re 1
This is a sampled-data feedback controller that simply compares

the measured voltage against the desired voltage and then feeds
the error signal into a PID (Proportional, Integral, Derivative) control filter.

il 6010 This model disconnec

e overVoltageThreshold: 115.0

PID
N ]» =l o
- |t

Ki: 1.0

Kp: 2.0

old.

Change this to 120 or larger and the
overvoltage protection does not kick in.

SingleEvent Supervisor

MicrostepDelay

time: 15.0

At time 15, turn

on a load. Expression

\

Controller

loadImpedance: 1.0
voltageSamplePeriod: 1.0
generatorTimeConstant: 5.0
generatorOutputimpedance: 1.0

voltage >= overVoltageThreshold *

voltage

_flipPortsHorizontal: true

Notice the voltage spike when the load is disconnected.
Also notice that the PID controller tries to take the drive
negative, but the generator model clips the drive input

to be non-negative.

TimedPlotter

N

legend: Voltage, Drive



State Machine
Model of a
Supervisory
Controller

DE Director

stopTime: 60.0

e overVoltageThresh
Change thisto 1

overvoltage pro

guard: onOff
output: contactor = true

contactor

guard: fault
output: contactor = false

guard: lonOff
output: contactor = false

This state machine switches from off to on when onOff is present and true.

If in the same reaction, fault is also present, it transitions immediately back to off.
When it is in the on state, it transitions back to off if either fault is present and true,
or onOff is present and false.

SingleEvent

time: 15.0

At time 15, turn
on a load.

GeneratorContactorLoad Controller

loadImpedance: 1.0
voltageSamplePeriod: 1.0
generatorTimeConstant: 5.0

TimedPlotter
generatorOutputimpedance: 1.0 edPlotte

N

.

Expression

voltage

_flipPortsHorizontal: true

Notice the voltage spike when the load is disconnected.
Also notice that the PID controller tries to take the drive
negative, but the generator model clips the drive input
to be non-negative.



Some Promising Approaches

o PRET machines
o Network time synchronization (PTP, IEEE 1588)
o Model-based design
with timed, determinate, concurrent MoCs, like PTIDES
o Temporal logics
with methods for synthesis and verification.
o Platform-based design
o Contract-based design
o Abstract semantics
for heterogeneous modeling
o Co-simulation and model-exchange standards
particularly FMI
o Aspect-oriented modeling



Multi-Tool Model

using FMI
(Modelica and
Ptolemy II)

DE Director

- Generator Reg

il 6010 This model disconnects ¢

e overVoltageThreshold: 115.0

Change this to 120 or larger and the »-

overvoltage protection does not kick in.

voRagesersorl

h 4
3=
o
—D—L
Idealdosdngamtch )
n

de scrmarcrimagretl

an

SingleEvent

time: 15.0

At time 15, turn
on a load.

Expression

Supervisor
P Microstepl)ek d

.

GeneratorContactorLoad

loadImpedance: 1.0
voltageSamplePeriod: 1.0
generatorTimeConstant: 5.0
generatorOutputimpedance: 1.0

Controller

TimedPlotter

voltage >= overVoltageThreshold *

voltage

_flipPortsHorizontal: true

Notice the voltage spike when the load is disconnected.
Also notice that the PID controller tries to take the drive
negative, but the generator model clips the drive input

to be non-negative.

=11\
J

legend: Voltage, Drive

hreshold.



Some Promising Approaches

o PRET machines
o Network time synchronization (PTP, IEEE 1588)
o Model-based design
with timed, determinate, concurrent MoCs, like PTIDES
o Temporal logics
with methods for synthesis and verification.
o Platform-based design
o Contract-based design
o Abstract semantics
for heterogeneous modeling
o Co-simulation and model-exchange standards
particularly FMI
o Aspect-oriented modeling



Aspect-Oriented Modeling
Decorators and Metronomy

DE Director

Generator Regulator with Architecture Alternatives

This model includes two possible implementation platforms, one with one processor,
one with two processors. Change the selection using the useTwoProcessors parameter.
@ useTwoProcessors: false ¢
@ overVoltageThreshold: 119.0

At 119, if the Supervisor and PID

actors share the same processor, then
overvoltage protection kicks in.

~\

. ) GeneratorContactorLoad Controller
SingleEvent Supervisor i -
MicrostepDelay M
voltage ’
conjactor

TimedPlotter The pIatfqrm selection
ooo is determined by the
_ - %p enable parameter, which
Expression is provided by each of
the platforms. The
platforms are
"decorators."

At time 15, turn
on a load.

voltage >= overVoltageThreshold *"""age ,

The Supervisor and PID actors can
execute on the same processor or on
two processors, depending on the value
of useTwoProcessors. If they use one
1Processor 2Processors processor, overvoltage protection kicks

'9‘9 @ in, while if they use two, it does not.
I.“

Two alternative execution platforms.
Select between them using the
useTwoProcessors parameter.



Two Processor Architecture Model

DE Director Ge ne rat '
one with two

@ useTwoProcessors: true

e overVoltageThreshold: 119.0

At 119, if the Supervisor and P
actors share the same progcess
overvoltage protection ki

SingleEvent Supervisor

At time 15, turn
on a load.

Two alternative execution plat

Select between them using the

DE Director

Server out

Server2 out2

arnatives

)ne processor,
5SOrs parameter.

ﬂ

The platform selection
is determined by the
enable parameter, which
is provided by each of
the platforms. The
platforms are
"decorators."

ter

useTwoProcessors parameter.

1Processor 2Processors

n

processor, over

e protection kicks
they use two, it does not.



One Processor Architecture Model

DE Director

- Generator Regulator with Architecture Alternatives

This model includes two possible implementation platforms, one with one processor,
one with two processors. Change the selection using the useTwoProcessors parameter.

@ useTwoProcessors: false
e overVoltageThreshold: 119.0

|

At 119, if the Supervisprand PID
actors share the same/| inl

DE Director

Merge

At time 15,
on a load.

"he platform selection

s determined by the
nable parameter, which
s provided by each of
he platforms. The
)latforms are

The Supervisor and PID actors can
execute on the same proces on
two processors, ing on the value
ocessors. If they use one
ocessor, overvoltage protection kicks
in, while if they use two, it does not.

alternative execution platforms.
eCt between them using the

lecorators."



Four Big Challenges

1. Determinate CPS models

2. Open minds about languages and tools
3. A semantics of time

4. A discipline of “model engineering”
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