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Abstract— We focus on the question of distributed control
of electricity distribution networks in the face of security
attacks to Distributed Energy Resources (DERs). Our attack
model includes strategic manipulation of DER set-points by an
external hacker to induce a sudden compromise of a subset of
DERs connected to the network. We approach the distributed
control design problem in two stages. In the first stage, we
model the attacker-defender interaction as a Stackelberg game.
The attacker (leader) disconnects a subset of DERs by sending
them wrong set-point signals. The distribution utility (follower)
response includes Volt-VAR control of non-compromised DERs
and load control. The objective of the attacker (resp. defender)
is to maximize (resp. minimize) the weighted sum of the total
cost due to loss of frequency regulation and the cost due to
loss of voltage regulation. In the second stage, we propose a
distributed control (defender response) strategy for each local
controller such that, if sudden supply-demand mismatch is
detected (for example, due to DER compromises), the local
controllers automatically respond based on their respective
observations of local fluctuations in voltage and frequency. This
strategy aims to achieve diversification of DER functions in the
sense that each uncompromised DER node either contributes
to voltage regulation (by contributing reactive power) or to
frequency regulation (by contributing active power). We illus-
trate the effectiveness of this control strategy on a benchmark
network.

I. INTRODUCTION

Distributed energy resources (DERs) are fast becoming
an integral part of electric distribution networks [1], [2],
[3]. Classically, each DER was viewed as a single energy
source (or negative load), and the main expectation was that
the DERs contribute by way of active power production.
Consequently, the first standards of DER integration (e.g.,
IEEE 1547) required that the DERs be simply disconnected
during disturbances. However, with increasing penetration
of DERs (e.g., photovoltaics and small-scale wind farms)
in distribution networks, the operators are increasing their
expectations from DERs. In nominal conditions, energy
harvesting still remains the main objective. However, during
contingency conditions, the DER inverters can be required
to serve as ancillary services. In particular, the inverters can
help maintain power factor and provide VAR support [3], [4].
Thus, network operators can benefit by coordinated control
of DER inverters, where an almost instantaneous change
of inverter set-points can provide ancillary services in a
timely manner, thus reducing the need of controlling more
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expensive equipment such as capacitor banks or other voltage
regulating devices.

This paper is motivated by two interrelated questions:
(i) How to exploit inverter capabilities such as control of

reactive (kVAR) and active power (kW), to improve
frequency and voltage regulation?

(ii) How to ensure that the distribution networks are able to
operate securely in the face of deliberate or inadvertent
modification to the data used by the DER controllers for
local control strategies, or manipulation of the set-points
sent by the control center to DERs?

To address these questions, we build on the hierarchical
control architecture that defines the interactions between
the control center and the DER controllers [5].1 Under our
assumptions, this interaction is enabled by a communication
network. The primary control is locally implemented by each
DER, and it is not considered further in this paper. In our
problem formulation, the main control capabilities of interest
are secondary and tertiary DER control.

For the purpose of secondary control, we assume that each
DER controller executes local or distributed control actions
to respond to the voltage and frequency deviations. For the
purpose of tertiary control, we assume that the control center
periodically communicates set-points to individual DERs
based on the solution of an optimal power flow problem [6].
This communication is prone to adversarial manipulation.

Specifically, motivated by the recently published threat
scenarios [7], our threat model considers strategic manipula-
tion of optimal set-points that are sent from the control center
to individual DER controllers; see Fig. 1. Such an attack
would disrupt a subset of DERs, creating a sudden supply-
demand mismatch. Our objective is to design a distributed
control strategy that aims to control the non-compromised
DERs (and controllable loads, if available) toward main-
taining both frequency and voltage regulation, starting from
the time of attack until the time the bulk generator takes to
restore adequate supply.

Our main contributions are as follows: We model the
attacker-defender interaction as a Stackelberg game model,
where the attacker (leader) manipulates the set-points of a
subset of DERs with the goal of inducing loss of frequency
regulation and loss of voltage regulation (§III). The defender
(follower) response includes the control of non-compromised
DERs and controllable loads in a distributed manner. In
Sec. IV, for the case of linear power flows, we compute the
optimal defender response (Prop. 2), and present a greedy
algorithm Algorithm 1 to compute the optimal solution of
the Stackelberg game.

1 A local sub-station can also mediate the control center to DER
interactions.
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Fig. 1: Illustration of a two step attack motivated by scenarios in [7]. In
the first stage, the threat agent (attacker) compromises the communication
between the control center (or DER SCADA) and the substation, and
introduces incorrect set-points. In the second stage, the substation selectively
disconnects a number of DER nodes.

We present a distributed control strategy (see §V) which
imposes that if each DER has the knowledge of the lo-
cal voltage and frequency conditions, and also knows the
location of the worst-affected node, then it should either
contribute toward reducing frequency deviation from the grid
frequency or contribute toward maintaining voltage regula-
tion. Specifically, we show that there exists a critical node on
the distribution network corresponding to the worst-affected
node, which partitions the DERs into two disjoint subsets:
All non-compromised nodes upstream (resp. downstream)
of this critical node relative to the worst-affected node
contribute toward reducing the frequency deviation (resp.
maintaining voltage regulation) 2.

Finally, we compare by way of simulations on a 14-node
test network (§VI) the performance of the aforementioned
distributed control strategy (§ V) against the centralized
optimal defender response strategy (§IV).

II. NETWORK MODEL

We summarize the network model of radial electric distri-
bution systems [3], [8], and [9], . Consider a tree network
of nodes and distribution lines G = (N ∪ {0}, E), where N
denotes the set of all nodes except the substation (labeled as
node 0), and let N := |N |. Let Vi ∈ C denote the complex
voltage at node i, and νi = |Vi|2 denote the square of the
voltage magnitude. Let Ij ∈ C denote the current flowing
from node i to node j on line (i, j) ∈ E . The square of
the magnitude of the current is denoted by `j = |Ij |2. A
distribution line (i, j) ∈ E (also denoted by i → j) has
a complex impedance zj = rj + jxj , where rj > 0 and
xj > 0 denote the resistance and inductance of the line (i, j),
respectively, and j =

√
−1.

For voltage regulation under nominal (no attack) condi-
tions we require that:

∀ i ∈ N , νi ≤ νi ≤ νi, (1)
where νi = |V i|2 and νi = |V i|2 are the soft lower and upper
bounds on voltage quality at node i. Additionally, voltage
magnitudes under all conditions satisfy the following hard

2We assume that the communication between individual DERs is not
compromised by the adversary. We plan to relax this assumption in our
future work.

safety bounds:
∀ i ∈ N , µ ≤ νi ≤ µ, (2)

where 0 < µ < mini∈N νi ≤ maxi∈N νi < µ.
1) Bulk Generator Model: Assume that the substation

node is connected to only one bulk generator, i.e., the
bulk generator node is also a substation node. The voltage
magnitude of this node |V0| is assumed to be constant and
identical to that of bulk generator node, and let |V0| = 1.
Let S0(t) denote the complex power inflow from the bulk
generator into the DN at time t; Snom

0 the complex power
flowing into the substation node during nominal (no attack)
conditions.

The bulk generator has a rotational inertia constant M =
2πJ , where J is its moment of inertia. It delivers AC power
at frequency of f0(t) (in Hz), at time t. At node 0, we
can model the frequency response of the network in terms
of the mismatch between the active power generated by a
synchronous generator and the active power delivered to the
network. The dynamical equation governing the generator
model is as follows:

Mḟ0 + Df0 = Pm,0(t)− Pe,0(t), (3)
where M, D are the inertia and damping coefficients of the
synchronous generator, Pm,0(t) and Pe,0(t) = Re(S0(t))
denote the mechanical and electrical power at the generator
[5]. At equilibrium Pm,0(t) = Pe,0(t). Sudden changes in
the loads or in the DERs’ generation induces changes in
Pe,0, causing changes in frequency, i.e., the frequency of the
bulk generator deviates from its nominal frequency fnom.
We would like to compute ∆f0,max := mint f0(t) − fnom,
which is the maximum deviation in the frequency of the bulk
generator.

We assume that the mechanical power Pm,0(t) is con-
trolled by a Proportional-Integral (PI) controller with coeffi-
cients KP and KI [10].

Rewriting the terms in (3) as change from their respective
nominal values, Pe,0(t) = Re(Snom

0 ) + ∆Pe,0(t), f0(t) =
fnom + ∆f0(t), applying a Laplace transform to (3), and
under the assumption that the DER/load responses are fast
(i.e., assuming that ∆Pe,0(s) = ∆Pe,0/s is a step function),
we obtain:

∆f0(s) =
−∆Pe,0/M

s2 + (D + KP)s/M + KI/M
. (4)

Using an appropriate change of variables, ωn :=
√

KI/M,
ξ := (D+KP)/2Mωn, one can obtain the second-order linear
model [11]. Furthermore, the maximum frequency deviation
can be computed as:
∆f0,max = −HBG∆Pe,0 = −HBGRe(S0 − Snom

0 ). (5)
where

HBG = ωn

KI
exp

(
− ξ√

1−ξ2
tan−1

(√
1−ξ2
ξ

))
.

For the frequency regulation under nominal conditions we
require that:

∆f
th
≤ ∆f0,max ≤ ∆f th, (6)

where ∆f
th

and ∆f th are the soft lower and upper bounds
on the maximum frequency deviation of the bulk generator.
Additionally, for the safety of the bulk generator, its maxi-
mum frequency deviation must satisfy the following safety
bounds under all conditions:

∆f
0
≤ ∆f0,max ≤ ∆f0, (7)



where ∆f
0
< ∆f

th
≤ ∆f th < ∆f0. The bulk generator

will be tripped off (disconnected from the DN) if these
constraints are not met.

2) Load and DER Model: We refer to our working paper
[12] for details on the load and DER3 models. We assume
constant power load model. Let sci ∈ C denote the power
consumed at node i which is constrained as follows:

sci ≤ scnom
i , (8)

where scnom
i ∈ C denotes the nominal power demand.

Let sgi denote the power generated by DER i; sgnom
i the

nominal power generated by DER i; sgi the apparent power
capability of its inverter; spi = Re(spi) + jIm(spi) the set-
point of DER i, where Re(spi) and Im(spi) are its real and
reactive components. The power generated at each node is
constrained as follows:

∀ i ∈ N , sgi ≤ spi ∈ Si, (9)
where Si := {spi ∈ C | Re(spi) ≥ 0 and |spi| ≤ sgi}.
Let S :=

∏
i∈N Si denote the set of configurable set-points;

see [3], [4]. If a node i has no DER connected to it, then
sgi = 0 + 0j.

The frequency and voltage evolution for inverter-based
DERs can also be described by a droop control model that
allows each DER to track its desired DER set-point [13].
However, due to the high inertia of the bulk generator,
its frequency dominates all the frequency changes in the
network [14]. Therefore, in this paper, we assume that the
frequency of all nodes rapidly synchronize with the main
grid frequency.

In addition to (6)-(7), the maximum frequency deviation
of the network must lie within the permissible range for the
DERs to keep operating.

∆f
der
≤ ∆f0,max ≤ ∆fder, (10)

where ∆f
der

, ∆fder are the minimum and maximum fre-
quency deviations for which the DERs can stay connected
to the network. The range of allowable frequency deviations
for the DERs is a subset of the allowable frequency devi-
ation range for the bulk generator, i.e., [∆f

der
,∆fder] ⊂

[∆f
0
,∆f0]. As a result, if the frequency deviations go

beyond the allowable frequency range for the DERs, more
DERs may disconnect leading to network-wide failures [15].
We assume [∆f

th
,∆f th] ⊂ [∆f

der
,∆fder].

Several works have addressed the problem of combining
the OPF with the dynamic behaviour of the system [16],
[17]. However, these works mainly focus on the frequency
regulation assuming lines having positive inductance, but no
resistance (i.e. the r/x ratio ≈ 0). In this work, we consider
simultaneous voltage and frequency regulation under a wide
range of DER failure and attack scenarios using a distributed
DER control strategy (§V), although we only consider a static
network model.

3) Power Flow Equations: The 3-phase balanced nonlin-
ear power flow (NPF) on line (i, j) ∈ E is given by [8]:

Sj =
∑
k:(j,k)∈E Sk + scj − sgj + zj`j (11a)

νj = νi − 2Re(z̄jSj) + |zj |2`j (11b)

`j =
|Sj |2
νi

(11c)

S0 =
∑
k:(0,k)∈E Sk, (11d)

3We call the complete DER-inverter assembly as a DER node.

where Sj = Pj + jQj denotes the complex power flowing
from node i to node j on line (i, j) ∈ E , and z̄ is the complex
conjugate of z; (11a) and (11d) are the power conservation
equations; (11b) relates the voltage drop and the power flows;
and (11c) is the current-voltage-power relationship.

For the NPF model (11), we define a state as follows:
x :=

[
ν, `, sc, sg, S, S0,∆f0,max

]
,

where x ∈ R2N
+ × C3N+1 × R, ν, `, sc, sg, and S are row

vectors of appropriate dimensions, and ∆f0,max is a scalar.
Let F denote the set of all states x that satisfy (5), (8), (9)
and the NPF model (11), and define the set of all states with
no reverse power flows as follows:

X := {x ∈ F|S ≥ 0}.
The linear power flow (LPF) approximation of (11) is:

Ŝj =
∑
k:(j,k)∈E Ŝk + scj − sgj (12a)

ν̂j = ν̂i − 2Re(z̄jŜj) (12b)

̂̀
j =

|Ŝj |2
ν̂i

(12c)

S0 =
∑
k:(0,k)∈E Sk (12d)

where x̂ := [ν̂, ̂̀, sc, sg, Ŝ, Ŝ0,∆f̂0,max] is a state of the
LPF model, and analogous to the NPF model, define the set
of LPF states x̂ with no reverse power flows as X̂ . Note that,
although equation (12c) is non-linear, it can be invoked after
all the voltages and power flows are calculated using linear
equations (12a)-(12b).

Notation and definitions: All vectors are row vectors, un-
less otherwise stated. For two vectors c and d, c � d denotes
their Hadamard product. For complex numbers e, f ∈ C, e · f
denotes their dot product, i.e., e · f = Re(ēf), where ē is
the complex conjugate of e, and ∠e := arctan Im(e)

Re(e) denotes
the angle made by the vector e with the real axis. Following
[18], for any given node i ∈ N , let Pi be the path from
the root node to node i. We say that node j is an ancestor
of node k (j ≺ k), or equivalently, k is a successor of j iff
Pj ⊂ Pk. We define the relative ordering �i, with respect
to a “pivot” node i as follows:

- j precedes k (j �i k) iff Pi ∩ Pj ⊆ Pi ∩ Pk.
- j strictly precedes k (j ≺i k) iff Pi ∩ Pj ⊂ Pi ∩ Pk.
- j is at the same precedence level as k (j =i k) iff
Pi ∩ Pj = Pi ∩ Pk.

We define the common path impedance between any two
nodes i, j ∈ N as the sum of impedances of the lines in the
intersection of paths Pi and Pj , i.e., Zij :=

∑
k∈Pi∩Pj

zk,
and denote the resistive (real) and inductive (imaginary)
components of Zij by Rij and Xij , respectively.

We make the following assumptions throughout the paper:

(A0)0 Voltage and Frequency quality: In no attack
(nominal) conditions, both X and X̂ satisfy the voltage qual-
ity bounds (1) as well as the frequency quality bounds (6).

(A0)1 Safety: Safety bounds (2) and (7) are always
satisfied, i.e., ∀ (ψ, φ) ∈ Ψ × Φ, ∀ x(ψ, φ) ∈ X , µ1N ≤
ν ≤ µ1N , and ∆f

0
≤ ∆f0,max ≤ ∆f0.

(A0)2 No reverse power flows: Power flows from the
substation node towards the downstream nodes, i.e., Ŝ ≥ 0.
This implies that ∀ x̂ ∈ X̂ , ν̂ ≤ ν01N ; similarly, for NPF
model. We will denote assumptions (A0)0-(A0)2 by (A0) .



III. MODELING AND PROBLEM FORMULATION

A. Two-Stage Stackelberg Game
We consider a 2-stage sequential game between an attacker

and a defender, where the attacker’s objective is to compro-
mise DERs, and induce loss of voltage regulation (LOVR)
and frequency regulation (LOFR).

- Stage 1: The attacker chooses a subset of DERs,
and compromises them by manipulating their set-points
according to a strategy ψ :=

[
spa, δ

]
∈ ΨM ;

- Stage 2: The defender responds by choosing the set-
points of the uncompromised DERs, and impose load
control at one or more nodes according to a strategy
φ :=

[
spd, γ

]
∈ Φ(ψ).

In this Stackelberg game, ΨM denotes the set of attacker
strategies in Stage 1; and Φ(ψ) denotes the set of defender
actions in Stage 2. Formally, the attacker-defender [AD]
game is defined as follows:
[AD] L := maxψ∈ΨM

minφ∈Φ(ψ) L(x(ψ, φ)) (13)
s.t. x(ψ, φ) ∈ X (14a)

sc(ψ, φ) = γ � scnom (14b)

sg(ψ, φ) = δ � spa + (1N − δ)� spd (14c)

∆f0,max(ψ, φ) = −HBGRe(S0(ψ, φ)− Snom
0 ), (14d)

where (14b) specifies that the actual power consumed at
node i is equal to the nominal power demand scaled by the
defender’s corresponding load control parameter γi ∈ [γ

i
, 1].

The constraint (14c) models the net effect of the attacker
choice (spa

i , δi) in Stage 1, and the defender choice spd
i

in Stage 2 on the actual power generated at node i. Thus,
(14c) is the adversary model of [AD] game: the DER i is
compromised if and only if it was targeted by the attacker
(δi = 1). Specifically, if i is compromised, spi = spa

i ,
where spa

i ∈ Si is the false set-point chosen by the attacker
(different from the nominal set-point). The set-points of non-
compromised DERs are governed by the defender, i.e., if
DER i is not compromised (δi = 0), then spi = spd

i .
Note that our adversary model assumes that the DER power
output, sg, quickly attain the set-points specified by (14c),
i.e., the model does not consider dynamic set-point tracking.

The constraint (14d) models the maximum frequency
deviation due to the sudden active power imbalance.

The loss function in [AD] is defined as follows:
L(x(ψ, φ)) := LVR(x) + LFR(x), (15)

where LVR denotes the cost due to loss of voltage regulation;
and LFR the cost due to loss of frequency regulation. These
costs are defined as follows:

LVR(x) := ||W � (ν − ν)+||∞ (16a)
LFR(x) := C(∆f

th
−∆f0,max)+, (16b)

where W ∈ RN+ , and C ∈ R+. Here, Wi is the weight
assigned to violation of voltage bound, and LVR is the max-
imum over all nodes the weighted non-negative difference
between the lower bound νi and nodal voltage square νi; C
is the cost of unit frequency deviation, ∆f

th
is the lower

threshold bound with which we will compare the system
frequency deviation, and ∆f0,max is the maximum frequency
deviation attained as a result of the sudden supply-demand
mismatch.

Note that, this is a bilevel optimization formulation in
which the inner decision variables are continuous variables

whereas the outer decision variables are mixed-integer vari-
ables. In our attack model, the attacker can reduce the active
and reactive power, which leads to reduction in frequency
and voltage. So, we compare the frequency and the voltages
with only the lower bounds and not the upper bounds, in the
objective function.

We now describe each stage in more detail:
1) Stage 1 [Attack]: Let ΨM := S ×D denote the set of

attacker actions, where
D := {δ ∈ {0, 1}N | ||δ||0 ≤M}, (17)

and M ≤ |N | is the maximum number of DERs that the
attacker can compromise. It is reasonable to assume that the
number of compromised DERs is bounded by M , as this
limits the resources available to the attacker and/or the scope
of actions that the attacker can take over a single substation.

The DER set-points introduced by the attacker are denoted
by spa. We further introduce a vector δ ∈ {0, 1}N . The
vector δ denotes the state of the DERs. If DER node i is
compromised, then δi = 1 and spi = spa

i . If the DER node
is not compromised, then δi = 0. We denote the complete
attacker strategy by ψ = [spa, δ].

The objective of the attacker is to impose an attack strategy
ψ ∈ Ψ to violate the frequency constraint (6) and voltage
constraint (1) at one or more nodes, and to induce the
defender to respond by satisfying only partial demand at a
subset of nodes (although the cost of load control is not
included in the loss function).

2) Stage 2 [Defender Response]: Let γ
i
≥ 0 denote the

minimum permissible fraction of load control at node i, and
define the set of Stage 3 defender actions as:

Φ(ψ) := S × Γ,

where Γ :=
∏
i∈N [γ

i
, 1]. The defender chooses new set-

points spd
i for the non-compromised DERs, and load control

parameters γi to reduce the loss L. The defender action is
modeled as a vector φ :=

[
spd, γ

]
∈ Φ(ψ), where spd (resp.

γ) denotes the vector of spd
i (resp. γi).

Since we do not consider any penalty for load control
during contingency, it is trivial to see that the optimal load
control paramater γ∗ attains the minimum possible value γ.

IV. SEQUENTIAL GAME WITH LINEAR POWER FLOW

Now, consider the following simplified and approximate
version of the sequential game [AD]:

[ÂD] L̂ := maxψ∈Ψ minφ∈Φ L(x̂(ψ, φ))

s.t. x̂(ψ, φ) ∈ X̂ , (14b), (14c), (14d)

where the NPF equations (11) are replaced by the LPF
equations (12). In this section, we first compute the optimal
attacker set-points and defender set-points (§IV-A), and then
present a greedy algorithm to come up with the optimal
solution for [ÂD] (§IV-B).

Following the computational approach in the literature to
solve (bilevel) interdiction problems [19], [20], we define the
master-problem [AD]a (resp. sub-problem [AD]d) for fixed
φ ∈ Φ (resp. fixed ψ ∈ Ψ):
[AD]a ψ∗(φ) ∈ argmaxψ∈Ψ L(x(ψ, φ)) s.t. (14),

[AD]d φ∗(ψ) ∈ argminφ∈Φ L(x(ψ, φ)) s.t. (14).

Similarly, define master- and sub- problems [ÂD]a (ψ̂∗(φ))
and [ÂD]d (φ̂∗(ψ)) for the variant [ÂD].



Proposition 1. Let (ψ∗, φ∗) and (ψ̂∗, φ̂∗) be the optimal
solutions to [AD] and [ÂD] with the corresponding optimal
losses L and L̂, respectively. Then, L ≥ L̂.

Proof. We first prove a preliminary result relating x(ψ, φ)
and x̂(ψ, φ).

Lemma 1. For a fixed strategy profile (ψ, φ),
S ≥ Ŝ, ν ≤ ν̂, ∆f0,max ≥ ∆f̂0,max (18)

Hence,
LVR(x) ≥ LVR(x̂)

LFR(x) ≥ LFR(x̂)

}
=⇒ L(x) ≥ L(x̂). (19)

Proof. The relationships S ≥ Ŝ and ν ≤ ν̂ is already proved
in [21]. Since, S ≥ Ŝ implies Re(S) ≥ Re(Ŝ), from (14d)
we get, ∆f0,max ≥ ∆f̂0,max. �

From Lemma 1, we get,
L = L(x(ψ∗, φ∗(ψ∗)))

≥ L(x(ψ̂∗, φ∗(ψ̂∗))) (by optimality of ψ∗)

≥ L(x̂(ψ̂∗, φ∗(ψ̂∗))) (by Lemma 1)

≥ L(x̂(ψ̂∗, φ̂∗(ψ̂∗))) (by optimality of φ̂∗)

= L̂.
�

Lemma 1 implies that if there is a successful attack
strategy for [ÂD], then there also exists a successful attack
strategy for [AD]. However, the converse need not be true.

A. Optimal attacker and defender set-points
The following theorem proven in [12] provides the optimal

attacker set-points:

Theorem 1 (Optimal attacker set-points). The optimal at-
tacker DER set-points ŝpa to the problem [ÂD] are given
as:

ŝpa
i = 0− jsgi (20)

Proof. Similar to the proof of Thm. 1 in [12]. �

Thanks to the Thm. 1, the loss function L(x̂(ψ, φ)) can
be written as L(x̂(δ, φ)), as the optimal attacker preferred
setpoints are already known.

Now, consider the following definition:

Definition 1. Let S+ := {s ∈ S | s ≥ 0}. For a given
attacker strategy ψ ∈ Ψ, if there exists a node that has
the least voltage among all nodes regardless of the defender
response, then it is called as the worst-affected node, i.e.,
∀ spd ∈ S+ : x̂(ψ, [spd, γ]) ∈ X̂ , t(ψ) = argmax

i∈N
(νi − ν̂i).

In this section, we compute the optimal defender setpoints
under the following assumptions:
(A1) For a fixed ψ ∈ Ψ, worst-affected node t(ψ) exists.
(A2) For a given ψ ∈ Ψ, under optimal defender response,
the loss of voltage regulation and the loss of frequency
regulation are both positive, i.e., LVR(x̂(ψ, φ̂∗(ψ))) > 0 and
LFR(x̂(ψ, φ̂∗(ψ))) > 0.

Similar to the intuition presented in [12] the optimal
attacker strategy in [ÂD] is to impose clustered DER com-
promises on a target pivot node, so that that pivot node has

the least voltage (A1). Further, as we see in Prop. 2, there
is a trade-off for the defender between LVR and LFR. If the
defender minimizes only LVR, then the frequency deviations
will be too high, and other DERs may disconnect. On the
other hand, if he minimizes only LFR, then the voltage
quality at all nodes will suffer. Hence, assumption (A2).

The following proposition computes the optimal defender
DER set-points under the knowledge of worst-affected node.

Proposition 2 (Optimal Defender Set-points). Assume (A1)
and (A2). For a fixed ψ ∈ Ψ, let t be the worst-affected
node under (A1). Let ŝpc denote the optimal defender set-
point under the centralized control strategy. Then

∀ i ∈ N , |ŝpci | = sgi and ∠ŝpci = ∠λit, (21)
where λit = CHBG + 2WtZit.

Proof. Under (A1) and (A2), it can be checked that the loss
function L can be written as:

L(x̂(ψ, φ̂∗))

= Wt(νt − ν̂t) + C(∆f
th
−∆f̂0,max)

= const. +
∑
i∈N −CHBGRe(ŝpci )− 2WtRe(Z̄itŝp

c
i )

= const.−
∑
i∈N λit · ŝp

c
i

= const.−
∑
i∈N |λit||ŝp

c
i | cos(∠λit − ∠ŝpci )

It can be checked that4 L is minimized when |ŝpci | = sgi,
and ∠ŝpci = ∠λit. �

B. Greedy Algorithm to solve [ÂD]

We now present a greedy algorithm to solve for [ÂD].
Under (A1), we know that for the optimal attacker strategy

ψ̂∗, some node is the worst-affected node. Consider node t as
a candidate worst-affected node, which we call a pivot node.
Assuming that pivot node t is a worst-affected node for some
attacker strategy, we compute the attacker strategy ψ that will
maximize Lt := Wt(νt − ν̂t) + CHBG(∆f

th
− ∆f̂0,max).

For pivot node t, we know the optimal defender set-points
by Prop. 2. We also know the optimal attacker set-points,
thanks to Thm. 1. Hence, the DER set-points spd are fixed
by (14c). Furthermore, since γ = γ, the defender strategy
φ = [spd, γ] is fixed. Hence, the problem [ÂD] becomes
an integer optimization problem over δ. To solve this, we
present a greedy algorithm to compute the optimal attack
vector δ for the pivot node t.

Let ∆i(L
t) (resp. ∆δ(L

t)) be the change in loss function
at node t caused due to compromise of DER at node j (resp.
compromise of DERs due to attack vector δ). The following
Lemma computes ∆i(L

t) and ∆δ(L
t).

Lemma 2. Assume (A1) and (A2). For a fixed ψ ∈ Ψ,
let t be the worst-affected node under (A1). Let ŝpa (resp.
ŝpc) denote the optimal attacker (resp. defender) set-points
as computed in Thm. 1 (resp. Prop. 2). Further, let Lt :=
Wt(νt − ν̂t) + CHBG(∆f

th
−∆f̂0,max). Then,

∆i(L
t) = λit ·(ŝpa

i − ŝpci ) (22)
∆δ(L

t) =
∑
i:δi=1 ∆i(L

t) (23)

Proof. As seen in Prop. 2, the individual contribution of
DER i when t is the worst-affected node is equal to λit · ŝpd

i .

4 If a, b ∈ C, then Re(āb) is the dot product of complex numbers a and
b, and is maximized when |a| and |b| are maximized, and ∠a = ∠b.



Since, the set-point changes from ŝpd
i to ŝpa

i , the change in
the loss Lt is λit ·(ŝpa

i − ŝpci ). (23) follows because Lt is a
linear function of ŝpd. �

The following greedy algorithm can be used to find δ that
generate the worst impact.

Algorithm 1 Solution to [ÂD] under (A1), (A2)

1: (ψ̂∗, φ̂∗, L̂∗)← SOLVE([ÂD])
2: procedure SOLVE([ÂD])
3: for i ∈ N do
4: (ψi, φi,Li)← OPTIMALATTACKFORPIVOTNODE(i)
5: end for
6: Compute worst-affected node as t← argmaxi∈N Li

7: return ψt, φt,Lt

8: end procedure
9: procedure OPTIMALATTACKFORPIVOTNODE(t)

10: Compute ŝpd as in Prop. 2 and ŝpa as in Thm. 1
11: Sort nodes in N in decreasing order of their ∆j(ν̂t, f)

(computed using Lemma 2), and choose the top M DERs
12: Compute δt ∈ D such that if a node i is chosen, δti = 1
13: return ψt ← [ŝpa, δt], φt ← [ŝpd, γ],Lt ← L(x̂(ψt, φt))
14: end procedure

V. A DISTRIBUTED CONTROL STRATEGY

A. Proposed Design
Under nominal conditions, the defender is able to re-

motely configure optimal DER set-points by solving the OPF
problem. However, under our adversarial model, during a
contingency, the DER controllers can no longer rely on the
set-points received from the control center as they can also be
compromised by the adversary. Thus, our goal is to establish
a distributed control strategy to enable the non-compromised
DERs to reduce defender loss (i.e., improve voltage and
frequency regulation). We make the following assumption
for simplicity.
(A3) The DN has identical r/x ratio, or equivalently, ∀ (i, j) ∈
E ,∠zj = ∠zu = constant, where zu denotes the impedance
per unit length of the lines.

Within a DN, it is reasonable to assume that the lines are
made of same type of conductor, and hence, regardless of
the line’s length or its cross-sectional area, its r/x ratio is
constant (A3).

Now, we present a distributed control strategy in which
we impose that each non-compromised DER should either
contribute to the voltage or frequency regulation (but not
both).

Definition 2. 1) First the node controllers detect an at-
tack due to sudden drop in local voltage and frequency,
and they set the load control parameter to the minimum
load control parameter γ.

2) Second, the DERs communicate with other nodes to
estimate the identity of the worst-affected node in terms
of the voltage violation, i.e. the DERs determine the
node t = argmaxi∈N Wi(νi − νi).

3) For every node i ∈ N , the DER controller of i−th
DER has a precomputed partition of the nodes N f

t

and N v
t , such that N f

t ∩N v
t = ∅ and N f

t ∪N v
t = N .

4) Finally, each DER configures a new DER set-point
such that if i ∈ N f

t , the i−th DER controller

contributes to only frequency regulation, otherwise it
contributes to only voltage regulation.

In order to compute the worst-affected node, we assume
a fairly simple communication protocol for the secondary
distributed control strategy. We assume that the communi-
cation topology is similar to the physical network topology.
Every DER controller has the current best knowledge of the
node with the least voltage. Initially, every DER just stores
its own identity and corresponding nodal voltage value.
In every iteration, each DER controller sends updates to
its neighbors about the current minimum νi value and the
corresponding node i. Then, the DER controller compares
its current best knowledge with the information it receives
from its neighbors, computes the new minimum νj value
and determines the corresponding node j. And, so on and so
forth. It can be shown that this process converges in at most
D+ 1 iterations, where D is the diameter of network G. For
a more detailed discussion of such protocols, we refer the
reader to [22], [23].

The advantage of the proposed design is that during an
attack scenario (or more broadly under a range of contin-
gency situations), the DER controllers need not rely upon the
possibly compromised control center set-points. Moreover,
since the DERs use the distributed control strategy only to
communicate with their neighboring DER controllers (and
not with every other DER controller), the communication
requirements are relatively less stringent.

The following proposition computes the optimal defender
set-points for non-compromised DERs should they contribute
to either only frequency regulation or only voltage regulation.

Proposition 3. Assume (A1), (A2), (A3). Let ŝpd denote
the optimal defender set-points under the distributed control
strategy as in Definition 2. Consider fixed ψ ∈ Ψ. For
a node i ∈ N , assume fixed ŝpd

−i ∈ S−i, where ŝpd
−i

denotes the vector of all defender set-points except for node i.
Furthermore, let φ = [ŝpd, γ]. Then,

1) ∀ i ∈ N f
t , ŝpf

i ∈ argminŝpd
i∈Si LFR(x̂(ψ, φ)), where

|ŝpf
i| = sgi, and ∠ŝpf

i = 0 (24)
2) ∀ i ∈ N v

t , ŝpv
i ∈ argminŝpd

i∈Si LVR(x̂(ψ, φ)), where
|ŝpv

i | = sgi, and ∠ŝpv
i = ∠zu (25)

Proof. If node i ∈ N contributes to only frequency regula-
tion, then LFR can be written as:

LFR(x̂) = −HBGRe(ŝpdi ) + const.
Hence, LFR is a decreasing function of Re(ŝpd

i ), and will be
minimized when Re(ŝpdi ) = sgi. However, ŝpdi ∈ Si implies
that Im(ŝpdi ) = 0.

If node i ∈ N contributes to only voltage regulation, then
LVR can be written as:

LFR(x̂) = −2WtZit · ŝpdi + const.
Under identical r/x ratio, ∠Zit = ∠zu. The rest of the proof
follows similarly to the proof of Prop. 2. �

Theorem 2. Assume (A1), (A2), (A3). For a fixed ψ ∈ Ψ,
let t be the worst-affected node. Let N f

t ,N v
t form a disjoint

partition of NNC (the set of non-compromised DERs), such
that for all j ∈ N f

t (resp. for all k ∈ N v
t ), ŝpdj = ŝpf

j (resp.



ŝpdk = ŝpv
k) is as specified by (24) (resp. (25)). Then

j ∈ N f
t =⇒ 0 ≤ ∠λjt ≤ ∠zu

2

k ∈ N v
t =⇒ ∠zu

2
< ∠λkt ≤ ∠zu

Proof. Under (A1) and (A2), it can be checked that the loss
function L can be written as:

L(x̂(ψ, φ)) = Wt(νt − ν̂t) + C(∆f
th
−∆f̂0,max)

= const.+
∑
i∈N −λit · spi,

where λit = CHBG + 2WtZit.
Under (A1), (A2), (A3), let ŝpf

i and ŝpv
i be the defender

set-points as in (24) and (25), respectively. Let the change in
the value of the loss function, holding all else the same, if
the j−th DER is used for frequency regulation (resp. voltage
regulation) be denoted by ∆f

jt(L) (resp. ∆v
jt(L)). Then the

difference in these two changes, holding all else equal, is
given by
∆f
jt(L)−∆v

jt(L) = λjt · ŝpf
j − λjt · ŝp

v
j

= |λjt|sgj(cos(∠zu − ∠λjt)− cos∠λ)

= 2|λjt|sgj sin
zu
2

sin(∠λjt −
∠zu

2
)

Clearly, ∆f
jt(L) > ∆v

jt(L) ⇐⇒ ∠λjt <
∠zu

2 .

Now, cot∠λit = CHBG+2WtRit

2WtXit
= CHBG

2WtXit
+ 1

zu
, which

decreases when Xit increases, or equivalently, ∠λit increases
when Zit increases. Now, Zit is minimum (resp. maximum)
when i = 0 (resp. i = t). Hence, ∠λit is minimum (resp.
maximum) when i = 0 (resp. i = t). If ∠λ0t ≤ ∠zu

2 < ∠λtt,
then there must exist a node tc ∈ Pt where ∠λit changes
from less than ∠zu

2 to greater than ∠zu
2 . This node tc is

the critical node which gives us the partition N f
t = {i ∈

N : i ≺t tc} and N v
t = {i ∈ N : tc �t i}. Note that

∀ i ∈ N f
t , ∠λit < ∠λtct and ∀ i ∈ N v

t , ∠λit ≥ ∠λtct.
Finally, if ∀ j ∈ N , ∠λjt < ∠zu

2 , then N f
t = N and

N v
t = ∅. If ∀ j ∈ N , ∠λjt > ∠zu

2 , then N v
t = N and

N f
t = ∅.

�

As per the existing IEEE 1547 DER interconnection
guidelines, if the voltages fall below ν, then the DERs should
disconnect from the network. Let us denote these defender
DER setpoints by ŝpd = 0. Let φ̂0 := [0, γ] be the defender
“Disconnect-DERs” strategy when ŝpd = 0. Furthermore, let
(ψ̂∗, φ̂∗) be the optimal solution to [ÂD]. Let φ̂c (resp. φ̂d)
be the defender strategies when defender set-points are as
specified by the centralized (resp. distributed) strategy. Also,
let L̂, L̂d, and L̂0 be the optimal losses corresponding to
the strategy profiles (ψ̂∗, φ̂c), (ψ̂∗, φ̂d), and (ψ̂∗, φ̂0), respec-
tively. The following proposition compares the performance
of distributed control strategy with that of centralized control
strategy relative to the Disconnect-DERs strategy.

Proposition 4.
L̂d − L̂0

L̂c − L̂0

≥ cos

(
∠zu

2

)
, (26)

where zu is the impedance per unit length.

Proof. Under the distributed control strategy, node i con-
tributes to either frequency regulation or voltage regulation,

0 1

3 4

5 6

7 8

2

9 10

11 12

13 14

Fig. 2: Tree topology of heterogeneous 14 nodes. The attacker selects
nodes 1, 5 and 6. Using our proposed distributed control strategy, the DERs
cooperatively react to the attacker’s strategy: nodes 2, 9, 10, 11, 12, 13, 14
contribute toward reducing frequency deviation, whereas, nodes 3, 4, 7, 8
contribute toward maintaining voltage regulation.

depending upon which contribution is larger, i.e., λit.ŝp
c
i =

max(λit.ŝp
f
i, λit.ŝp

v
i ). Now, node i ∈ N f

t if
λit · ŝpf

i ≥ λit · ŝpv
i

⇐= |λit|sgi cos(∠λit) ≥ |λit|sgi cos(∠zu − ∠λit)
⇐= cos(∠λit) ≥ cos(∠zu − ∠λit)

Also, if cos(∠λit) ≥ cos(∠zu −∠λit), then cos(∠λit) ≥
max(cos(∠λit), cos(∠zu − ∠λit)) ≥ cos(∠zu

2 ). Hence,

L̂d − L̂0

=
∑
i∈N max(λit · ŝpf

i, λit · ŝp
v
i )

=
∑
i∈N |λit|sgi max(cos(∠λit), cos(∠zu − ∠λit))

≥
∑
i∈N |λit|sgi cos(∠zu

2 )

= cos(∠zu
2 )

∑
i∈N λit · ŝp

c
i = cos(∠zu

2 )(L̂c − L̂0).
�

VI. CASE STUDY

We present a simple case study to illustrate the main
aspects of our distributed control approach. We consider
the 14 node radial network illustrated in Figure 2. Each
node represent a DER connected to loads. The DERs are
heterogeneous (please refer to caption of Fig. 2). We assume
that the DER units closer to the substation are owned by
the utility, and these units possess larger power injection
capacities. On the other hand, downstream DERs (e.g., roof-
top PVs) are smaller in their capacities, and are owned by
users. As we have shown in §IV, attacks on the downstream
nodes cause larger voltage deviations, while attacks to the
larger generators primarily impact the frequency deviations,
independent of their location.

The test circuit is homogeneous, i.e., all the lines and
loads have similar physical properties. The impedance per
unit length for all lines is zu = 0.1+0.3j Ω/km, and nominal
power demand is scnom

i = 25 kW + j7.5 kvar. DERs
supply 50% of the total demand. The maximum apparent
power that generator i can produce is sgi = 20.7 kV A for
i=1,2; 14.6 kV A for i=3,4,9,10; and 11.8 kV A otherwise.
The voltage at each node is constrained to be within 0.95
and 1.05 p.u. Frequency should be maintained above 59.7
Hz (assuming nominal frequency to be 60 Hz) to avoid
the LAARS (Load Acting As Resource) tripping. The bulk
generator parameters are M = 5 s, D = 5x10−4 Hz/kW ,
KP = 5.1, KI = 2 s. C = 1000 and ∀ i ∈ N , Wi = 70,
where C and W are the weights for LOFR and LOVR,
respectively.

An attacker compromises the set point information deliv-
ered by the control center after 1000 s, and simultaneously
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Fig. 3: Apparent power set points from the OPF (left) and after the
attack (right). According to the proposed distributed control strategy, each
DER either contributes to voltage regulation or toward reducing frequency
deviation.
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Fig. 4: Dynamic response of the voltage in node 6 and the bulk generator
frequency. An attack occurs at t = 2000 s.

modifies the setpoints to DERs attached to nodes 1, 5 and
6. The attack causes a frequency and voltage deviation that
activates the contingency response. Note that C > W , i.e.,
frequency regulation is a priority. Using the exchange of in-
formation between DERs about the node voltages described
in section IV, the worst-affected node t is determined to be
node 6. Also, we find the critical node tc = 3, which results
in the partition of non-compromised nodes as shown in
figure 2. As a consequence, nodes 3, 4, 7, 8 start contributing
to voltage regulation, and 2, 9, 10, 11, 12, 13, 14 to frequency
regulation, as depicted in Figures 2 and 3. Further, cos ∠zu

2 =
0.937. Hence, Prop. 4 implies that the distributed control
strategy performs at least as good as 86.7% compared to the
centralized control strategy.

The minimum voltage level and the grid frequency dy-
namics are illustrated in Fig. 4 for the case without a defense
action, i.e., maintaining the nominal set points, and with the
defender response. Note that frequency deviation is rapidly
driven to zero using the centralized and distributed strategies.
However, due to the trade-off between frequency and voltage
regulation, the voltage levels are lower than without any
defense action. Depending on the system operator require-
ments, the selection of C and W will determine the priority
to voltage or to frequency regulation. Figures 3 and 4 com-
pare the performance of centralized and distributed control
strategies. Clearly, the solution obtained with the centralized
strategy performs better than the distributed one, but it re-
quires the central control to process all the information from
the entire network. However, the new set-points may also
been compromised. On the other hand, using the proposed
distributed method results in a simple solution where each
node only needs to decide to contribute to frequency or to

voltage regulation based on knowing the worst node location,
which is found using a local communication network. Due
to the fact that set-points are predefined, it does not require
to solve any optimization problem.
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