
Resilience	
  and	
  robustness	
  	
  
of	
  networks:	
  

from	
  games	
  to	
  security	
  
Alex	
  Bayen,	
  EECS	
  /	
  CEE	
  

with	
  Walid	
  Krichene,	
  Jack	
  Reilly,	
  Jerome	
  Thai	
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1)  CPS-sensing: using the physics for network state estimation 
- Background: Mobile Millennium  Connected Corridors 
- Godunov scheme based HS sensing 
 


2)  CPS-regulatory later: adjoint-based network control 
- Optimal control of flow networks 
- Vulnerability of networks to attacks 



3)  h-CPS: reaction of embedded humans 
- Static Nash-Stackelberg games 
- Dynamic repeated games
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Cesar	
  Cerrudo	
  in	
  downtown	
  New	
  York	
  City,	
  
conducting	
  field	
  test	
  of	
  vulnerable	
  traffic	
  

sensors.	
  Photo:	
  Courtesy	
  of	
  Cesar	
  Cerrudo	
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- Background: Mobile Millennium  Connected Corridors 
- Godunov scheme based HS sensing 
 


2)  CPS-regulatory later: adjoint-based network control 
- Optimal control of flow networks 
- Vulnerability of networks to attacks 



3)  h-CPS: reaction of embedded humans 
- Static Nash-Stackelberg games 
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CPS	
  sensing:	
  using	
  the	
  physics	
  for	
  networks	
  
state	
  estimation	
  	
  

Physical	
  process	
   Sensing	
  

Regulation	
  
(may	
  be	
  by	
  humans)	
  

Reaction	
  of	
  humans	
  
users	
  to	
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Questions:	
  
1)  Can	
  the	
  “physics”	
  in	
  the	
  CPS	
  system	
  be	
  used	
  for	
  estimation?	
  
2)  How	
  can	
  this	
  help	
  with	
  resilience	
  (attack	
  detection)	
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General	
  context:	
  big	
  data	
  (data	
  fusion)	
  

Questions:	
  
1)  Can	
  the	
  “physics”	
  in	
  the	
  CPS	
  system	
  be	
  used	
  for	
  estimation?	
  
2)  How	
  can	
  this	
  help	
  with	
  resilience	
  (attack	
  detection)	
  

2008	
   2010	
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Estimation	
  algorithms	
  capable	
  of	
  detecting	
  
spoofed	
  data	
  incompatible	
  with	
  physics	
  

An	
  early	
  instantiation	
  of	
  participatory	
  sensing	
  	
  
–  Consortium:	
  NSF,	
  US	
  	
  DOT,	
  Caltrans,	
  Nokia,	
  NAVTEQ,	
  +	
  10	
  others	
  
–  Initially,	
  5000	
  downloads	
  of	
  the	
  FIRST	
  Nokia	
  traffic	
  app	
  worldwide	
  
–  Today:	
  gathers	
  about	
  60	
  million	
  data	
  points	
  /	
  day	
  from	
  dozen	
  of	
  sources	
  

(smartphones,	
  taxis,	
  fleets,	
  static	
  sensors,	
  public	
  feeds)	
  
–  Provides	
  real-­‐time	
  nowcast	
  (soon	
  forecast)	
  of	
  highway	
  and	
  arterial	
  traffic,	
  

provide	
  routing	
  and	
  data	
  fusion	
  tools.	
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Hybrid	
  Systems	
  decomposition	
  of	
  flow	
  models	
  for	
  
data	
  anomaly	
  detection	
  

6/15/14	
  

LWR	
  PDE:	
  

Fundamental	
  diagram:	
  

Discretization	
  into	
  n	
  cells	
  using	
  the	
  
Godunov	
  scheme:	
  

Since	
  Q(ρ)	
  is	
  piecewise	
  affine	
  (PWA),	
  
the	
  Godunov	
  scheme	
  is	
  PWA.	
  

Algebraic	
  work	
  based	
  on	
  the	
  discretization	
  of	
  PDEs	
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A	
  novel	
  way	
  to	
  estimate	
  the	
  traffic	
  state	
  based	
  on	
  
Hybrid	
  systems	
  

6/15/14	
  

⇢1 ⇢2 ⇢n�1 ⇢n

observation observation

. . .

. . . . . .

Explicit formulation as a switched linear system:


Each cell switches b/w 7 modes: ~ 7^n modes!


Design of a hybrid estimation algorithm for multicellular hybrid systems


√m1	
   √ √√m2	
   mn-­‐1	
   mn	
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Description	
  of	
  the	
  Algorithm	
  

6/15/14	
  

(x̂

(j)

k�1

, P

(j)

k�1

)

j2Mk�1

representative modes M

k�1

Selection of representative modes

1) Based on geometry

2) Using clustering algorithm

Mixing/interaction step

in modes j 2 M

k

M

k

(x̂

(0j)

k�1

, P

(0j)

k�1

)

j2Mk

Kalman filter in each mode

j 2 M

k

(x̂

(j)

k

, P

(j)

k

)

j2Mk

Interactive Multiple Model*

Algorithm based on the Interaction Multiple 
model (IMM), see Blom1988

-  Runs in parallel a filter in each mode at each step

-  Modes exchange information at each step

-  Estimate: weighted sum of estimates in each mode



Reduce from 7^n modes to <10 modes

-  Approach 1: only consider the modes adjacent to 

mode of the state estimate

-  Approach 2: use clustering algorithm on historical data 

to find <10 representative modes
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Approach	
  1:	
  only	
  consider	
  the	
  modes	
  adjacent	
  
to	
  the	
  mode	
  of	
  the	
  state	
  estimates	
  

6/15/14	
  

Approach 2: apply clustering algorithm to 
historical data


Observations	
  
(in	
  the	
  state	
  space)	
  

Obtain	
  K	
  clusters	
  
and	
  their	
  centroid	
  

The	
  representative	
  
modes	
  are	
  the	
  
modes	
  of	
  each	
  
centroid	
  

The	
  state	
  space	
  
Is	
  partitioned	
  into	
  
the	
  domains	
  of	
  
each	
  mode	
  	
  

The	
  state	
  estimate	
  
switches	
  between	
  
different	
  modes	
  	
  
(which	
  domain	
  	
  
Is	
  in	
  orange)	
  

We	
  only	
  keep	
  the	
  
mode	
  of	
  the	
  state	
  
estimate	
  and	
  the	
  	
  
adjacent	
  modes	
  
(in	
  yellow)	
  

Description	
  of	
  the	
  Algorithm	
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Numerical	
  results	
  

6/15/14	
  

CPU	
  times:	
  EnKF	
  vs.	
  reduced-­‐IMM	
  

I-­‐880	
  in	
  the	
  Bay	
  area	
   Measurements	
  from	
  29	
  loop	
  detectors	
  

Time	
  step	
  

Number	
  of	
  cells	
  

Se
ns

or
	
  id

	
  

Time	
  step	
   Time	
  step	
  

Ti
m
e	
  
(s
)	
  

EnKF	
  estimate	
   R-­‐IMM	
  estimate	
  (w/	
  5	
  clusters)	
  

Po
si
tio

n	
  

•  Comparison	
  between	
  the	
  EnKF	
  
and	
  the	
  IMM	
  with	
  reduced	
  
number	
  of	
  modes	
  (R-­‐IMM)	
  

•  They	
  provide	
  similar	
  estimate	
  

•  R-­‐IMM	
  is	
  much	
  faster	
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- Background: Mobile Millennium  Connected Corridors 
- Godunov scheme based HS sensing 
 


2)  CPS-regulatory later: adjoint-based network control 
- Optimal control of flow networks 
- Vulnerability of networks to attacks 



3)  h-CPS: reaction of embedded humans 
- Static Nash-Stackelberg games 
- Dynamic repeated games
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∗  Increasing	
  amounts	
  of	
  freeway	
  data	
  and	
  sensing	
  available.	
  
∗  Informative	
  for	
  real-­‐time	
  traffic	
  prediction	
  and	
  control.	
  

∗  Metering	
  (lights)	
  in	
  practice:	
  
∗  Use	
  overly-­‐simple	
  models.	
  
∗  No	
  prediction.	
  
∗  Local/isolated	
  control.	
  

∗  REAL-­‐TIME,	
  Coordinated,	
  Predictive	
  metering	
  schemes	
  feasible	
  
using	
  Adjoint	
  Methods	
  within	
  optimal	
  control.	
  

Coordinated	
  network	
  control	
  using	
  	
  
adjoint-­‐based	
  optimization	
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Coordinated	
  network	
  control	
  using	
  	
  
adjoint-­‐based	
  optimization	
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Finite-­‐horizon	
  Optimal	
  Control	
  Problem	
  (MPC)	
  

* Non-­‐linear	
  
* Non-­‐smooth	
  
* Non-­‐convex	
  

∗  Performing	
  gradient	
  
descent	
  w/	
  finite-­‐
differences	
  infeasible	
  for	
  
large	
  networks!	
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Adjoint	
  Formulation	
  

Compute	
  gradient:	
  

Easy	
   Hard	
  

Eliminate	
  	
  	
  	
  	
  	
  using	
  system	
  dynamics:	
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∗  First-­‐order	
  gradient	
  methods.	
  
∗  Given	
  	
  	
  	
  	
  ,	
  find	
  gradient	
  	
  	
  	
  
∗  Take	
  step	
  in	
  direction	
  of	
  gradient:	
  	
  

∗  Finite-­‐differences	
  infeasible	
  for	
  large	
  physical	
  systems	
  in	
  
practice,	
  e.g.	
  freeway	
  networks.	
  

∗  Adjoint	
  Method:	
  Exploiting	
  knowledge	
  of	
  system	
  dynamics	
  in	
  
gradient	
  computation:	
  

∗  Tractable	
  for	
  sparse	
  networks.	
  
∗  Linear	
  computation	
  time	
  in:	
  
∗  Size	
  of	
  network	
  
∗  Time	
  horizon	
  

Finding	
  Optimal	
  Control	
  Policy	
  	
  



Page	
  ‹#›	
  

Coordinated	
  Freeway	
  Control	
  using	
  Adjoint	
  
Methods	
  

5/15/2014	
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Coordinated	
  Freeway	
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Coordinated	
  Freeway	
  Control	
  using	
  Adjoint	
  
Methods	
  

5/15/2014	
  

Adjoint	
  Method	
  scales	
  linearly	
  with:	
  
Size	
  of	
  network	
  
Time	
  horizon	
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Adjoint	
  Control	
  on	
  I15	
  Freeway	
  Simulation	
  

5/15/2014	
  

∗  San	
  Diego	
  I15	
  	
  
Freeway	
  	
  
Simulation.	
  

∗  Overall	
  reduction	
  of	
  
total	
  travel	
  time	
  over	
  existing	
  	
  
feedback-­‐based	
  methods.	
  

∗  Robustness	
  to	
  sensor/prediction	
  noise	
  
and	
  model	
  errors.	
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I15	
  MPC	
  Demonstration	
  on	
  Micro-­‐Simulator	
  

5/15/2014	
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∗  Traffic	
  management	
  has	
  two	
  components:	
  
∗  Physical	
  sensors	
  and	
  traffic	
  lights	
  
∗  Virtual	
  control	
  and	
  estimation	
  algorithms	
  

∗  Compromise	
  of	
  cyber	
  traffic	
  systems	
  has	
  been	
  
demonstrated	
  in	
  the	
  field	
  

∗  Potential	
  attack	
  vectors	
  numerous:	
  
∗  Broadcasting	
  fake	
  accident	
  reports	
  
∗  Compromise	
  of	
  metering	
  light	
  network.	
  

∗  Resiliency	
  to	
  attack	
  through	
  fault	
  detection	
  
and	
  modeling/sensing	
  discrepancies.	
  

SmartRoads:	
  Cyber-­‐physical	
  Security	
  on	
  
Traffic	
  Networks	
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Precise	
  Freeway	
  [control/attack]	
  
exploiting	
  adjoint	
  metering	
  control	
  

Time	
  

Po
st
m
ile

	
  

Free	
  flow	
  

Congested	
  

Traffic	
  @	
  7am	
   Traffic	
  @	
  8am	
   Traffic	
  @	
  9am	
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Morse	
  Code	
  Attack	
  on	
  the	
  Freeway	
  

5/15/2014	
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Cal	
  Bears	
  Hacking	
  Lights	
  in	
  Palo	
  Alto…	
  

Time	
  

D
ow

ns
tr
ea

m
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- Optimal control of flow networks 
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3)  h-CPS: reaction of embedded humans 
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- Dynamic repeated games
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Routing	
  games	
  

6/15/14	
  

$	
  

What	
  happens	
  is	
  one	
  subset	
  of	
  the	
  population	
  changes	
  its	
  behavior	
  
(for	
  the	
  good	
  or	
  for	
  the	
  bad),	
  when	
  everybody	
  else	
  in	
  the	
  system	
  is	
  
proceeding	
  normally?	
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Routing	
  games	
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Routing	
  games	
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Stackelberg	
  routing	
  with	
  horizontal	
  queues	
  

6/15/14	
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Characterization	
  of	
  Nash	
  equilibria	
  

6/15/14	
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Non-­‐compliant	
  First	
  strategy	
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Non-­‐compliant	
  First	
  strategy	
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Price	
  of	
  stability	
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Price	
  of	
  stability	
  

6/15/14	
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Stackelberg	
  routing:	
  summary	
  

6/15/14	
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1)  CPS-­‐sensing:	
  using	
  the	
  physics	
  for	
  network	
  state	
  estimation	
  
-­‐	
  Background:	
  Mobile	
  Millennium	
  	
  Connected	
  Corridors	
  
-­‐	
  Godunov	
  scheme	
  based	
  HS	
  sensing	
  
	
  	
  

2)  CPS-­‐regulatory	
  later:	
  adjoint-­‐based	
  network	
  control	
  
-­‐	
  Optimal	
  control	
  of	
  flow	
  networks	
  
-­‐	
  Vulnerability	
  of	
  networks	
  to	
  attacks	
  
	
  

3)  h-­‐CPS:	
  reaction	
  of	
  embedded	
  humans	
  
-­‐	
  Static	
  Nash-­‐Stackelberg	
  games	
  
-­‐	
  Dynamic	
  repeated	
  games	
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An	
  online	
  learning	
  model	
  

6/15/14	
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How	
  to	
  compute	
  Nash	
  equilibria	
  

6/15/14	
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The	
  learning	
  model	
  

6/15/14	
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The	
  learning	
  model	
  

6/15/14	
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A	
  bound	
  on	
  discounted	
  regret	
  

6/15/14	
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Convergence	
  of	
  no-­‐regret	
  learning	
  

6/15/14	
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Strong	
  convergence	
  

6/15/14	
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Strong	
  convergence	
  results	
  

6/15/14	
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Online	
  learning:	
  summary	
  

6/15/14	
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Conclusions	
  

*  Vulnerabilities	
  exist	
  at	
  all	
  levels	
  of	
  the	
  network:	
  sensing,	
  
regulation,	
  reaction	
  of	
  humans.	
  
*  Optimal	
  control	
  schemes	
  can	
  be	
  turned	
  into	
  attack	
  schemes	
  for	
  
the	
  three	
  levels	
  
*  Next	
  steps:	
  assessments	
  of	
  the	
  vulnerability	
  (resilience)	
  and	
  
mitigation	
  models	
  
*  End	
  step:	
  economic	
  incentives	
  assessments	
  (pricing)	
  
	
   Physical)process) Sensing)

Regulation)
(may)be)by)humans))

Reaction)of)humans)
users)to)the))
regulation)


