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State-of-the-art embedded systems

. Seem to fall under two distinct classes:

. Safety-critical (and for the most part
dependable), but very expensive:

« Satellites, airplanes, nuclear power plants, ...

. Cheap, but unreliable:
» Consumer electronics, ...



Safety-critical systems

. Airbus A380:
- Development time: decades 2005

—- Development cost: tens of billions 202

1997 -
1— "Large Aircraft Division" formed

. Boeing 787 o

1002
-— Market demand researched

1531

- Development time: decades

71— Airbus delivers first A380-800
|— Certification and delays

-— Maiden flight undertaken
-— First engine delivered

11— Component-manufacturing starts

-— Airbus consortium is merged
-— Commercial launch of the A3XX

11— Boeing cancels similar project

— Delays, delays ... (first flight programmed initially for July 2007,

finally done in December 2009)

— Grounded for ~3 months in early 2013 due to battery problems

_ Cost: US$32 billion

source: wikipedia 1 NESE Systems are very expensive!



Cheap systems

. Consumer electronics

These systems are not very dependable...



Dependability & Affordability

. For future CPS we need both
. Safety critical systems => dependability

. Massively deployed => affordability

Our ultimate goal: how to achieve both?



This course

. How can we designh complex systems?

» Fundamental Algorithms for System Modeling,
Analysis, and Optimization

o 3 elements:

« Systems

. System-oriented view: look at the system as a whole,
then focus on its parts

= Algorithms
. Focus on computer-aided design techniques
» Modeling, Analysis, and Optimization

. Focus on model-based design



SYSTEM DESIGN APPROACHES



Approaches to system design (1)

. Trial-and-error approach:

— Build prototype

- Test it, find errors

—- Fix errors

- Repeat

. Not good for dependability + affordability:
— Too risky

— Too costly

. Yet common...



Design by trial-and-error

. Tacoma bridge:
http://www.youtube.com/watch?v=xox9BVSu70Ok&feature=related




Design by trial-and-error

. Fukushima nuclear power plant:
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Design by trial-and-error

. Toyota unintended acceleration incidents
-Millions of cars recalled

.Cost: $ billions

.U.S. National Highway Transportation
Safety Administration’s (NHTSA) concluded
that electronic throttle control systems were
not the cause.

TRE Special Report 308: The Salety Challenge and Promise of Automoive Elecironics: Insights fom Unintended Acceld

Transpartation Research Board
SPECIAL REPORT 308

The Safety
Promise and Challenge
of Automotive Electronics

INSIGHTS FROM UNINTENDED ACCELERATION

ommittes on Electronic Vehide Controls and Unintended Acceleration,
Transportation Research Board

Board on Energy and Emvirsnmental Systems

er Science and Telecommunications Board

MNATIONAL RESEARCH COUNCIL
F THE PATIONAL ACATEIES

Copyright © National Academy of Sciences. All rights reserved.
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Design by trial-and-error

i As a result of an in-flight, Boeing 787 battery incident
.Boelng 787 grou nded earlier today in Japan, the FAA will issue an emergency
airworthiness directive (AD) to address a potential

,“A||-Nipp0n today announced it battery fire risk in the 787 and require operators to
temporarily cease operations.

had canceled 320 ﬂightS, Before further flight, operators of U.S.-registered,

including 51 international Boeing 787 aircraft must demonstrate to the
Federal Aviation Administration (FAA) that the

flights, on 787s affecting a total batteries are safe.

of 46,800 passengers” [San aaons aria o Az (TN

Federal Aviation

Jose Mercury News, 1/22/2013] | =

Aircraft Airports Air Traffic Data & Research Licenses & Certificates Regulations & Policies Training & Testing

. FAA restriction finally lifted in —

Press Releases

| 20 1 3 Press Release — FAA Statement
A Fact Sheets .
p rl [l @ Print

Speeches

For Inmediate Relesse
-
News & Updates January 16, 2013 The FAA Air Traffic Activity Data i
Media Advisories Contact: Laura Brown or Brie Sachse System has been updated for 2012
Phone: laura j.brown@faa.gov or brie.sachse@faa.gov (number of landings and take-offs)
Conferences & Events hitp:it.cof58VdUBL #AvGeeks
FAA Safety Brisfing W 22.an
Az aresult of an in-flight, Boeing 787 battery incident earlier today in Japan, the FAA will izsue
Public Affairs Contacts an emergency airworthiness Qiredive (AD) 1o gddress a potential bgﬂeryﬂre riskinthe 787 and @cooksterairl Congratulations!
Stay Connected require operators to temporarily cease operations. Before further flight, operators of U.S.- Safe travels!
registered, Boeing 787 aircraft must demonstrate to the Federal Aviation Administration (FAA) W 15 4en [y
thatthe batteries are safe.
The FAA will work with the manufacturer and carriers o develop a corrective action plan to allow Industry Group Begins to Study
the U.5. 787 fleetto resume operations as quickly and safely as possible. Portable Electronics Use
http:ift.co/EPOCltcB
The in-flight Japanese battery incident followed an earlier 787 battery incident that occurred on W 15 Jsn
the ground in Boston on January 7, 2013. The AD is prompted by this second incident involving
alithium ion battery. The battery failures resulted in releaze of flammable electrolytes, heat
damage, and smoke on two Model 787 airplanes. The root cause of these failures is currently Pilots: *Short Notice™ There is a
under investigation. These conditions, if not corrected, could result in damage to critical TFR today (Jan. 11) in Wilmington,

systems and structures, and the potential for fire in the electrical compartment. DE. Please check NOTAMs. ﬂ

it Fallraar | e nn Trittar



Design by trial-and-error

. Drugs (medical):

—Theoretical candidates for “new chemical entity”: ~5000 — 10000

—Of these, promising candidates on which lab/mice tests are run: ~250
—Of these, ~10 qualify for tests on humans

—Of these, ~20% make it to marketing

~Source: http://en.wikipedia.org/wiki/Drug development




Design by trial-and-error

. Last but not least ...
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Design by trial-and-error

. Software!

i [ 5 i
{‘U [#] v Control Panet » All Control Panel herms » Windaws Update -] iy |
| File Edit View Tools Help |
: L7
Control Panel Ho -
" i Windows Update
Check for updstes
Change settings =
Vieww update q Q Install updates for your computer
Restore hidden updates 1 impartant update s available 1 important spdate selected, 76.7 MB |I
Updates: frequently asked 1 optanal update i available - B34.6 MB
uestiong .
Wlost recent check for updates  Today at 0347
Updates were installed: Today at 0247, View update history
You recene updates For Windows and other products from Microsoft Update
PR
Installed Updistes
1 Windows Anytime Upgrade




Approaches to system design (2)

. Rigorous, “model-based” design:

— Build model (“executable specification”) of system

. before building the system itself
— Analyze the model, find errors
— Fix errors in the design (model)
- Repeat until the design seems OK

- Give models/specs to someone (or to a computer) to implement them

. Better for affordability:

- Catch design errors early => easier / less costly to fix

. Better for dependability:

- Sometimes can formally prove that design is correct

. Gaining acceptance in the industry
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The Elements of Model-Based Design

How to describe
what we want?

e

How to be sure that this
is what we want?

How to build it?
Automatically
Correct-by-construction




From standard compillers ...

class HelloWorldApp {

public static void
main(String[] args) {
System.out.println(
"Hello World!");

source code
(C, Java, ...)

type checking, debugging, static analysis, ...

machine code

18



... to system compilers

Vision: modeling/simulation languages of today will
become the system-programming languages of
tomorrow

system
[ ]
compiler
Rich languages: l Complex
concurrency, time, S \ execution platforms:
robustness, reliability, $ .,-"\\W"\g'\ networked, distributed,
energy, security, ... ‘x‘\i\ multicore, ...

Powerful analyses:
model-checking, WCET analysis, schedulability,
performance analysis, reliability analysis, ... 19



Note

In real life, we need both MBD and trial-and-error
methods.

Why?

1. We cannot trust our models 100%

2. All models are abstractions of reality. They make
assumptions that need not hold.

E.g., road condition, weather condition, ...

3. Analysis and optimization methods also have their
limitations.

As we will see in this course.



Model-based design is fine, but ...

There are many systems, of different kinds

People have been designing these for
decades

Can we pretend to find a single design method
that works for every kind of system?

Of course not



The thesis
Design is a SCIENCE:

 No matter what the application is, there are common features

* Foundational work in mathematical modeling, algorithmes,
methodologies

To demonstrate the value of design SCIENCE, apply the
foundational work to a variety of areas from electronics, to
automotive, to avionics, to intelligent buildings, to biological
systems




Example of a successful model-

based design flow

.RTL synthesis flow FSM,
DL Verilog,
@ﬁ Simulation/ VHDL

K. Keutzer

Verification

|
RTL
Synthesis

Boolean equations

8 Boolean circuit/network

Library/
module
generators

hysical
pdgss,igr? Graph / Rectangles

>




