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Public Outcry

(Financial Times)

(NY Times)

(Wired)(The Telegraph)

(Forbes)

(CBCNews)
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Protect our Personal Data!
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Where is the Data?
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Murphy’s Law

Source: Identity Theft Resource Center.
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I am here to distract you...



Identity Fraud (UK)

Source: Fraudscape 2017, Cifas
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Identity Fraud (USA)

Source: 2017 Identity Fraud Study, Javelin Strategy & Research.
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Poor Authentication
of Identity Claims

Verify that the 
information is 
correct

Verify that the 
information belongs 
to the subject

☑

☒

Mallory (Subject)
Bob (Relying Party)

XXX-XX-XXXX
Alice
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Why such Poor Standards?

Bob (Relying Party)

11

More customers = more $$.
Insurance will take care of losses due 

to fraud.

Businesses externalize the cost of 
identity fraud...
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Certifed Identity Claims

Alice (Subject)
Bob (Relying Party)

Ted (Attribute 
Authority)

Trusted Untrusted

Secure Channel Secure Channel
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CIC Protocol Sequence

Alice (Subject)
Bob (Relying Party)

Ted (Attribute 
Authority)

Can I please 
have your bank 

account 
number?

X.509
(Bob)

+

nonce
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CIC Protocol Sequence

Bob (Relying Party)

Ted (Attribute 
Authority)

X.509
(Bob)

+

nonce

IBAN

+

Please 
certify!

Alice (Subject)
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CIC Protocol Sequence

Bob (Relying Party)

Ted (Attribute 
Authority) X.509

(Ted)

+

Certifed!

GB29 RBOS 
6016 1331 
9268 19
   

nonce

Alice (Subject)
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CIC Protocol Sequence

Bob (Relying Party)

Ted (Attribute 
Authority)

Here is my IBAN!

X.509
(Ted)

+

Alice (Subject)

GB29 RBOS 
6016 1331 
9268 19
   

nonce
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Cryptographic Details

Step 1: Encrypt claim 
with public key of 
Relying Party.
Step 2: Sign the result 
with private key of 
Attribute Authority

GB29 RBOS 
6016 1331 
9268 19
   

nonce
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Security
❖ CIC is meaningful only 

if Bob trusts Ted;
❖ Certifcation occurred 

at Bob’s request 
(check nonce);

❖ Bob cannot use the 
obtained CIC to 
impersonate Alice.

Bob (Relying Party)

X.509
(Ted)

+

GB29 RBOS 
6016 1331 
9268 19
   

nonce
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Privacy

❖ Alice may simply deny 
Bob’s request; 

❖ There is no direct 
communication between 
Bob and Ted;

❖ Ted, however, will learn 
about Alice’s interaction 
with Bob.

Alice (Subject)
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Characteristics and 
Limitations
❖ Simple, decentralized, and scalable;
❖ Can be implemented using of-the-shelf 

technology and Web standards (e.g., 
RSA, HTTPS, X.509);

❖ Trust between Subject and Attribute 
Authority is essential.
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Implementation and 
Adoption
❖ Standardization of a data format/ontology 

for requests and responses;
❖ Willingness of corporations to adopt the 

technology:
➢  May require new laws/enforcement
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Questions?

?


