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ABSTRACT 
 
   In an emulated environment, learning the basic interaction and strategies for attack and defense of control 
systems and detection systems are vital in building a stronger infrastructure for it can minimize the possible 
number of intrusions. Emulating routing and traffic on a large-scale network, in this case the Abilene Network 
Topology, will provide insights of possible effects caused by sample attacks placed within the system. DDOS attacks 
concerning cut-link attack and flooding attack were implemented to test the strength of the provided nodes, which 
are the plant and controller. The DETER research was divided into three phases to perform the following task: build 
infrastructure of the network, deploy the learning based DoS detection algorithm and test for attacks, and explore 
defenses that will allow for the learning system to be more resilient to attacks. The main purpose of the attacks is 
to record the amount of time when a plant/controller node stops connecting to other to which nodes it is 
connected.
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I.  INTRODUCTION 
 
A. Cyber Threats and Issues 
 

Cyber-threats occurring in cyber-network urge advancement in security.  Rapid advances are urgently needed to 
defend against network attacks such as distributed denial of service, worms, and viruses [1]. The complexity of 
new attacks develops accordingly to technological advancement. As dependence on IT and the Internet grow, 
governments should make proportional investments in network security, incident response, technical training, and 
international collaboration [7]. It is only a matter of time when one can develop an improved attack before one 
can ever think of how to counter such attack. Thus, to avoid any kind of network loss, further research relating 
cyber-security is needed to maximize protection against growing cyber-attacks and minimize the impacts of 
successful attacks. 

 
B. DETER Testbed, Abilene Network Topology Emulation, and SEER 

 
The cyber-DEfense Technology Experimental Research network (DETER network) provides an infrastructure 

network, tools, and supporting processes for large-scale experimentation on merging security research and 
advanced development technologies [4]. Via DETER, an emulation of the Abilene network topology was created 
and tested using Distributed Denial-of-Service (DDoS) attacks. The DETER testbed was used in tandem with the 
Security Experimentation EnviRonment (SEER), a set of tools and agents for helping an experimenter setup, script 
and perform experiments in the DETER environment [8]. It was through SEER that the actual graphic 
representations of the attacks were accessible and examined. Agents for traffic generation, attack generation, 
traffic collection and analysis were also available through SEER allowing a thorough observation of the normal 
traffic compare to the traffic that was modified and affected by an attack [8].  

 
C. DoS and DDoS Attacks 
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A denial-of-Service (DoS) attack is when a malicious user exploits the connectivity of the Internet to cripple the 
services offered by a victim site, often simply by flooding a victim with many requests [9]. A DoS attack is a single 
source attack, while the multiple source attack is called the Distributed Denial-of-Service attacks (DDoS).  

Two types of DoS attacks, Cut-link Attack and ICMP Flood Attack, were constructed to test the strength of the 
Abilene network topology and to later determine the appropriate kind of defenses needed to sustain the health of 
the network. Cut-link Attack merely cuts the connection between the client and the server, while the ICMP Flood 
Attack [flooding attack] overwhelms the internet connection by sending the victim packets faster than it can 
manage [10]. 
 

II. BACKGROUND 
 
A. Abilene Network Topology 
 

Abilene is an Internet2 high-performance backbone network that enables the development of advanced Internet 
applications and the deployment of leading-edge network services by Internet2 universities and research 
laboratories across the country [5]. The emulation of the Abilene network topology is composed of 12 nodes, each 
representing a router that has only a few highs bandwidth connection [6].  

Figure 1. shows the backbone topology of the Abilene Network. The nodes [cities] are as follows: Seattle, 
Sunnyvale, Los Angeles, Denver, Kansas City, Houston, Chicago, New York, Washington, DC, Indianapolis, and 2 
nodes in Atlanta. The emulation of the Abilene network via DETER testbed included external nodes of each of the 
stated cities.  

 

 

III. METHODS 

A. Construction of Simple Plant-Controller Topology 
  

Attacking the Abilene topology appeared highly impractical which lead to the construction of a simpler topology. 
Several created topologies simpler than the Abilene topology were created, each composed of nodes ranged from 
three up to six numbers of nodes. For each experiment, there is at least a Plant node [or client node], a Controller 

Figure 1.  Abilene Network Backbone by www.ixbt.com 
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node [or server node], and an attacker node; the number of Plant nodes varied by experiment. The Plant nodes are 
the victims of attacks, while the Attack nodes are the sources of the attacks.  

The connections between the nodes were either a duplex-link or a make-lan through a switch. Duplex-link 
permits two nodes to simultaneously talk to each other—like a regular phone call. Alternatively, switch is a 
connection device in which multiple nodes can communicate to each other—like a conference call.  
 
B.  DDoS Attacks on Simple Plant-Controller Topology via SEER tool 
 

Organizing attacks on a simpler and smaller topology reduced the observation complexity since there were 
fewer nodes to monitor simultaneously. Attacking via SEER illustrated events that can be expected once the actual 
attack-coding started. SEER provided graphical presentation of the topologies showing graphs of normal and under 
attack traffic.  

 

 
Figure 2. Simple Plant-Controller Topology. Plant node pinging Controller 

Figure2 shows the basic part of a simple topology that has a Plant node, a Controller node, and an attacker node 
attached via duplex-link. The green bar underneath the Plant node indicates that it is alive and well. The green bar 
on the link connecting the Plant and the Controller signify a healthy connection between the two nodes. 

 

 
Figure 3. Graph of Plant-Controller Topology. Plant node pinging Controller node

 Figure3 shows an undisturbed traffic between Plant and Controller node via green graphs as time elapsed; 

provided that the traffic remained uninterrupted, the graph shall remain green. The horizontal values [x-axis] 

represents elapsed time, while the vertical values [y-axis] represent the total number of bandwidth assigned; the 

positive values on y-axis represents the incoming traffic, while the negative values represents the outgoing traffic.  
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Figure 4. Simple Plant-Controller Topology. Attacker node attacking Plant node 

 
Figure 4 is similar to Figure 2 except that the Attacker node has been activated and that it is performing an 

attack to the Plant node. The colored [green and red] bar represents the ratio of the normal to attack traffic 

occurring between the Attacker and Plant node. 

 
Figure 5. Graph of Simple Plant-Controller Topology. Attacker node attacking Plant node 
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Figure 5 displays a graphic representation of the traffic that is simultaneously shown over a period of time. The 
red graph illustrates that the normal traffic has been interrupted by an attack. Plant node has incoming [ingress] 
traffic of attacks, and outgoing [egress] traffic of interrupted traffic; it is interrupted since a gap is apparent 
between the green graphs. In addition, the Attacker node only has outgoing traffic of attacks since it is the source 
of the attack. 

 
Figure 6. Simple Plant-Controller Topology. Attacker node attacking Plant node diminishing connection between the Plant 
and the Controller node  

 
Figure 6 shows a black bar link on the Plant and the Controller node indicating loss of connection between the 

two nodes due to the flood attack that the Attacker performed. 

 

 
Figure 7. Graph of Simple Plant-Controller Topology. Attacker node overwhelmed Plant node. 
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Figure 7 demonstrates that the incoming traffic of the Plant node is flooded with attacks [red graph] and that no 

normal incoming traffic is visible. 
 
In an experiment, there may be two additional colored graphs—excluding red and green. The colors are as 

follows: cyan graph color represents regular traffic that was not forwarded; and black graph color represents 
attack traffic that was not forwarded. Considering other experiments, there were multiple nodes serves as the 
sources of attacks, which in most cases were flooding attacks. The loss of connection between nodes depends on 
the speed of the bit rate. The higher the bit rate, the sooner a connection will diminish—and vise-versa for slower 
bit rate.  
 
C. DDoS Attacks on Simple Plant-Controller Topology via Tcl 
 

Tcl, pronounced tickle, is a scripting language available for free on a wide variety of platforms. It provides native 
“look and feel” GUI tools, and is a mature and stable technology [11]. Via Tcl, scripting a Cut-link attack took no 
more than three lines of code; and it operates upon the stated time for it to function. The Cut-link attack merely 
cuts the network connection of the victim prohibiting the victim node to function at a specified time. Once the 
specified time come the target node will simply loss connection to any network it was once connected. 
Additionally, Flooding attack took several lines of code since it ensures victims were overloaded with packets 
information. The Attacker node will send more packets than what a Plant node can handle. As time passes, the 
Attacker node will simply overwhelms the Plant node due to overloading packets until its connection dies.  

 

IV. RESULTS  

Cut-link and Flood attack scripts function efficiently via manual testing. The Controller node and Plant nodes 
were able to communicate with via Ping; also, packets were captured as Figure 8 illustrates. After creating an 
attack, the traffic was interrupted and the connection between plants slowly diminished.  

 

 
Figure 8. Captured packets between the Plant node and the Controller node 

V. DISCUSSION 

Upon making thorough research, new discoveries were accomplished. Learning Tcl and python were critical, as 
was learning the proper operation of the DETER testbed and the SEER tool. To assure that accurate findings were 
made, several experiments of different network topologies were created. For every topology, connections were 
checked via Ping to ensure that nodes were properly communicating to each other. Additionally, a collection of 
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packets was called via tcpdump viewed using Wireshark, which functions similarly to tcpdump, except it is known 
for its user-friendly graphical interface capabilities.  

 

VI. FUTURE WORK  

Automation of the Plant-Controller is a definite a must to do. Flooding attack must be polish to enable further 
complexity. Perhaps in the future, use it on Abilene network topology. To increase complexity use of the Abilene 
topology network, modification of the ns file is necessary to allow latter ease of use. An example is the 
modification of how each Abilene topology was individually created. Instead of manually assigning each node to a 
be connected to another node, consider using how a For Loop Statement to ease the connection of those who 
share the same characteristics. This indeed is a tough challenge since a careful study of how each is connected 
must be taken seriously.  
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