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Abstract

In this project, we study the traffic behavior of a real Internet backbone, Abilene. Abilene is a com-
plex communication network used by many universities and corporate institutions for educational and
research purposes. Due to the heavy traffic flow of large networks such as Abilene, an attack could
cause much destruction, and therefore, security is of utmost concern. A crucial fundamental step to
strengthening network security is to obtain, analyze, and understand the behavior of normal network
traffic. To do this, data was collected on the number of packets exchanged on Abilene over an extended
period of time. We used this data to map out the underlying trend of traffic flow and found that daily
traffic flows within each week exhibit very similar underlying trends. This is an important result because
it allowed us to simulate the traffic flows using realistic functions based on these consistent trends. In
future studies, the results of this work can be used in simulated attack experiments, which will ultimately
allow further exploration of defense tactics to make these systems more resilient to threats.

1 Introduction

Today, entire communities, cities, and countries are greatly dependent upon complex wide-spread
networks, such as government information systems, power plants, and water facilities. Being of such
importance, these systems could be extremely vulnerable to malicious attacks, and because of the great
extent to which society depends on complex networks these days, a single crash could easily lead to
serious destruction and mass chaos. The system we study in this project is an extensive communication
network called Abilene. Abilene was created by a group of universities and corporate and affiliate insti-
tutions for educational and research purposes. The long-term research goal of our study is to construct
an emulation of the real Abilene backbone, implement realistic attacks on the emulated environment
which will cause the system and controls to fail, deploy a DoS detection algorithm, and explore defense
tactics which will make the control and learning system more resilient to these attacks. However, the
goal of our project is limited: it focuses solely on the fundamental step of the larger project that is, the
analyzation and emulation of Abilenes network traffic. Realistic emulation of Abilene traffic is critical
to the success of traffic anomaly detection; without recognizable patterns such as periodic trends in the
traffic flows, the anomaly detection may not be feasible. The very first step we take is to obtain and
analyze actual traffic data from Abilene for any consistent trends. Then based on the trends we find, we
can generate realistic traffic data using Discrete Fourier Transform. By combining these results, we may
construct a realistic emulation of the real Abilene backbone, which will allow for future research in the
simulation of attacks and anomaly detection.



2 Data Analysis

The process of data analysis involves the highlighting, inspection, and modeling of useful information
from a large set of data. We conduct data analysis to understand the normal behaviors of network traffic
flow. The data of this study is 24 weeks of actual traffic flow information from the Internet2 Abilene
Network. This traffic information is represented as the number of packets exchanged over 144 Abilene
Network routes. The Abilene Network extends throughout several major cities in the United States, and
a route may be a path from one city to a different city or from one city to itself. For example, the data
collected on a route from City A to City B is the number of packets that are sent from City A to City B.
Data collected on a route from City A to City A is traffic that only enters the Abilene Network to City A
for a brief period of time and exits the network through City A.

(a) Abilene Topology (b) Abilene Traffic Representation

Figure 1: (a) The Abilene Network Topology extends throughout several states in the United States. (b) Simple
depiction of the network. Each star represents a different city, and each city has incoming traffic (arrows pointing
to the star), outgoing traffic (arrows pointing away from the star), and internal traffic (arrows pointing from one
star to another). In this figure, two types of paths are shown, with both paths dotted and highlighted in red. The
first path, depicted by the line-dot-dot arrow, is traffic from one city to another city. The second path, depicted by
the dot-dot-dot arrow, represents traffic which enters a city in the Abilene Network and exits through that same
city, so that it is only in the network for briefly. In this study, both types of paths are encountered in the traffic
analysis.

For example, the data collected on a route from City A to City B is the number of packets that are
sent from City A to City B. Data collected on a route from City A to City A is traffic that only enters the
Abilene Network to City A for a brief period of time and exits the network through City A.

2.1 Discrete Fourier Transform

We use a signal processing technique involving Discrete Fourier Transform to extract primary periodic
trends in the data for traffic regeneration. The mathematical formula for Discrete Fourier Transform is
as follows:
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Figure 2: Actual traffic over the Kansas City - Atlanta route of the Abilene Network. This plot shows the traffic,
or the number of packets exchanged, on this particular route over a week. This week is divided into seven days,
and each colored line represents traffic on one of the seven days.

Xk =
∑
n=0

N − 1xncos(−2 ∗ π ∗ kn/N) + xnsin(−2 ∗ π ∗ kn/N)

fork ∈ 18, 36, 72, 144, 288, 864, 1440, 2016

From the full Discrete Fourier Transform, we use a subset of basis functions. These are sine and
cosine functions with periodicities of 7, 5, and 3 days and 24, 12, 6, 3, and 1.5 hours. As in previous
research [1], we use these functions to model the primary diurnal trends in the data. The residual, or
data not accounted for by the Fourier model, is modeled as a stochastic component.

2.2 Underlying Trends

The underlying trends we find depict the more general behavior of normal network traffic. These
trends are analyzed, with the purpose being to find either temporal or spatial periodicity in the traffic
flow. Temporal periodicity refers to similar trends over different time periods, such as recurring patterns
throughout a day, a week, or a group of weeks. Spatial periodicity refers to similar trends over different
routes. We use different approaches in analyzing the data. As one approach, we average the traffic flows
of several weeks to determine if the separate weeks share similar flow patterns. We perform temporal
analysis by obtaining the averages for weeks 1-6, weeks 7-12, weeks 13-18, and weeks 19-24. From
these results, we observe that each day begins with relatively moderate network traffic, is followed by a
dip around noon time, a rise to peak traffic later in the day, and ends with a slight decrease. This general
pattern is present for each day of each six-week average, as well as for the average traffic of all 24 weeks,
and therefore leads us to the conclude that temporal periodicity exists throughout weekly averages.
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Figure 3: Average underlying trends over weeks 1-24.

As another approach, we analyze the underlying traffic trends of each route over several consecutive
weeks. Each week is divided into seven days. From this method, we observe that although the number
of packets exchanged on one specific route varies throughout the seven days, the traffic flow does exhibit
a periodic trend throughout each week. For instance, in the Week 1 plot, we note that traffic is much
heavier on Thursday than it is on Wednesday. However, even though the amount of packet exchange
differs each day, there is still a general pattern followed within each week (Figure 4).

Although the traffic patterns over several weeks on a given route differs, we observe that traffic flow
peaks usually occur earlier and later in the day, with a dip in traffic flow around noon. Studying the
data exchanged from one given week on different routes, we find that the general traffic patterns exhibit
more variation. This can be seen in the plots below. On the routes from Atlanta-1 to Los Angeles and
Los Angeles to Los Angeles, the underlying traffic trends to fluctuate much more than on the route from
Sunnyvale to Kansas City. Therefore, there are no periodic spatial trends in Abilene traffic flow.

3 Conclusions and Future Work

We conclude from our results that the Abilene Network traffic flows do exhibit periodic temporal
trends - similar temporal trends are observed within the seven days of each given week, but trends differ
between different weeks. On the other hand, spatial trends do not exist - there are no noticeable periodic
trends on different routes over any one given week. Our finding of temporal trends in the underlying
traffic flows is a very important result, since it will allow researchers to use these mappings for emulation
of traffic models on a smaller scale. Based upon these underlying trends found, portions of the Abilene
Network traffic flow can be imitated as fake traffic, as seen in Figure 6. We are able to generate this
traffic by adding white noise and random anomalous noise, stochastic components of the Fourier model,
to the underlying trends.
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(a) Week 1 Traffic (b) Week 2 Traffic

(c) Week 3 Traffic (d) Week 4 Traffic

Figure 4: Underlying traffic trends of the Atlanta2-Atlanta1 route over four weeks.

(a) NYC-Kansas City Route (b) Atlanta2-Los Angeles Route (c) Sunnyvale-Kansas City Route

Figure 5: Underlying trends from different routes over week five.

Comparing the generated traffic flow to the actual traffic flow data, we observe that the generations
are very accurate representations of the original traffic flow. As seen in Figure 7, the majority of error is
between 0-2%.

There is a single anomalous behavior where the error spikes to 23.53%, but anomaly is not unusual
in Abilene Traffic and this anomaly is just one of many. In fact, the stochiastic element of the model
uses a particular distribution of anomalies, which explicitly adds anomalous behavior into the data [2].
However, because the majority of error is very minimal, we conclude that the Abilene Network traffic
can be realistically generated. Therefore, the result of our project can be used in the further exploration
of defense tactics and can ultimately aid in the development of systems that are more resilient to attack
threats.
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Figure 6: Comparison of actual traffic, underlying trend, and generated traffic on the Chicago-Washington route
over one day.

Figure 7: Error between actual traffic and generated traffic on the Chicago-Washington route over one week.
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