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      Abstract 

Network Security ranks as one of the most, if not the most, significant element of any type of 

network. It is because of this that network security is one of the most active fields in the 

Computer Science practice. Thus it is also as equally important that we create an apparatus, sort 

of speak of, that allows this field to expand in what seems to be a never ending arms race. 

Network Traffic Monitoring (also referred to as “sniffing”) is a vital component of Network 

Security. It provides a mean for people to examine network security ideas and practices and tests 

the effectiveness of these ideas and practices [1]. In this paper we will discuss and follow 

through in detail the pros of executing a specific network trafficking method, with a network 

simulation generated by the DETER web interface. We will also be examining the tools used in 

this implementation as well as their roll and contribution to said implementation. 

 

1. Introduction 
 

        Network Security comprises of several 

different and complex components to be 

able to withstand the barrage of attacks in an 

atmosphere where the “David versus 

Goliath” scenario is an even match. In a 

time where technology and networks have 

become extremely allied and at the same 

time indistinguishably common, network 

security is the defense that allows these 

networks to exist. Many people would not 

think twice about the many networks they 

interact with on a daily biases. The cell 

phone one makes a phone call with, the 

internet enabled computer one sits in front 

of, the ATM a customer withdraws money 

from and even light switch that turns on a 

light in  a room are all connected to a type of 

network that needs to be protected 

rigorously and consistently to avoid 

compromise. Should one of these networks 

lack security or be in command by an 

unauthorized user, then the network and its 

capabilities are all under the mercy of the 

new controller. It is because of this that 

network security is one of the most active 

fields in the Computer Science discipline. 

        As important as it is to maintain up to 

date security on a network, it is equally as 

important to practice and exercise new 

security concepts and models [2]. Testing 

these concepts for effectiveness is important 

to the execution of these networks. Thus, 

computer scientists are constantly at work 

generating, examining and analyzing 

network security implementations to keep 

their network a step ahead of future attacks. 

        One of the ways scientists in the field 

are able to generate and examine these 

models is through traffic monitoring. Traffic 

monitoring refers to the interception and 

recording of data as it travels throughout a 

network. It can be performed on a network 

in many different ways with many different 

tools. However the implementation 



discussed here will show how to execute this 

specific form of network traffic monitoring, 

as well as its effectiveness at providing data 

for processing, examining and analyzing. 

 

2. Method 

  

        The method used to execute this 

particular instance of network traffic 

monitoring is used to observe traffic on the 

DETER testbed (discussed in next 

subsection). This technique involves seven 

steps that will be outlined and can be 

summarized briefly with figure 1 below.  

 

 
 

Fig. 1 Network Traffic Monitoring Diagram 

 

Figure 1 also illustrates and numerates the 

seven different phases to provide a brief 

visualization of the entire process. Each 

phase will have its own subsection that will 

elaborate on the step and contribution to 

network traffic monitoring. As most phases 

introduce a new tool, information of that 

tool will also be stated to help cement an 

understanding of this procedure. 

Furthermore, most of the tools used in the 

scheme were available free to the public for 

download with a relatively easy internet 

search. But for other tools, DETER and 

SEER specifically, credentials were set up 

for users through the University of 

California Berkeley. 

  

2.1. Network Simulation 

 

        As (1) would suggest in Figure 1, the 

DETER testbed [3] was used to create a 

topology to run experiments on. It is funded 

by the National Science Foundation and 

developed in USC and Berkeley for secure 

network experimentation. This is essentially 

the apparatus where the basis of the 

experiment lays. With DETER, which 

utilizes the NS-2 language (derived from 

NS), users can generate topologies with 

nodes (computers) and LAN connections in 

a small scale to represent bigger topologies. 

DETER also allows users to install specific 

OS images on each computer and also lets 

users declare the latency, packet lost and 

bandwidth of a connection. The DETER 

web interface also contains a GUI to allow 

users an easier approach to setting up 

topologies, but one can also load up their 

own NS-2 file if one wishes to. Once an NS-

2 file has been generated with either two of 

the fore mentioned techniques, DETER web 

interface would now take the NS-2 file and 

turn it into a functioning physical topology 

based on the specifications of the NS-2 file. 

 

2.2. Traffic Generation 

 

       Once the network has been set up 

SEER, a Java based GUI, can be accessed 

through a web link and allows for multiple 

users to manipulate a topology in many 

different ways. Users can generate several 

different types of traffic (Ping, Web Traffic, 

etc), attacks and defenses. SEER allows for 

the manipulation and magnitude of traffic, 

attacks, etc. SEER also offers a visual 

representation of said topology and of 

flowing traffic if wanted. As reflected in (2) 

of Figure 1, both SEER and DETER 

communicate with each other. When SEER 

generates traffic on DETER, DETER 

communicates with SEER to reflect it. But 

again as mentioned earlier, access to SEER 

(as well is DETER) is managed by the 



university (as well as other universities with 

DETER test bed access on their campus)  

 

2.3. Traffic Listeners 

 

        Next we add listeners to each node via 

TCPDUMP (Figure 1, (3)). TCPDUMP is a 

familiar packet analyzer. While it allows for 

users to be able to display incoming and 

outgoing traffic on an attached computer via 

command line, it can also log and record 

that traffic to a file (.cap) which can later be 

opened up with Wireshark (mentioned later) 

for examination. To properly record and log 

the packet information generated by 

TCPDUMP, we must first make sure we 

incorporate it into each node we want to 

perform traffic monitoring on. To do this, 

we add a start command line on the NS-2 

file where we instantiate the nodes we 

would like to look at. (TCPDUMP is 

available for free to the public.) 

 

2.4. Interface Detection 

 

    However, in order for TCPDUMP to 

intercept and log traffic data, the correct 

interface to listen to must be chosen on a 

given node, (4) Figure 1. DETER was set up 

in such a way so that the interface to listen 

to traffic on a node had an „inet address‟ of 

10.x.x.x (were „x‟ signifies integers). The 

inet address can be accessed by running the 

“ifconfig” command line on a node a user 

may be currently accessing. Once the 

“ifconfig‟ command displays the output, the 

interface needed by TCPDUMP is the 

interface, usually named „ethxx‟, where the 

inet address is the specified 10.x.x.x. There 

will be other interfaces that have an inet 

address, but it would normally start with a 3 

digit address. 

        Next Perl, a general purpose scripting 

language, is used for its text processing 

abilities. Because of this, a Perl script can be 

generated to parse the „ifconfig‟ output and 

obtained the desired interface name that 

TCPDUMP needs to listen to and log 

incoming and outgoing packets.  

 

2.5. Data Collection 

 

        Once the required interface name is 

obtained, a TCPDUMP command can now 

log the data in a specified file. (Figure 1, 

(5)) Once we run the command, TCPDUMP 

would display a message to let the user 

know it is listening to traffic on that node. 

When traffic begins to be generated 

TCPDUMP, will start counting packets and 

packet lost if any. Once the user is done 

running an experiment, we stop TCPDUMP 

from traffic sniffing which will allow it to 

finalize the output .cap file that it generated. 

 

2.6. File Extraction 

 

        Next, via SSH Secure Shell, the output 

.cap file that was generated by TCPDUMP 

was extracted through a secured channel. 

(Figure 1, (6)) This file can then be placed 

on the user‟s pc to be opened up by 

Wireshark. (SSH Secure Shell can be found 

for free with a bit more of searching needed 

than other tools described here) A simple 

log in with the university provided 

credentials would grant a user access to 

export the output file. 

 

2.7. Data Examination 

 

       Finally, (Figure 1, (7)), once we have 

the output file, Wireshark can be used to 

open the file for examination purposes. 

Users can now inspect the .cap file with 

many of the features offered by Wireshark, 

whose interface will be discussed. (see 

section 4. Output) Wireshark is also 

available for free to the general public. 

 

 

3. Experiment 

   



        A simple topology was set up to 

showcase the advantages of this execution of 

network “sniffing”. As the Figure 2 shows, a 

3 node topology connected via a centralized 

LAN connection, was generated using the 

DETER interface with no latency, packet 

loss and with the maximum amount of 

bandwidth capable (100.0 Mb) on all routes 

and connections. 

  
 

Fig. 2 Topology Generated from DETER 

 

        First linear web traffic was generated 

from „node0‟ to „node1‟, via „lan0‟. Then, 

web traffic from „node1‟ to „node2‟ is 

generated. Finally, web traffic from „node2‟ 

to „node0‟ is generated as well. All the 

traffic is then stopped in order of most 

recently generated. (Traffic from „node2‟ to 

„node0‟, then traffic from „node1‟ to „node2‟ 

and finally traffic from „node0‟ to „node1‟) 

The traffic was generating in a 35 second 

time frame (approx.). 

 

4. Output  
 

        Once all traffic has been stopped and 

recorded, we can now utilize Wireshark to 

examine, compare and analyze traffic data 

from the .cap file that was generated via 

TCPDUMP. Wireshark provides detailed 

and feature rich traffic monitoring tools to 

facilitate cross examination of traffic trends, 

network security implementations and any 

other network assessments a user would like 

to explore. 

4.1. Packet List & Detail 

 

    Figure 3 shows one of Wireshark‟s 

outstanding features. 

 

 
 

Fig. 3 Packet List Screenshot (Wireshark) 

 

This list is an actual snapshot of the packets 

generated by the experiment described 

earlier. Wireshark lists each packet by time 

whether inbound or outbound. Users can 

also sort this list by destination, source or 

protocol used by a particular packet. 

Wireshark also displays information of a 

particular packet. For instance, Figure 4 

shows the information sent in a packet in its 

hexadecimal representation. This particular 

packet detail is displaying the information of 

packet number five, which from the list we 

can see was sent from „node0‟ to „node1‟ 

0.000499 sec. into the experiment. 

 

 

 
 

Fig. 4 Packet Detail Screenshot (Wireshark) 

 

 

4.2. Network Traffic Graph & Data 

 



        Wireshark also allows graph generation 

of traffic over a whole topology. Figure 5 

(next page) shows the packets per tick with 

respect to time. As you can see the higher 

spikes of packets in the middle of the 

experiment occurred because of the traffic 

that was being generated from all nodes at 

that time. (See Section 3 Experiment) 

 
 

Fig. 5 Network Traffic Graph (Wireshark) 

 

This graph can then be used for comparative 

purposes to provide what the normal traffic 

trends should look like given the experiment 

details in Section 3, or whatever other 

experiments a user may one to create.  

        The network traffic graph can also be 

manipulated to be represented of other 

forms. Wireshark offers support for bar 

graphs, dot graphs and impulse graph. It will 

also let you display the information in 

Packets per tick, Byte per tick or Bits per 

tick as well. It‟ll also let you adjust to color 

of the graph. 

 

4.3. Router Traffic Graph & Data 

 

        Aside from providing a visualization of 

network traffic, Wireshark also offers graph 

generation of traffic for a given route. 

(Figure 6) Although not as robust and 

detailed as the graph of Figure 5, the router 

traffic graph gives a representation of bytes 

per seconds in reference to time. However, 

the graph can be very bare and manipulated 

the axis can be somewhat cumbersome. For 

instance, the Figure 6 shows the throughput 

from the route connecting „node0‟ to 

„node1‟ from 0.0 to 2.5 ms into the 

experiment. Figure 6 is a screenshot of the 

Wireshark generated graph but it was altered 

to better characterize visually the 

information that was trying to be portrayed  

by the graph. 

 

 
 

Fig. 6 Route Traffic Graph (Wireshark) 

 

4.4. Other features 

 

    Other features not included in this 

experiment are Wireshark‟s ability to 

incorporate latency, packet lost and different 

bandwidth on different routes. Since the 

experiment was administered with a 

simplified topology with basic default 

settings, these features where not observed 

in this implementation of network traffic 

monitoring. But Wireshark does have the 

capabilities to integrate these characteristics 

and more. 

 

5. Conclusion 

 

        Although there are several different 

implementations of network traffic 

monitoring, the one provided is greatly 

useful at several tasks. Since it provides both 

visual and textual information of network 

traffic on a given network, it has plenty of 

applications in the Network Security field. A 



researcher can observe normal trends given 

a particular topology and observe how an 

attack affects that topology. The researcher 

can then implement counter measures to that 

same topology and test the effectiveness of 

such measures. 

5.1. Future Work 

 

       In the future, this method of network 

traffic monitoring can prove to be beneficial 

in related practices as the one mentioned 

previously. This method was originally 

intended to be used with the Abilene 

Network Simulation topology, which can be 

another intention of the future work of 

network traffic monitoring. But this method 

would also work appropriately with other 

specific topologies as well. This would be 

intent in the future works for this technique. 
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