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Law as a research tool 

 General advice 

 Freedom of Information Laws 

– Identity theft reporting 

– Consumer complaints about privacy 

 Privacy Laws 

– FACTA Access 

– SB 27 Report 

– Flash Cookies 

– KnowPrivacy 
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General advice 

 The policy debate is…not that sophisticated 

– Merely descriptive studies are very useful b/c the 

industry often controls the debate 

 RFID 

 Extremely important: attention to detail 

– You have to be correct 

 If any of your findings are remotely inaccurate, critics will 

dismiss your entire study 

– Your actions send signals to your students 

– Document everything! 

– Stay narrowly focused on your topic 

 Papers should have no “throw away” sentences, 

tangents, assertions of fact…! 
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My strategy 

 Watch for most strenuous assertions…and 

test them 

– “People want tailored advertising” 

– “Young people don’t care about privacy” 

– “Guard your personal information to prevent 

identity theft” 

– “Blocking 3rd party cookies will ‘break’ the 

internets” 

 Give the resulting reports simple titles that 

staffers are likely to find and understand 

– E.g. Americans Reject Tailored Advertising…, 

Flash Cookies and Privacy, etc. 
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FOI Requests 

 They take time… 

– Narrow, targeted requests can be quicker 

– Keep in touch with the FOI officer 

 You can opt for electronic data! 

– Talk w/ the FOI officer to get a usable format! 

 You can get fees waived if you are acting on 

behalf of an “educational or noncommercial 

scientific institution” requester, under 5 U.S.C. 

§552 (4)(A)(ii)(II).  
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FOI Tools 

 These are all free, high quality 

resources-- 

 Federal Open Government Guide 

– http://www.rcfp.org/fogg/index.php 

 State Open Government Guide 

– http://www.rcfp.org/ogg/ 

 FOI Letter Generator 

– http://www.rcfp.org/foialetter/index.php 
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FTC Identity Theft Data 
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KnowPrivacy Report 

 Narrative: 

“consumers care 

about harm”  

 Technique: FOI 

request to the FTC 

for consumer 

complaints 

concerning top 100 

websites… 
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Privacy Laws 

 Often require reporting 

 Often require that governments or companies 

give individuals access to data 
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FACTA Access 

 2003 Amendments to the Fair Credit 

Reporting Act give victims of identity theft 

access to all business records associated with 

the crime 

 This means that the institution that granted 

credit in the victim’s name to an impostor 

must provide the credit application, account 

statements and other information about the 

crime 
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X6’s application 
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Summary of errors we found 
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SB 27 Report 

 SB 27, the “Shine the Light Law” 

– Direct marketing transparency law 

 Must disclose third party information sharing partners or 

 Opt the consumer out 

 We sent 112 SB 27 letters and tracked them 

carefully 

– 53 companies never responded 

– Only 6 disclosed their information sharing practices 

– 39 did not share data with third parties 

– 5 provided an opt out right 

– 9 were classified as “other” 
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Walt Disney: 29 partners 
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Provide all your information… 
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Flash cookies and privacy 

”Hacking the Law", Hoofnagle 16 



TRUST, WISE 2010 

HTTP Cookies erased; Flash kept 
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Flash respawns erased cookies 
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KnowPrivacy Report 

 What is the state 

of internet 

tracking? 

– Web beacons 

– Content of 

privacy policies 

– Affiliates 
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KnowPrivacy: Privacy Policies 

 Many unclear on 

enhancement, 

data retention 

 Only partial 

control offered 

 Lots of affiliate 

sharing 
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KnowPrivacy: Affiliates 

 “We don’t 

share with third 

parties…” but 

we have 1,000 

affiliates! 
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