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Law as aresearch tool

e General advice

e Freedom of Information Laws

— ldentity theft reporting

— Consumer complaints about privacy
e Privacy Laws

- FACTA Access

- SB 27 Report

- Flash Cookies

— KnowPrivacy
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General advice

e The policy debate is...not that sophisticated

- Merely descriptive studies are very useful b/c the
iIndustry often controls the debate
e RFID

e Extremely important: attention to detalil

— You have to be correct

e If any of your findings are remotely inaccurate, critics will
dismiss your entire study

— Your actions send signals to your students
- Document everything!

— Stay narrowly focused on your topic

e Papers should have no “throw away” sentences,
tangents, assertions of fact...!
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My strategy

e \Watch for most strenuous assertions...and
test them
- “People want tailored advertising”
- “Young people don’t care about privacy”

— “Guard your personal information to prevent
identity theft”

- “Blocking 3" party cookies will ‘break’ the
internets”
e Give the resulting reports simple titles that
staffers are likely to find and understand

- E.g. Americans Reject Tailored Advertising...,
Flash Cookies and Privacy, etc.
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FOI Requests

e They take time...
- Narrow, targeted requests can be quicker
- Keep in touch with the FOI officer
e You can opt for electronic data!
- Talk w/ the FOI officer to get a usable format!
e You can get fees walived If you are acting on

behalf of an “educational or noncommercial
scientific institution” requester, under 5 U.S.C.

§552 (4)(A)i)(Il).
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FOI Tools

e These are all free, high quality
resources--

e Federal Open Government Guide
— http://www.rcfp.org/fogg/index.php

e State Open Government Guide

A — http://www.rcfp.org/ogg/
e FOI Letter Generator
- http://www.rcfp.org/foialetter/index.php
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FTC ldentity Theft Data

Team for Research in Ubiquitous Secure Technology

Leading Types of |dentity Theft at Top 5 Banks
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KnowPrivacy Report

e Narrative:
“‘consumers care
about harm”

e Technique: FOI
request to the FTC
for consumer
complaints
concerning top 100
websites...
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Free Text Complaints Sample
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Privacy Laws

e Often require reporting

e Often require that governments or companies
give individuals access to data
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FACTA Access

e 2003 Amendments to the Fair Credit
Reporting Act give victims of identity theft
access to all business records associated with

the crime

e This means that the institution that granted
credit in the victim's name to an impostor
must provide the credit application, account
statements and other information about the
crime
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Summary of errors we found

Team for Research in Ubiquitous Secure Technology

Victim Number Wrong | Wrong Wrong Wrong Wrong | Misspelled | Red
Address | Phone DOB SSN DLN Name Flags

X1 (6 applications) 4 2 1

X2 (1 application) 2 1

X3 (1 application) 1

X4 (3 applications) 2 1

X5 (4 applications) 3 3 1 3

X6 (1 application) 1
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SB 27 Report

e SB 27, the "Shine the Light Law”

— Direct marketing transparency law
e Must disclose third party information sharing partners or
e Opt the consumer out

e We sent 112 SB 27 letters and tracked them
carefully
- 53 companies never responded
— Only 6 disclosed their information sharing practices
— 39 did not share data with third parties
- 5 provided an opt out right
- 9 were classified as “other”
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Walt Disney: 29 partners

Team for Research in Ubiquitous Secure Technology

Dear Ms. Canty,
Thank you for contacting us.

At our company we take great pride in the relationship of trust we have built with our guests over many
years and are dedicated to protecting guest privacy and to proper handling of any persenal information
we obtain. Should you wish to learn more about our privacy policy, you can access it by clicking on the
privacy policy Enks on our sites' homepages.

Thank you.

Wailt Disney Internet Group
Califomia Civil Code § 1798.83 Statement

Inamdmmmf.aﬁfomlamvllcweﬁlmﬂ Walt Disney Internet Group is providing the following
information set forth in this statement for the 2008 calendar year. y P 9

Categories (disclosed in accordance with California Civil Code § 1736.83 (a)(1)):

Name and address
Electronic mail address

Age or date of birth
Number of children

The age or gender of children
Occupation

Telephone number
The kind of product the customer purchased, leased, or rented.
Time date and time of customer purchase.

Third Parties (disclosed in accordance with California Civil Code § 1798.83 (a)(2)):
ABC Television Network

7T West 66th Street
New Yark, NY 10023

] 500 Burbark, Calfornia 015217718

Hawaii Visitors & Convention Bureau

2270 Kalakaua Avenue, #801, Honolulu, H
808-924-0214

‘mkogure@hvcb.org
Marketing Sales

2404 Townsgate Road
Westiake Village, CA 91361
ints.
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Choice Hotels Intemational

10750 Columbia

Silver Spring, MD 20901
Services

Denny’s Maketing
864.597.7535

Call Center
203 East Main Street
Spartanburg, SC 29319
Restaurant Services

Marketing Manager, ABCNews.com
ABC Digital Media

7 West 86th

New York, N.Y. 10023

BASS Sweeps Selection Request for MBRSH
BASS/ESPN Outdoors

CoCo Key Water Resort at the Mt. Laurel Maf
915 Route 73

Mt. Laurel, NJ 08054
Direct: (856) 802-3902
Fax: (856) 802-3987
Hotel

Fax: 1. 917 510&02

Broadcast Services

Airways Communication

1637 Wazee Street

Denver, CO 80202

Marketing Services for Jack Links

Chrysler Lic

4400 Chrysler Drive
Toledo, OH 43608
Automobile services

Travelocity

303 Second Street, Suite 650N,
San Francisco, CA 94107
800-989-9200

Travel services

Enteractive Solutions Group

1612 W Olive Ave Ste 202

Burbank, CA , 91506-2462

Phone: 818-526-0600

Marketing services for Live! With Regis and Kelly

Odyssey Marine Exploration

2223 South West Shore Boulevard
Tampa, FL 33629

Marine Contractors & Designers

Hawaii Visitors & Convention Bureau
2270 Kalakaua Avenue, #801
Honoluly, HI 96815

808-924-0214

Travel services

Orbitz

500 W. Madison, 10th Floor
Chicago, IL 60661
312-260-2210

Travel services
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Provide all your information...

Team for Research in Ubiquitous Secure Technology

CALIFORNIA THIRD PARTY DIRECT MARKETING OPT-OUT FORM

If you would like to request that personal information Victoria's Secret
collects about you online and offline not be shared with third parties that do not
share the same brand name for their direct marketing purposes, please fill in this
form completely with all of the postal addresses that you have provided to
Victoria's Secret.

FULL NAME:
STREET/PO BOX:

CITY:
STATE: ZIP CODE:

FULL NAME:
STREET/PO BOX:

CITY:
STATE: ZIP CODE:
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KnowPrivacy Report

e \What Is the state

. , .
of internet O ..., < AP
tr a C kl n g t) (393,829 unique domains in set)

- Web beacons
— Content of
privacy policies ‘
- Affiliates Googehnaec
Google FT;?CMN{K
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KnowPrivacy: Privacy Policies

e Many unclear on
enhancement,
data retention

e Only partial
control offered

e Lots of affiliate
sharing
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Privacy Policy Analysis
Privacy Policy Coding for 50 Most Visited Sites

[=2] =1
yes  unclear no

0 10 2 30 40 50

collects IP address I
collects contact info INEG_G__—_————_—_—_
ad customization NG ™
tracks interaction NG B
third party tracking NG =
wseer access NG
acquisition IEEG_<_——— =i
data purchase NN
data retention IR
shares w/ affiliates IS |
shares w/ contractors |IEEEEGEG_G___—_——— |
shares w/ third parties NG
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e “We don't
share with third
parties...” but
we have 1,000
affiliates!

Cenerdl Beciric Co, NemsCorp
L5666
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