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• Privacy ST UV WXYZ[WU\Y\ ]WZ\
• Ŵ\U_ `

privacy SV abY cWVaYda We U TfYcSeSc \WgUSV
• hYU[abcUZY

– ijklmn opqrskptj uvsmkwxlxmy z{ttvrpmkwxlxmy { tm |iou{{ }
– ~oi �kmk�nksxp� uvlxty
– ~oi �jpv�j�x�j{qqvtxkm xvp�mr�y �kmk�nksxp� uvlxty �
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– ¤ZSgUZ_ ¥UZY
• ¦lxpxtkl op§vs�km xvp�yqmj�q �jq x�p
• ¨opmjllx� jpm© {r�xm xp�

– ªYcWV\UZ_ «TYT
• �j¬ x�jpm x§ xtkm xvp­ ®j¬ x�jpm x§ xtkm xvp­ {pvpy�x¯km xvp
• �jtrsj �kmk opmj� skm xvp kp�{pklyq xq
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• »Y \W VWa U[]U_T cWVaZW[]bW ¼YaT½ UV\ bUT UccYTT aW½W¾Z SVeWZgUaSWV
• ¿Y¼U[[_½ bW]YXYZ½ \UaUcW[[YcaWZT gU_ ÀY ZYÁ¾SZY\aW gUSVaUSV _W¾Z fZSXUc_ Data Collecting

Data Using

Data Sharing

°±²³´µ¶ ·³¸±¶¹º¸±¸
• ¿YaÂT ÀY¼SV ]Sab \UaUU[ZYU\_ SV abY T_TaYg Data Collecting

Data Using

Data Sharing
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QRSTRUVUW XUWVYZ[W\RU ]^[W_RZS `aXQXbcQX]d
efVZ XUWVZ_[gV h[iVZ
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>  1.5 million patient records

>  20,000 authorized users
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 ¾TYZT½ �


 fUaSYVaT�

Database API
Oracle, 
MySQL, Etc.

Network API
Graph, Node, 
Edge, 
Network 
Statistics

HORNET Core Plugins

Association 
Rule Mining

Noise Filtering Network 
Abstraction

Social Network 
Analysis

Database 
Network Builder

File Network 
Builder

…Network 
Visualization

File API
CSV
…

Task API
Parallel & 
Distributed 
Computation
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Organization
Knowledge

Access
Logs

Business 
Process

Rule Miner

HCO 
Business

Rules
Suspicious

Access
Surveillance

Safety 
Scores
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– ¤ZSgUZ_ ¥UZY
• ¦lxpxtkl op§vs�km xvp�yqmj�q �jq x�p
• ¨opmjllx� jpm© {r�xm xp�

– ªYcWV\UZ_ «TYT
• �j¬ x�jpm x§ xtkm xvp­ ®j¬ x�jpm x§ xtkm xvp­ {pvpy�x¯km xvp
• �jtrsj �kmk opmj� skm xvp kp�{pklyq xq

����RPO�K�� ���Q�RO�K��
Extract DNA

Discarded blood
- 50K per year

Clinical
Resource

Updated Weekly

Clinical 
Notes

CPOE
Orders
(Drug)

Clinical
Messaging 

Electronic Medical Record System
- 80M entries on >1.5M patients

ICD9,
CPT

Test Results

Sample 
retrieval
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cases

controls

Genotyping, 
genotype-
phenotype 
relations

cases

controls

Investigator 
query

Data 
analysis
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�
• �VSaSU[[_ UV SVTaSa¾aSWVU[[_ e¾V\Y\ fZW
Yca
• �eeScY eWZ h¾gUV �YTYUZcb ¤ZWaYcaSWVT \YTS¼VUaSWV UT�WV�h¾gUV ª¾À
YcaT �YTYUZcb ¾V\YZ �� ¥������h�¤�� ¥WggWV �¾[Y���

– ����� � ! "�#�$%#�&$'�" #%& "�$#& #(
– ¦vp�rtmj�) xm n o®* z jmnxtq vIjsq x�nm

*Roden D et al. Development of a large-scale de-identified DNA biobank to enable personalized medicine. 
Clin Pharmacol Ther. 2008; 84(3): 362-369.

	C°++,-./
ELEPHANT 01 -./ 23345

• ijklmn opqrskptj uvsmkwxlxmy z{ttvrpmkwxlxmy { tm
• ®jqvlIjqmkmj lk)q nk��jsxp� qmkp�ks�x¯km xvpO m skpq§jsO zqnksxp� v§ njklm n xp§vs�km xvp
• ¨tvIjsj� jpm xmy© tkppvm rqj vs �xq tlvqj �svmjtmj� njklm nxp§vs�km xvp |uio}

– 67-7 8/9:;0<0-;=> ;01?/6 -3 7 :72-0<@;72 0160A06@7;B 32
– <3@;6 2/7C317D;= D/ /9:/<-/6 -3 7;;3E 0160A06@7; 06/1-0F0<7-031
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•

���� ����¡�
• ��£���� ��¢����
•

���� ��� ���¢ ¡� ���� � �� �� ��� ����
���		 ÆO�Q �OR
�R

• �kmkmnkm tkp wj� xIjp k)ky) xm nvrm vIjsq x�nm
• ®j�rxsjq sj�vIkl v§ jx�nmjjp kmm sxwrmjq

– �74/C 
 �10-07;C
– �-2//- 7662/CCB <0-=B <3@1-=B :2/<01<- <36/ 716 /�@0A7;/1- �/3<36/C
– �;; /;/4/1-C 3F 67-/CB /9</:- =/72B 716 7;; 7�/C 3A/2 ��
– ��C� �.31/B �79B �3<07; �/<@20-=B�/60<7; �/<326B �/7;-. �;71 ��B�<<3@1-B �0</1C/B �/207;B �/A0</
– �/D�  470;B !��B �� 7662/CC/C
– "034/-20< 06/1-0F0/2C� F01�/2B A30</ :201-C
– �@;; F7</ :.3-3 047�/C 716 <34:727D;/ 047�/C
– �1= 3-./2 @10�@/ 06/1-0F=01� 1@4D/2B <.727<-/20C-0<B 32 <36/

• # $%&' () *+ (&'+, (- ('. (- , /' 0'.)%+ /%1&(+2 , /' $%&'& &*, * $*+ .'3(&'+, (-4 , /' (+&(5 (&6*1
���		 7KPK�Q8 JO�OLQ�

•
optlr�jq �vsjq�jtx§ xt xp§vs�km xvpmnkp�k§j ikswvs

• ¦kp xptlr�j
– �7-/C 3F D02-.B 6/7-.B C/2A0</
– 9/3�27:.0< �1F3� :3E1B ;0: <36/B <3@1-=

• =>?@AB>C DEFG BHIG J ®jqjkstn jpm xmy �svI x�jq kqqrskptjq mnkm xm) xll pvm rqj vs �xq tlvqjmnj xp§vs�km xvp§vs �rs�vqjq vmnjsmnkp sjqjkstn kp�) xll pvm x�jpm x§y vs tvpmktm mnj xp�xI x�rklq)nv ksjmnjqrwKjtmq
 #%�� ��!���� �'!� L �'�����$ �' ��!��!��

• ¦jsm x§y I xk �̈ jpjsklly kttj�mj�qmkm xqm xtkl kp�qtxjpm x§ xt�sxptx�ljq kp��jmnv�qO m nkm mnj sxqM xq Ijsy q�kllm nkm mnjxp§vs�km xvp tvrl� wj rqj�O klvpj vs xp tv�wxpkm xvp) xm nvmnjs sjkqvpkwly kIkxlkwlj xp§vs�km xvpO wy mnj kpm xtx�kmj�sjtx�xjpm mv x�jpm x§y mnjqrwKjtm v§ mnj xp§vs�km xvp�©
• ¨Nrqm �vtr�jpm mnj �jmnv�q kp� sjqrlmq v§ mnj kpklyq xq m nkmKrqm x§y qrtn k �jmjs�xpkm xvp©
• ¨Nrqm pvm �xq tlvqjmnj Mjy vs vmnjs �jtnkpxq�mnkm)vrl�nkIj jpkwlj�mnj xp§vs�km xvpmv wj sj¬ x�jpm x§ xj�©

– 01<;@6/C :C/@63N271634 1@4D/2 7;�320-.4C 716 C//6 A7;@/C
“Scrubbing” Medical Records

Substituted 
names

Replaced SSN 
and phone #

Shifted 
Dates

MR# is 
removed Rules*

Regular Expressions
Dictionaries
Exclusions

↓↓↓↓ ↓↓↓↓ ↓↓↓↓ ↓↓↓↓ ↓↓↓↓

Machine Learning – Conditional Random Fields**

Gupta D, et al. Evaluation of a deidentification (De-Id) software engine to share pathology reports and 
clinical documents for research. Am J Clin Pathol. 2004 Feb; 121(2): 176-186. 
*Wellner et al. Rapidly retargetable approaches to de-identification in medical records. Journal of the 
American Medical Informatics Association. 2007.

“Scrubbed” Medical Record

Substituted 
names

Replaced SSN 
and phone #

Shifted 
Dates

MR# is 
removed

Unknown residual re-identification 
potential (e.g. “the mayor’s wife”)
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• �kmkwkpM kttjqq sjqm sxtmj�mv�kp�jswxlm j��lvyjjq
• Nrqm q x�p rqj k� sjj�jpm mnkm �svnxwxmq ¨sj¬ x�jpm x§ xtkm xvp©
• ��jskm xvpq{�I xqvsy *vks� kp� opqm xm rm xvpkl ®jI xj) *vks�k��svIkl pjj�j�§vs jktn �svKjtm
• { ll �kmk kttjqq lv��j� kp� kr�xmj� �js �svKjtm ���O�8QR
KN� �� O�8 �Q���8

� ¦vpqvsm xr��j�wjsq |nmm��­­))) ��)kq �pjm }
� 	.%60
'*1, / %- �62 ', �%6+& 
�� �
� �*.)/- ('1& �1(+($ � �*4 % �1(+($

� �%., /� '), '.+�+(5 '.)(,4
� � *+&'.�(1, �+(5 '.)(,4

� �rp�xp� tvp�xm xvp� tvpm sxwrmj �j¬ x�jpm x§ xj��jpv�xt kp��N®¬�jsxIj� �njpvmy�j �kmkmv �kmkwkqj v§ �jpvmy�j kp��njpvmy�j |�w�{u} km ~¦*oO ~oi
JO�O Æ�ORK�� ��NKMKQL

• �jw �K�� ~km xvpkl opqm xm rmjq v§ ijklm n �kmk�nksxp� uvlxty
– ����� �� !"� #$ %��$ �� &'�$"( )* +$$"( �,�'"�#"$ �� - ��'#"$.
– +$�$�+/�$+�&� +$/$',$ 01 23445 444 6789 :;<;=>? @ :@9@ 8A@BCDE ?=@D + �$�/+'#$ &�( ���� ���+'FG '� F � - ��'#"$
– �/20A/6 67-7 4@C- D/ C.72/6 01 7 4711/2 -.7- 0C 6/A306 3F 806/1-0F07D;/01F3247-031>

� Aug ‘06: NIH Supported Genome-Wide Association 
Studies Policy

� Researchers who received >= $0 for GWAS

�V
�QON��MORQ �Q��RP	� ��RH

•
op IJJLO k��sv� �KK v§ LK qmkmjq tvlljtmj� kp� �xqqj�xpkmj�nvq�xm kl �xq tnks�j �kmk

•
op JKKLO k��sv� �KL v§ LK qmkmjq ¨ ¨

• {mm sxwrmjq sjtv��jp�j� wy MNOPQRNS TUUQVPN OPQR QW XYNS OZ[N ON \]^NRP_N OPQRU §vs �xq tlvqrsj
– �7-0/1- ;0: <36/
– �7-0/1- "02-. �7-/
– �7-0/1-9/16/2
– �7-0/1- �7<07; "7<?�23@16
– �7-0/1-�@4D/2
– `0C0- �7-/ � Principle Diagnosis Codes (ICD-9)

� Procedure Codes
� Physician ID Number
� Physician Zip Code
� Total Charges

J. Schoenman et al. The value of hospital discharge databases. NORC & NAHDO. 2005.
http://www.hcup-us.ahrq.gov/reports/final_report.pdf
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�OLQ Æ�Ç8� � ��ÇOLK�K8Q��K� KQR�
Zip Code

Birthdate

Gender

Ethnicity

Visit date

Diagnosis

Procedure

Medication

Total charge

Hospital Discharge Data�� �� ''+'4 �� %6.+*1 %- �*�� �'&($(+'� *+& 	, /($)� 
���� RI
Back in the ‘90s

�OLQ Æ�Ç8� � ��ÇOLK�K8Q��K� KQR�
City of Cambridge, MA Voter Registration Records�� �� ''+'4 �� %6.+*1 %- �*�� �'&($(+'� *+& 	, /($)� 
���� R�

Zip Code

Birthdate

Gender

Name

Address

Date registered

Party affiliation

Date last voted

Back in the ‘90s

�OLQ Æ�Ç8� � ��ÇOLK�K8Q��K� KQR�
Zip Code

Birthdate

Gender

Name

Address

Date registered

Party affiliation

Date last voted

Voter List

Ethnicity

Visit date

Diagnosis

Procedure

Medication

Total charge

Hospital 
Discharge Data

��
��� ��� ���� �¡ ¡� ��¢¢��£ ��¢�
�� �� ''+'4 �� %6.+*1 %- �*�� �'&($(+'� *+& 	, /($)� 
���� RR

5-Digit Zip Code

+ Birthdate

+ Gender������ �� �� ��������� �� �� !�" ��# �E//1/=#!10�@/1/CC 3F �04:;/ �/43�27:.0<C 01 -./ !#� �3:@;7-031# $%%%#R&�#93;;/# �/A0C0-01� -./ !10�@/1/CC 3F !� �3:@;7-031# �<��� �# $%%'#
��Q ÆQORM� 7�� �OLQ (����)
• *WU[ `ª¾ffWZa ]YÀ TYUZcb ZYTYUZcb
•

��
� c¾TaWgYZT½ �
gS[[SWV Á¾YZSYT½ +gWVab fYZSW\
•

�UgYT ZYf[UcY\ ]Sab fYZTSTaYVa fTY¾\WV_gT,-./ 01/23 4-5/ 6 7./� %/+ 8%' 9%%:) 
; <; => 
?@><9%� �A(, / �*4 )$*1' 
;B; => <C@B 
� %/+ 8%' �%.+ 
; D; => =C@
> EF/2 01/23 4-5/ 6 7./D
<C 9%%:) 
; <; => 
?@><�=
= �*4 )$*1' 
;B; => <C@B 
D
<C �%.+ 
; D; => =C@
>
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�LQR ������� KLLÇQ8 �Ç�8RQ8L ��LQORM�QLBarbaro & Zeller. A face exposed for AOL searcher no. 4417749.
New York Times.  Aug 9, 2006.

Numb fingers
60 single men

Dog that urinates 
on everything

Last name = “Arnold”

Homes sold in shadow lack 
subdivision gwinnett county 
georgia

Hand tremors

Nicotine effects on the 
body

bipolarDry mouth

Landscapers in 
Lilburn (Georgia)

Thelma Arnold
& Dudley

July 2006

Mid-

August 2006

Late

August  2006

Sept 

2006

Early

August 2006

AOL CTO resigns
Researcher & Project
Manager dismissed

Class Action Law
Suit Filed

Researcher posts search queries of ~650k users to
research.aol.com

AOL  removes dataset

NY Times Article published

•
�Yae[Sd f¾À[STbY\ gWXSY TY[YcaSWVT We ���
½


fTY¾\WV_gS�Y\ T¾ÀTcZSÀYZT

• �Y�S\YVaSeScUaSWV XSU ¾VSÁ¾YVYTT We gWXSYcWgÀSVUaSWVT��Q �Q�� NK� ��ONNQ��Q (���������)
RVMovies

Name

Location

Extra Movie

Reviews

Internet Movie 

Database

Extra Movies 

Watched

Netflix Challenge

• ¥[UTT UcaSWV eS[Y\ �YcYgÀYZ �

	# ��*.*4 *+*+	� � �/A*, (:%5 � 
			 �'$6.(,4 *+& �.(5 *$4 �%+- '.'+$'� <==D�
��
������
������
������
������
������������������ &I

�Q�K8Q��K� KMO�K�� �¤Wf¾[UaSWV�Yae[SdªUgf[Y ����ªUgf[Y &�
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¤Wf¾[UaSWV����ªUgf[Y�Yae[SdªUgf[Y &R
�Q�K8Q��K� KMO�K�� � �Q�K8Q��K� KMO�K�� �¤Wf¾[UaSWV�Yae[SdªUgf[Y &&

����ªUgf[Y

&�
	��OMHL �� JQP��RO��KML

• �j rqj �v�rlkm xvp jqm x�kmjqkttvs�xp� mnj �� ¦jpqrq
•
om�q pvm �js§jtmO wrm xm�q kqmksm ��*- '
*.�%.'&�1(+($*1 �'$%.&)
&'+, (- ('&�1(+($*1 �'$%.&) �(A(, '& 8*, * �',�1(+($*1 �'$%.&)
&'+, (- ('&�%061*, (%+ �'$%.&)

&KK. Benitez and B. Malin. Evaluating re-identification risk with respect to the HIPAA privacy policies. Journal of 
the American Medical Informatics Association. 2010; 17: 169-177.

��� �� ���� �����		����� � ���
�� ���
�¡�	
&J
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�OLQ Æ�Ç8�� �Q��QLLQQ
�*- '
*.�%.��*$'� 	'+&'.� �/-2 
%- 9(., /�� �5-5/�
�(A(, '& 8*, *)',��*$'� 	'+&'.� 4-5/ 
%- 9(., /�� ��1�53�

&V
Group size = 33

	 NN ��Æ� Æ�O�QL
:� 	
��
 ���� ���
�
 
�� �

ªUeY hUZÀWZ
� 	
��
 ���� ���
�
 
�� � :

¿SgSaY\ �UaU TYa
�I

°��²µ¶ +�´�¶�²� ³²´ ��±
�� G²DD¸±¸��²´���
• «VSÁ¾YT

–
[YSN�N]Y �U ]PU� PRV]YNUYU �� NWNV OQ] ���   

– !YRRYUUYY �U " " " " �#�$  
– %SSPRQPU �U " " " " " �&'�   

• ≤�
½



–

[YSN�N]Y �U ]PU� (QYU RQ OPRV]YNUY
– !YRRYUUYY �U ]PU� PRV]YNUYU �� NWNV OQ] QW �)
– %SSPRQPU �U ]PU� PRV]YNUYU �� NWNV OQ] QW �$*

���+,������� -!�!��� .���+,�!$�  !�/��.
�I

Æ�O�Q ��NKM�01 23 43 56 50578999 :;<=>?;@;A BCD=?=EFDGCHH=??;;>IJKLMKNO PQ B;@>CQR SK TC?;@> JQUCQ; JQUCQ; JQUCQ;VWXYZ[ \=>] \=>] \=>] \=>] \=>]^W_[ `abb `cde fg>; MKhL iC@;D;E?=CQ>j kCD=?=EFDFE?=l=?=;>j C@ DFm;QiC@E;H;Q?n `oabb `pb `qojabbrW[sX 0t
� � � � �3ZYs
� � � � �6uuXs__
� � � � �rW[sX v[Z[w_
� � � � �tx_[Xxy[ 0z{WXYZ[xWz
� � � � �|}sy[xWz7x_[WX~
� � � � �tZ[s W{ �xX[�
� � � �tZ[s W{ �s�x_[XZ[xWz
� � � �vs�
� � ��Zys

���Wzs3wY�sX
� � ��

��L��
Limited Dataset Safe Harbor

State
Marker
Risk

Cost
per Re-id

Total
Risk

Cost
per Re-id

VA 3159764 $0 221 $0
NY 2905697 $0 221 $0
SC 2231973 $0 1386 $0
WI 72 $174 2 $6,250
WV 55 $309 1 $17,000
NH 10 $827 1 $8,267 �R

	 ��Ç�NQ �� �OR�K�� ���Ç���L
• �nj k��lxtkm xvp v§ mjtnpvlv�y �rqm wj tvpq x�jsj�) xm nxpmnjqyqmj�q kp� v�jskm xvpkl �svtjqqjq mnjy) xll wj k��lxj�
• �pj �jsqvp�q Irlpjskwxlxmy xq kpvmnjs �jsqvp�q ks�vs|Iksxkm xvp xp sxqMq }
•
om xq �vqq xwljmv xpKjtm �sxIkty xpmv njklm n xp§vs�km xvpqyqmj�q� wrm xm �rqm wj �vpj jksly |qjj ¨�sxIkty wy �jq x�p}�

• �v�jm x�jq mnjvsy pjj�q mv wj wklkptj�) xm n �sktm xtklxmy �&


