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Law protects the “reasonable
expectation of privacy”

[T]here is a twofold requirement, first
that a person have exhibited an
actual (subjective) expectation of
privacy and,

second, that the expectation be one
that society is prepared to recognize
as "reasonable.”

Katz v. U.S., Harlan, ]J. concurring
(1967)
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A research projectof the Electroni Frontier Foundation
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How Unique and Trackable — Is Your Browser?
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--Scott McNealy, Sun Microsystems
(1999)

A paper reporting the statisical results of this experiment Is now avallable: How
Unique Is Your Browser?, Proceedings of the Prvacy Enhancing Technologies.
Symposium (PETS 2010), Springer Lecture Notes in Computer Science.
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Technological change

Greater storage (longevity)
+ Faster processing

+ Closer networking

= Greater Aggregability

- profiling

- decontextualization

—the end of “practical obscurity”
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What is privacy: Consumer Privacy Bill of Rights

* Right to be let alone? * Individual Control

* Control of information? * Transparency

» Secrecy? * Respect for Context
+ Autonomy? * Security

+ Anonymity? * Access and Accuracy

* Focused Collection
» Accountability

» Protection against misunderstanding?
* Misrepresentation?

PRIVACY
IN CONTEXT
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Overlapping spheres and
contexts

Government
Citizen Companies
" Customer

Peers
Peer

1920s

1928: Olmstead
v. United States

.
1%
AMERICAN TELEPHONE AND TELEGRAPH COMPANY

< AND ASSOCIATED COMBANIES
\ TR e

2000s

2012: Quon
v. Ontario

2012: United States
v. Jones

Fourth Amendment,
U.S. Constitution

The right of the people to be secure
in their persons, houses, papers,
and effects, against unreasonable
searches and seizures, shall not be
violated, and no Warrants shall
issue, but upon probable cause....

1960s

1967: Katz
v. United States

2012

United States
v. Jones
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Instantly watch as many TV episodes & movies as you want!
For only $7.99 a month.
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Moments of outrage
reflect standing concerns

¢ Can feedback help?

e Make visible privacy choices and
impacts even when its data-
collectors don't

e Enable users to self-regulate
privacy choice

Sept. 25-Oct. 1,
1987,
Washington
City Paper;
Michael Dolan.
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