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Abstract— The dynamic nature of mobile ad hoc networks In light of the needs outlined above, this paper studies
poses fundamental challenges to the design of service consiton  the problem of service composition over MANETSs. There
schemes that can minimize the effect of service disruptions is an extensive literature on service composition techesqu

Although improving reliability has been a topic of extensie . .
research in mobile ad hoc networks, little work has considezd ©VE' wired networks [5], [7], [8], [9], [10], which has made

service deliveries spanning multiple components. Moreoveser- ~ Cfitical steps towards constructing high quality servieghs
vice composition strategies proposed for wireline network are in a variety of networking environments. The wired network
poorly suited for wireless ad hoc networks due to their highy  results cannot be extended directly to service composition
dynamic nature. MANETSs, however, since they do not consider the intermitten

This paper proposes a new service composition and recovery . . )
framework designed to achieve minimum service disruptiongor link connectivity and dynamic network topology caused by

mobile ad hoc networks. The framework consists of two-tiers Nnode mobility.
service routing, which selects the service components, amgitwork To address this open issue, this paper investigates thetmpa

routing, which finds the network path that connects these service of node mobility and dynamic network topology on service
components. Our framework is based on thedisruption index, composition. Our goal is tprovide dynamic service composi-

which is a novel construct that characterizes different aspcts of fi q ratedies that ble highlv reliabl .
service disruptions, including frequency and duration. ton and recovery Stirategies that enable hignly refiable service

For ad hoc networks with known mobility plan, we formulate ~ delivery that incurs the minimum disruptions to end users
the problem of minimum-disruption service composition and in MANETs. We focus on two important factors of service

recovery (MDSCR) as a dynamic programming problem and give disruption: its frequency and duration, which charactethze

its optimal solution. Based on the derived analytical insipts, we : ; : . ;
present our MDSCR heuristic algorithm for ad hoc networks with disruption experler_lced by end users. T_O achieve this gaal, w
address the following three challenges:

uncertain node mobility. This heuristic algorithm approxi mates ) . .
the optimal solution with one-step lookahead prediction, Were e How to characterize and measure the impact of service

service link lifetime is predicted using linear regression We disruptions quantitatively. Reliability and availability are two
evaluate the performance of our algorithm via simulation stidy  commonly used metrics that quantify the ability of a system t
conducted under various network environments. deliver a specified service. For example, the reliabilitytnine
helps guide and evaluate the design of many ad hoc routing
|. INTRODUCTION algorithms [11], [12] and component deployment mecha-
nisms [13]. The basic idea is to use the path with maximum

port for ubiquitous computing that enables computing servi rellab|I|ty.for da_lta/_s_erwce dellvery. we facg two p“’b"?m
M‘(Qe” using reliability as a metric for service composition

accessible at anytime and anywhere. Mobile ad hoc netwo d desian in MANETS. First it d " ¢
(MANETS) are self-organized wireless networks that are d nd recovery design in S. FIrst, Tt does not coun
r any service repair and recovery. Second, reliabilityais

namically formed through collaboration among mobile nodeg

Mobile wireless networks provide critical infrastructustep-

Since MANETS can be formed rapidly without deploying an ynamic metric that is usually estimated based on the signal

fixed networking infrastructure, they can support ubiqusto tr?hng::h of atW|tr|e Ie.;s Im.k or tlhe packet loss ratlot abltong a
computing effectively. path. Its constantly changing value may cause repeateitserv

: g : _— : djustments in MANETS, especially if an application wants
The d licat ds in ubiquit ting-enyt _ _ Y prLaior
© cIVerse applcation Needs in ubiquiious tompiting-en f_use the path with maximum reliability. Availability issa

ronments have fueled an increasing demand for new functi& o : . . .
ality and services. To meet these demands, component-be{géaﬁm'em to. evaluaj[e the effec_t of Q|sruptlons sinceanc
software development has been used to ensure the flexibifi]t?/t characterize t.he |mpact_of disruption frgquenqy.

and maintainability of software systems. For example,qubj °* Howto Qeal with the relation betvyeen_serwce routing and
Gaia [1], [2], [3] provides component-based middleware thhetwork routing. In a MANET, a service link that connects two
manages the ubiquitous computing environment caNetiive service components is supported by the underlying network

Space. To provide comprehensive functions for end usergouting. Its ability to deliver a service therefore dependshe

service composition [4], [5], [6] integrates loosely-coupled ne:wort Falih n duse;,he.f, t_lhe transient antd (ilrldulrllng W':EIeSS

distributed service components into a composite service. network fink and path farures can constantly change the ser
vice delivery capability of a service link. Conversely,\see

This work was supported in part by TRUST (The Team for Researc routing determines the selection of service componentishwh

Ubiquitous Secure Technology), which receives suppomnftbe National jn tyrn defines the source and destination nodes for network
Science Foundation (NSF award number CCF-0424422) andoileving . Th . q d ies b . id
organizations: Cisco, ESCHER, HP, IBM, Intel, MicrosoftRNL, Pirelli, routing. ese Interdependencies between service roahdg

Qualcomm, Sun, Symantec, Telecom ltalia and United Teciyies. network routing complicate the design of service compaositi



and recovery schemes. To maintain a service with minimuchange with node movement. We model this network at time
disruption, therefore, routing operations must be coaidid asg(t) = (N, L(t)}, whereL(t) represents the set of wireless
at both service and network levels. links at timet, i.e., for link [ = (n,n’) € L(t), nodesn andn/

e How to realistically integrate the knowledge of node are within the transmission range of each othive further
mobility in the service composition and recovery strategies. denote a network path that connects nedeandn,, in this
Node mobility is a major cause of service failures in MANETsgraph asP,, ,..)(t) = (n1,n2,...n.,), wWhere(n;,nj11) €
To ensure highly reliable service delivery and reduce servi£(t). We also uséP(t)| to denote the path length @(¢).
disruptions, therefore, we need to predict the sustaiityabil To characterize the structure of distributed applications
of service links based on node mobility patterns. AccuratBat are expected to run in the mobile environments, we
prediction is hard, however, for the following reasons:tfi§ apply a component-based software model [14]. All applica-
mobility-caused link failures are highly interdependenta tion components are constructedagonomous services that
(2) the sustainability of a service link is also affected bg t perform independent operations (such as video transfamat
network path repair operations and the new nodes emerghmg filtering) on the data stream passing through them. This
in its vicinity. paper focuses on thei-cast service connectivity, i.e., service

To address these challenges, we created a new sendesponents are linked in a sequence order with only one
composition and recovery framework for MANETs to minfeceiver. We call such a composed serviceseavice path
imize service disruptions. This framework consists of tweand denote it asS = (s; — so — ... — s;,), Where
tiers: (1)service routing, which selects the service componentsi(k = 1,...,7 — 1) is a service component, ang is the
that support the service delivery, and (8¢work routing, ~Service receiver. Moreover, we call one hop in a service path
which finds the network path that connects these servite. — sk41) aservice link.
components. We built our framework on tHisruption index, In a MANET, each service componest can be replicated
which is a novel construct that characterizes differentiser at multiple nodes to improve the service availability [18je
disruption aspects, such as frequency and duration, thmt €gnote the set of nodes that can provide servigeas N C
not be captured via conventional metrics, such as reltgbili\V and the service,, that resides on node assy[n],n € Nj.
and availability. Figure 1 shows an example of service deployment and service

For MANETs with known mobility plans, we formulate paths. Note that a service link is an overlay link that may
the problem ofminimum-disruption service composition and consist of several wireless links in the netwairk,, a network
recovery (MDSCR) as a dynamic programming problem angiath. In the figure(si[a] — s2[b] — salc] — s.[r]) is a
analyze the properties of its optimal solution. Based on tig€rvice path; the service linfs:[a] — s2[b]) is supported by
derived analytical insights, we present our MDSCR heuristihe network path(ls, i2).
algorithm for MANETs with uncertain node mobility. This )
heuristic algorithm approximates the optimal solution hwit S€"Vice a":'—’bm.\ c #9

one-step lookahead prediction, where the sustainabifitg o Layer girrxlsgnent

service link is modeled through its lifetime and predictéa v i

an estimation function derived using linear regression. : #5351 OS2
This paper makes the following contributions on service I A A ®s3 Asr

composition and recovery in MANETS: (1) it creates a theoreiNetwork ~ aig/L: g 5 |c ® g

ical framework for service composition and recovery sgie Layer P e |l ®

for MANETS that characterize the effect of service disrapi L g ! \.

(2) it presents an optimal solution to MDSCR problem based e‘/.A fi/ h ® Relaying node

on dynamic programming techniques and provides importan’ o b—./’/:/.

analytical insights for MDSCR heuristic algorithm desi¢8)
it presents a simple yet effective statistical model based big- 1. Example Service Deployment and Service Paths

linear regression that predicts the lifetime of a servio& in Th d . I ds t i tai S
the presence of highly correlated wireless link failured tre € composed service usually needs lo sa isfy certain Q_o
requirements. To focus the discussion on the impact of servi

network path repairs. failures caused by node mobility, this paper considers plsim
The remaining of this paper is organized as follows: Se )0S metric, theservice link length, which is the number of

tion Il provides the network and service model; Section I reless links traversed by a service link. In particula
describes the service composition and recovery framewmrk uiret ! versed by vice fnk. particuiag w
MANETSs. Section IV formulates the MDSCR problem and®aure that the service link length is bounded Kyhops.
provides its optimal solution; Section V describes the MIRSC|||. SERVICE COMPOSITION AND RECOVERY FRAMEWORK
heuristic algorithm; Section VI presents our simulatiosulés; FORMOBILE AD HOC NETWORK

and Section VII concludes the paper. Service composition refers to the process of finding a service

path in the network. As shown in Figure 2, service compasitio
Il. NETWORK AND SERVICE MODEL in a MANET involves the following two inherently tightly-

We consider a MANET consisting of a set of mobile nodecsOUpIeOI processes.

N. In this network, link connectivity and network topology XFor simplicity, we only consider bi-directional wirelesaKs in this work.



Application Service recovery differs from service composition since
Layer Data | Service Disruption | : ; :
o ] it must consider not only the quality of the recomposed
: l l ! (repaired) path, but also the service path previously in(thse
f;;\ellrce —F— e Adumen) b one that just failed).. Intuitively, to reduce t_he repair dwead
> g b and recovery duration, we prefer a service path that could
2 E ((service Recovery ) ! | maximally reuse the current nodes/components. Using such a
g - ] _T L 1 service recovery strategy, however, the new service path ma
3 3 Senfoe Falre] have a poor QoS and/or may fail soon in the future.
— “{Service Discoveny) ! Though node mobility can cause service failures, it can
Network —— 2 (Route Repar ) 1 sometimes enable a better service p&#rvice adjustment
Layer 2 ‘g (Route e | . e - .
3 & f | is the process of modifying the current service path fordvett
s g : : 1 QoS or higher reliability by using new network path(s) or
(8 ) | 5 J—Rouepiscower) [ Roue Failre ] new component(s) that appear in the vicinity. Similar to the
Link i '
L:yer d!lemma faced py service recovery, hpwever, such cha}r)ges ca
disrupt the service, even though they improve the sustdityab

! , . _ and quality of the new path.
Fig. 2. A Service Composition and Recovery Framework in a idoAd

Hoc Network
IV. THEORETICAL FRAMEWORK FOR

_ _ _ _ MINIMUM -DISRUPTION SERVICE COMPOSITION AND
e Servicerouting, which selects the service components (out RECOVERY (MDSCR)
of many replicas) for the service path. It relies on service . .
component discovery [16], [17] to find the candidate servi eA fundamental research challenge for service recovery is
' Fow to best tradeoff the time and overhead involved in service

comp onents, then selects th? apprqprlate ones.to Composf%cgvery and adjustment and the sustainability of composed
service path. Formally, a service routing scheme is reptede

as s = (s1[na], sa[na] s1ne]), wheren, € A is the service path so that the end user will perceive minimum
hostisng_no dle fi)r7 tr21e QSéI.é::te: 4 sanice comgomentk disruptions to the service during its lifetime. To address this
« Network routing, which finds the network path that Con_challenge, we need a theoretical framework that allows us to

nects the selected service components. Formally, the ﬂetwgnalytlcally study the problem of service composition st

routing scheme could be represented as a set of paths. ment, and recovery strategies to achieve minimum servise di
I 9 A Ly 1? where P represents ruptions. This section quantitatively characterizes theact
(nE,mpg1)s ™ = Ly T (nk,mrq1)

A1), of service disruption and establishes such an optimization
the network path that supports the service lifdg¢[n;] — . . ;
skst[maial). based theoretical framework based on dynamic programming.

These two processes inte_ract With each oth.er closely. T'R_e Service Disruption Model
component selection in service routing determines thecgour i ) ) o )
and destination nodes in network routing. Likewise, thenpat A classical way to model service disruptionssvice avail-
quality in network routing also affects the selection ofviee ability, which is defined as the fraction of service available
components in service routing. Collectively, a service pom time during the service lifetim&: A = % where
sition scheme is representedas- (7s, Tyr). q is the number of service disruptions amd to, ..., ¢, is

A service failure may occur due to a violation of its Qo$he sequence of disruption durations. Using availability a
or failures of service components and/or service links gloithe metric to characterize the impact of service disruption
its service path. This paper focusessvice failures caused however, we face the following two problems:
by node mobility. In a MANET, wireless links may fail due to e Service availability cannot characterize the impact of
node mobility, which may cause failures of service links anskrvice failure frequency. Specifically, service availability can-
in turn service path failures. not differentiate between one scenario with higher service

To sustain service delivery, the service path must be railure frequency but shorter disruption durations frone th
paired, which essentiallyecomposes the service path and other scenario with lower service failure frequency buigen
is called service recovery. Service recovery is triggered bydisruption durations. To precisely model the effect of gmrv
service failure detection at either link-levet.d., via IEEE disruption, therefore, we need a new metric that charaeeri
802.11 ACK frame), network-levele(g., through HELLO both failure durations and failure frequency.
messages), or service-level. Similar to service compositi e Service availability is hard to compute. The calculation
service recovery process also involves two processes,Ipamef service availability is based on the calculation of dtion
network-level recovery, which repairs the data path betweemlurations, which include the service failure time and recgv
two components, andervice-level recovery, which replaces time. Such durations are determined by many factors, such
one or more service components. Network-level recoveag network topology, routing protocol, and system condgjo
usually depends on the specific ad hoc routing protocol which are dynamic and hard to incorporate into service
use and the route repair mechanism built within this routir@pmposition and recovery decisions. To establish a thieafet
protocol. Service-level recovery involves discovery ofwneframework that provides realistic insight to implemerdgatof
components and establishment of a new service path. service composition and recovery strategy, therefore, @asin



a metric that is stable, easily computed, and can provide a
good estimation of disruption durations. .

To address the first problem regarding the impact of service be = Bx N”%”"”“’“*” s (2)
failure frequency, we associatedésruption penalty function = fx (Nﬂ(tk)ﬂﬂ(tkﬂ) + OéNﬁ(tk)ﬂﬁ(tHl)) 3
F(t) defined over the disruption duratigrwith an end user. where N and NS denote the number

H 7(te)—=m(tet1) SN (te) = (trgn) .
The shfape OfF(.t_.) _(e.g., Convex, concave, or linear) reflectsof substituted wireless links in network-level recovelrfyainy)
its relative sensitivity to disruption duration and frequg. We and the number of substituted components in service-level
further definedisruption index D as a metric that characterizesrecovery (if any) incurred by the service composition titos

t_he_impact of service disruption during the entire servicﬁOm (tr) 10 7(te11) respectively.3 is the parameter that
lifetime T converts the number of substitutions to disruption time>

D= lzq:F(f») ) 1, denotes the relative weight between service component
! substitution and link substitution on disruption duratiBased
on the discussions above, the disruption indexcould be
To address the second problem regarding computing serv@imated as I
availability, we present simple and stable estimationsisf d ~_ 1
ruption durations for network-level recovery and sendiees! b= T};F(ﬁ X Nty —(tnin) “)
recovery respectively.
1) Estimation for network-level recovery: For network- B. MDSCR Problem Formulation

level recovery, the service components remain the same,  \we now formulate theminimum disruptive service com-

we only need to repair the network path that connects thepgition and recovery (MDSCR) problem. First, we define

Typical network-level recovery processes in repairing & n& service composition and recovery policy as a sequence of

work path in MANETSs [18] involve discovering an alterativeseryice composition schemeE = (m(t1), w(ts), .., ().

route to replace the broken link/path and restarting th@ dg{gte thatII gives initial service composition schemeét,)

delivery. Here we use the number of wireless link substgi a0 all the service recovery schemes$t,) — 7(tps1),

in the repair as a simple estimate for the disruption dumatio. — 1 7 — 1. We denote the set of all feasible service

introduced by network-level recovery. composition policies over MANET as ®(G). For a feasible
Using the number of wireless link substitutions as agervice policyIl € ®(G), there is a corresponding disruption

estimate for disruption duration introduced by netwonkele indexD(H). The goal of the MDSCR algorithm is to find the

recovery is consistent with typical MANET repair operason pest policyIl € ®(G) that is feasible foiG(t), so thatD(II)
For example, there are usually two repair mechanisms in gdminimized. Formally,

hoc routing:local repair and global repair. For local repair, . -
when a link fails, one of its end nodes will try to find an MDSCR: minimize D(II) ()
alternative path in the vicinity to replace this link. Locapair II € ®(G) (6)
therefore involves fewer link substitutions and less retgv  When the mobility plan is determined a priori, the graph
time. For global repair, the source node initiates a neweroueries;j(t) is then given. In this case, the optimization problem
discovery, which takes more time than local repair and v@®! MDSCR could be solved using dynamic programming. The
more link substitutions. mobility plan, however, is usually unavailablee., G(t) is

2) Estimation for service-level recovery: A service-level unknown in practice. Thus to derive a practical solution for
recovery involves three operations: (1) finding the appgeder MDSCR problem, we need to consider heuristics that can
substitution components, (2) starting the new componerds alependably predict link lifetime and integrate it into Seev
restoring the service states, and (3) finding a network patbuting and recovery. In the following sections, we firstdstu
that supports the connectivity between the new componerttge optimal MDSCR solution (Section IV-C) and then present
Service-level recovery thus takes much more time thantlee MDSCR heuristic algorithm (Section V).
network-level recovery. Similar to network-level recoyehe
duration of service-level recovery depends largely on th& Optimal Solution
searching/replacing scope of the service components. We cay; G(t) is given, MDSCR is essentially a dynamic program-
therefore use the number of substituted components to&etimyng problem. Let7 (7 (t.,)) be the minimum disruption index

its recovery duration. for the service disruption experienced by the service friome t

Based on the recovery duration estimation, we now proceg@tancet,, when composition scheme(t,,) is used,.e.:
to refine the definition of the disruption index. Consider a -1

serviceS that starts at time instande and ends aff’. Let J(7(ty)) = min iz F(B X Npty)—n(tern)  (7)
w(ty), m(ts), ..., m(t;) be the sequence of service composition nee) T /=

of this sequence. The disruption duration from service e have

compositionr (tx) to 7(tx+1) is estimated as ) 1
J(w(tw)) = wmin {ZF(B X Nty ntu i)+ (7(twr1))}

T(tw+1
2For simple estimation, we do not consider the impact of reathes here. (8)



When the mobility plan of the MANET is known, the equaB. One-step Look-ahead Approximation

tion shown above could be used to give the optimal MDSCR Finding the solution to the service-level MDSCR problem

solution via standard dynamic programming techniques.[19% still impossible for MANETs with uncertain mobility plan

In particular, solving7 (7 (t1)) gives the optimal initial service since it needs the complete knowledge of future network

composition (¢1). At time ¢, with service composition topologies. Specifically, the service recovery decisiotat,

schemen(t,,), solving Eq. (8) gives the optimal servicerequires the knowledge of network topology after this time t

recovery scheme (minimum disruption service recovery) thealculate the future disruption indeX(ms(¢5,;)). To address

changes the service composition frotfr,,) to m(t,41). this problem, we present a one-step look-ahead approximati
method where future disruption index is estimated in thetim
period until its first service-level path failure. When tfagdure

V. MDSCR HEURISTIC ALGORITHM occurs, its number of component substitutions is approtetha
_ by an average valu&(N®).
A. Two-Tier MDSCR Algorithm Formally, let L,, ..., be the expected lifetinte for

Based on the analytical properfiesf the optimal MDSCR the service link (sy[ni] —  sppifnega]). The  ser-
solution, which are given and proven in [20] due to spacdC® routing scheme at timei; ., is 7s(lj4,) =
constraints, we present the MDSCR heuristic algorithm. W1 [71], s2[n2], ---;fq["r])-l Its failure rate is estimated as
can reduce the complexity of the MDSCR problem by decorfixs (t5,.,) = k=1 T, ;- LiKewise, J(ms(t},.1)) is
posing it into two sub-problems: (1) the service-level MORSC estimated as
problem and (2) the network-level MDSCR problem. )

The service-level MDSCR is the primary problem. Its 7 (ms(ti11)) = F(Ba x EIN®]) X Yrses,, ) (12)
objective is to minimize the service-level disruption irdes The initial service composition strategy is to fing () to

via service routing, wher®; is defined as minimize
5 1 g—lF s o F(Ba x EIN®]) X Yrg ) (13)
STT ; (BaNzs () —ms(t141)) ©) " The service-level recovery strategy involves finding a ser-
a vice routing schemers(t;,, ;) to minimize
At time 3, Wwith service routing schemes(t;,), the
service recovery scheme that changes the service path frong(ﬁaNfs(ti})Hm(tsH)) + F(ﬁaE[NS])%S(t;H) (14)
ggr(]t_W) 0 7s(#3,+1) IS given by solving the following equa- Eq. (14) formally characterizes the trade-off between the

recovery duration (first term) and the sustainability of the
newly composed path (second term) faced by service recovery

J(ms(ty,)) (10) e .
: 1 s . C. Lifetime Prediction
N ﬁsr(rtlflﬁl){TF(ﬁaN”S(tfb)—’”S(tiﬂ))+‘7(7T8(tw+1))} Now the problem left in deriving a practical MDSCR

solution for Eq. (13) and Eq. (14) is to estimate the seniide |
The network-level MDSCR is the secondary problem. lifetime. This problem is non-trivial due to the highly inte
tries to minimize the disruption index caused by networlele dependent wireless link failures and the impact from nekwor
recovery during the lifetime of a service link. Formallys it path repairs. It therefore cannot be solved by traditional
objective is to minimize the network-level disruption iixde network path reliability estimation methods.
Dy (defined as follows) during the lifetime of each service To address this challenge, we devise a service link lifetime

link via network routing. prediction method based on linear regression. In particula
we estimate the lifetime of a service link,,_.,,; based on
R 1 a1 the predicted distance between two componehts, (¢t +
Dnr(ts, = toyi1) = T Z F(ﬁN%)ﬂﬂ(tH)) (11) At), which is calculated based on the current locations of
t=t3, the hosting nodes, their velocities and the prediction tikte

. . The lifetime of a service link is computed via linear regiess
The decomposition mechanism presented above separ%hes P 9

concerns in MDSCR into two-levels, so that the service- own as follows.

level MDSCR and the network—lt_—avel M_DSCR can be Freated Lovons = K % dops (£ + AL) + B (15)

separately. Here we focus our discussion on the serviad-lev

MDSCR and rely partially on the existing ad hoc networkvhere K and B are two coefficients of linear regression.

routing protocols for network-level MDSCR. In the simulation study (Section VI), we derive the corre-
sponding coefficients for linear regression in differertwark

3For an optimal solution, a service path is changed if and dghigne setups, and pick the prediction timAt¢ with the largest
of the underlying wireless link is broken, which means thag¢ service oodness-of-fit
composition remains the same on the discovery of new secaiogonents in 9 It
the neighborhood and the node failures that are not on thécegpath; and “Here the lifetime of a service link is defined as the time vaebetween its
the service-level recovery is invoked if and only if the netivlevel recovery formation and the first time instance when the length of thatskt network
can not repair one of the service links in use. path that supports this service link is larger thenhops.



Alg. Il : Minimum Disruption Service Recovery

D. Two-Tier Predictive Heuristic Algorithm

We now summarize the discussions above and present the
MDSCR heuristic algorithm. The deployment of our algorithm 1
needs the support of location service [21] for node location?-1
and velocity information, and service discovery servicg][1

Table | gives the minimum disruption service composition ; »
algorithm. This algorithm has two tiers. The top tier is $esv
routing that finds the service components for the servick. pat
After the service components are determined, the network
routing algorithm in the bottom tier will find the data path
to connect these components.

Table Il gives the minimum disruption service recovery
algorithm. This algorithm also has two tiers. The bottom tie
is the network-level recovery, which is triggered by théufia
of a wireless link on the current service path. If the network

21

2.2

/IAssume a wireless link that supports service link
(sk[nk] — Sk+1[nk+1]) fails
Bottom tier: network-level recovery
For all feasible network patR,,,, », ) with length< H
Estimate lifetimeL,, —n,_ ;.
If no such feasible network path exists, goto 2
Find the network path with the maximum estimated life-
time
return the path. //network-level recovery succeeds.
/I network-level recovery fails, try service-level recoye
Top tier: service-level recovery
//Assume the current service routing schemerdgt;, )
For all feasible service link$sx[nk] — sk+1[ni+1])
whose shortest underlying network path lengthif
Estimate lifetimeL,, —n,_ ;.
Find the service routing schemeg (¢;,,1) that minimizes
Eq. (14)
/lthen perform network routing

level

recovery succeeds, the algorithm returns succdgsfkil

the network-level recovery fails, however, then serviees!
recovery in the top tier will be triggered.

Alg. I: Minimum Disruption Service Composition

2.3 Foreach service linfsi[ng] — skt1[ne+1]) inws(t5,41)
Find the network path with the maximum estimated
lifetime and length< H.

P("kv7Lk+1) - MLNR(nk7 Nk+1, g)

TABLE Il
MINIMUM DISRUPTIONSERVICE RECOVERY ALGORITHM

Eq. (13). //This could be done based on any minimum  \we compare the performance of our MDSCR algorithm with

1 Top tier: service routing

1.1 For all feasible service link§sx[nk] — skt1[n+1])
whose shortest underlying network path lengthif

Estimate lifetimeL,,, —n, -

2.2 Find the service routing schemes that minimizes
cost routing algorithm

2 Bottom tier: network routing

2.1 For each service linksg[nk] — sk+1[nk+1])

Find the network path with the maximum estimated
lifetime and length< H.

,P("lcv”kJrl) — MLNR(nk,nkH,g) /I MLNR is a
minimum path failure rate routing algorithm that could be
done based on any minimum cost routing algorithm

TABLE |
MINIMUM DISRUPTIONSERVICE COMPOSITIONALGORITHM

VI. SIMULATION STUDY

the shortest path service composition and recovery (SPSCR)
algorithm. Shortest path routing [23] is a common ad hoc
routing algorithm that chooses the path with the smallegt ho
number. A shortest path may fail quickly, however, because
some of the wireless links on the shortest path may be broken
shortly after the path is established due to node mobility.
Here the SPSCR algorithm is a natural extension of shortest
path routing algorithm, where the length of a service link is
the length of the shortest network path that supports it and
the service path with the shortest service link length wél b
chosen.

For each experiment, we run both MDSCR and SPSCR
algorithms over the same network scenaii@.(each node

This section evaluates the performance of our MDScR two runs of the simulation follows the same trajectorydlan
algorithm via simulation.

A. Smulation Setup

In the simulated MANET50 nodes are randomly deployed We first compare the throughput of the MDSCR and SPSCR
over a2, 000 x 1,000m? region. Each node has a transmissioflgorithms over the same network mobility configurationeTh
range of250m. Node mobility follows the random waypoint network parameters used here are based on their defaudtsvalu
model with certainmaximum speed (default value isl0m/s)
and certairpause time (default value isl0s). Each simulation 1packet/sec. The simulation results are shown in Figure 3.

runs

for2,000s.

compare their disruption indices.

B. Basic Comparison

The service is sending constant bit rate (CBR) traffic at

This figure shows that the MDSCR algorithm incurs fewer

The simulated service is Composed:«btomponents; each and shorter disruptions with regard to their frequenCim an

component has replicas by default. Each service link require§lurations, which leads to a relatively higher and smoother
its maximum network path lengtll < 3. In the simulation, throughput performance.

the prediction time is adjusted for each network configorati We then experiment the MDSCR and SPSCR algorithms
to achieve the smallest prediction error. The service disgo ©over 50 different random network topologies. We also use

is simulated based on the results presented in [22] and the default values to configure the network parameters. The
network routing protocol is simulated using AODV in ns-2Simulation results are shown in Figure 4. In the figure, the

Based on the averaged simulation results, we set the vafuey@Xis shows the improvement ratio, which is defined as

D — Dy, 2 a
o to 10 and to 1. SPS%ZPSCA;DSCR, where Dy pscr and Dspscr are the
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default simulation parameters service path length of . . .
linear, concave and convex functions when service patftteng

is 4.
disruption indices of the MDSCR and SPSCR algorithms, This figure shows that the convex functiéhgives a larger
respectively. Figure 4 shows that the MDSCR algorithm ouimprovement raticg3.54%) than the linear functior(.73%)
performs the SPSCR algorithm in most experiments by amd the linear function gives a larger improvement ratimtha

average ratio 0f9.98%. the concave function.20%). This result occurs because
) under convex function, local recovery (which tries to reglas
C. Impact of Service Path Length few components/links as possible) incurs much less digmpt

We next measure the impact of service path length, ( penalty than global recovery due to the convex shape. Our
the number of service components involved in the serviédDSCR heuristic algorithm aggressively encourages local
delivery) on the performance of our algorithm. This simiglat recovery and thus performs much better than SPSCR. In the
adjusts the service path length frahto 4. The improvement concave region, conversely, the benefits of local recovesy a
ratios undeb0 experiments are plotted in Figure 5. This resultot significant, and the advantages of MDSCR are thus less
shows that the MDSCR algorithm consistently outperfornes tiprominent.

SPSCR algorithm under both service path lengths.

Comparing Figure 4 with Figure 5, we also observe that the .
average improvement rati®7.73% with longer service path E. Impact of System Dynamics
length {) is better than the one with service path length as To analyze the impact of system dynamics, we simulate
3. This result shows that the benefit of MCSCR algorithrhoth the MDSCR and SPSCR algorithms under different node
increases relative to SPSCR when the service path lengieeds and pause times. In particular, we experiment with
gets longerj.e., more service components are involved in thgause times of s, 10s, 30s, 60s, 100s, 150s, 200s, 300s and
service composition. In some very rare cases (only one dflaximum node speeds dfn/s, 4m/s, 6m/s, ...,30m/s. The
our 50 round experiment), the SPSCR algorithm outperforrggediction time is also adjusted in each experiment to reflec
the MDSCR algorithm, due to the prediction errors in thesfie best prediction resultse., the largest goodness-of-fit in
scenariose.g., the node moves towards the opposite directiqfhear regression.

right after our prediction. Figure 7 and Figure 8 show that our MDSCR algorithm
D. Impact of F Function achleveg_ better per_formance than the SPSCR aIgonthm_ under
) ) ) ) all mobility scenarios. In particular, the MDSCR algorithm
In the simulation described above, the failure penalty fung,qrks pest with pause time ranging froris to 100s, which
tion F' takes a linear function. We now study the performanq@presems a medium-mobility environment. In such mapilit

of the MDSCR algorithm under different shapes of the gnyironments, the service link lifetime prediction method
function. Figure 6 compares the improvement ratios undggpieves the best prediction results.
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The performance of service composition and recovery al-
gorithms intuitively depends on the service component re-
dundancy in the networki.e, the number of component 71
replica. We simulate both algorithms with different nungber
of component replicad, ..., 12. Figure 9 plots the average im-
provement ratio over different randomly generated topielag (8]
This figure shows that the improvement ratio from the SPSCR
algorithm to MDSCR algorithm grows steadily as the numbefe]
of component replica increases. This result shows thates th
number of optional service paths grows, the opportunity feqg,
the MDSCR algorithm to select a better service path incease

F. Impact of Number of Component Replicas

11] Z. Ye, S. V. Krishnamurthy, and S. K. Tripathi,

G. Impact of Service Link Length Requirement H

The service link length requirement can limit the service [12]
link selection, and thus may also affect the performance of
the service composition and recovery algorithms. To studf?!
the impact of service link length requiremeif, we run
simulations under different values &f (1, ..., 5). These results
appear in Figure 10, which shows that the MDSCR algorithR!
performs better than the SPSCR algorithm for flivalues.

The MDSCR algorithm also works best when the maximum
service link length requirement & If the service link length
requirement is too smalle(g., 1), then for most of the time, [15]
there is no optional service path. Conversely, if the servic
link length requirement is too large.g., 5), the service link
lifetime depends largely on the network topology instead gfe]
the relative locations of its two components. The predittio
method thus works less effectively due to the randomnesslifl
the service link lifetime. 18]

VIlI. CONCLUDING REMARKS [19]

This paper systematically investigates the service COMQYy;
sition and recovery strategies that improve the performanc
of service delivery in MANETs under frequent wireless lin
failures. It develops a theoretical framework for minimu
disruption service composition and recovery based on dy-
namic programming, and presentsnimum-disruption ser- 221
vice composition and recovery (MDSCR) heuristic algorithm
that provides an effective service composition and regovep3]
solution for MANETSs. Our simulation results show that the
MDSCR algorithm can provide much less disruption to end
users than traditional methods, such as shortest patmgputi
and service composition.

21]

REFERENCES

M. Roman, C. K. Hess, R. C., A. Ranganathan, R. H. Camplagit
K. Nahrstedt, “Gaia: A Middleware Infrastructure to Enalfetive
Spaces,”Journal of |EEE Pervasive Computing, pp. 74—-83, 2002.

S. Chetan, J. Al-Muhtadi, R. Campbell, and M. D. Mickun&slobile
Gaia: A Middleware for Ad-hoc Pervasive Computing,”’Rnoc. of IEEE
Consumer Communications and Networking Conference, 2005.

C. Shankar, J. Al-Muhtadi, R. Campbell, and M. D. Micksna“A
Middleware for Enabling Personal Ubiquitous Spaces,” Pioc. of
System Support for Ubiquitous Computing Workshop at Sixth Annual
Conference on Ubiquitous Computing, 2004.

X. Gu and K. Nahrstedt, “Dynamic QoS-Aware Multimediar8ee
Configuration in Ubiquitous Computing Environments,” Rroc. of
IEEE ICDCS 2002.

D. Xu and K. Nahrstedt, “Finding Service Paths in a Medien&e
Proxy Network,” inProc. of SPIE/ACM MMCN, 2002.

J. Balasubramanian, P. Lardieri, D. C. Schmidt, G. Thake Gokhale,
and T. Damiano, “A Multi-layered Resource Management Frame
work for Dynamic Resource Management in Enterprise DREeBys{’
Journal of Systems and Software: Special Issue on Dynamic Resource
Management in Distributed Real-Time Systems, vol. 80, no. 7, 2007.
Y. Liu, A. H.H. Ngu, and L. Zeng, “QoS Computation and Ritig in
Dynamic Web Service Selection,” iaroc. of International Conference
on WWWV, 2004.

L. Zeng, B. Benatallah, M. Dumas, J. Kalagnanam, and QSkeng,
“Quality Driven Web Services Composition,” iBroc. of International
Conference on WM, 2003.

B. Raman and R. H. Katz, “An Architecture for Highly Avable Wide-
Area Service Composition,"Computer Communications Journal, vol.
26, no. 15, 2003.

L. Xiao and K. Nahrstedt, “Minimum User-perceived Irfezence
Routing in Service Composition,” iRroc. of IEEE Infocom, 2006.

“A Framerk for
Reliable Routing in Mobile Ad Hoc Networks,” ifProc. of IEEE
Infocom, 2003.

J. Tang, G. Xue, and W. Zhang, “Reliable Ad Hoc Routings&a on
Mobility Prediction,” Journal of Combinatorial Optimization, vol. 11,
no. 1, 2006.

M. Mikic-Rakic, S. Malek, and N. Medvidovic, “Improvin Availability
in Large, Distributed Component-Based Systems via Regie@at,” in
Proc. of International Working Conference on Component Deployment,
2005.

V. Subramonian, G. Deng, C. Gill, J. Balasubramanian, Shen,
W. Otte, D. C. Schmidt, A. Gokhale, and N. Wang, “The Desigd an
Performance of Component Middleware for QoS-enabled Bemémt
and Conguration of DRE SystemsJournal of Systems and Software:
Secial 1ssue on Component-Based Software Engineering of Trustworthy
Embedded Systems, vol. 80, no. 5, 2007.

K. Wang and B. Li, “Efficient and Guaranteed Service Gage in
Partitionable Mobile Ad-hoc Networks,” ifProc. of IEEE Infocom,
2002.

U. C. Kozat and L. Tassiulas, “Service Discovery in MebAd Hoc
Networks: An Overall Perspective on Architectural Choiaad Network
Layer Support IssuesJournal of Ad Hoc Networks, vol. 2, no. 1, 2004.
R. Koodli and C. Perkins, “Service Discovery in On-DemdaAd Hoc
Networks,” inInternet Draft, 2002.

C. E. Perkins, E. M. Belding-Royer, and |. Chakeres, “Adc On
Demand Distance Vector (AODV) Routing,” itETF Internet draft,
2003.

D. P. BertsekasDynamic Programming and Optimal Control, Athena
Scientific, 2000.

S. Jiang, Y. Xue, and D. Schmidt, “Minimum Disruption r@ee
Composition and Recovery in Mobile Ad hoc Networks,” \fanderbilt
University technical report #19S06-711, 2006.

Y. Xue, B. Li, and K. Nahrstedt, “A Scalable Location Magement
Scheme in Mobile Ad-hoc Networks,” ifProc. of IEEE Annual
Conference on Local Computer Networks, 2001.

U.C. Kozat and L. Tassiulas, “Network Layer Support f8ervice
Discovery in Mobile Ad Hoc Networks,” irProc. of IEEE Infocom,
2003.

Z. Wang and J. Crowcroft, “Analysis of Shortest-pathulog Al-
gorithms in a Dynamic Network Environment,” Journal of ACM
S GCOMM Computer Communication Review, vol. 22, no. 2, 1992.



