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* Privacy and security concerns
* Integration of legacy systems

Our approach allows for the rapid prototyping of
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Facilitating existing tools

1) SOA standards (from the OASIS
standards family)
* BPEL
« XACML

2) Other related standards
*+ WSDL Policy modeling
* XSD

3) SOA execution platforms

* QOracleBPEL 1. Current approach

e AciveBPEL MICIS supports static policies using OCL model
. constraints and dynamic policies using XACML.
ApaChe ODE This setup allows one to build privacy policies for

Config.

BPEL Process Manager Engine

Internal
Policy Enforcement Point

4) Policy execution engine CIS systems.
* SunXACML 2. Suggested approach
* Prolo g Structural Semantics allows one to represent static
5) Modeling abstractions, 1anguage creation policies as metamodel annotations and dynamic
e - Modeline Env; t (CGME policies as model annotations that are translated
eneric Vo . €ling tnvironmen ( ) to set of Prolog rules. The advantage of this
6) Model translation approach is that the events are recorded by the
e GREAT decision point, and future access is based on

history of access events.

From language design to workflow execution

1. Using Model Based Design (MBD) we express domain specific modeling abstractions as
formally defined Domain Specific Modeling Languages (DSML)

2. Configuration of Generic Modeling Environment (GME) based on DSML to be able to
build domain specific models

3. Built models are translated to Service Oriented Architectures (SOA) standards like
BPEL, WSDL, XACML .

'

[ranslated models can be used to drive an execution engine / platform
The models can also be translated to used in a verification or simulation system.
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malform(contains(X,X)) :- contains(X,X).

¢ --—--------4 ==Connection==

=======

V]
malform(contains(X,Y)) :- contains(X,Y), contains(Y,X). |&

==Atom==

cpath3(X,Y,2Z) :- contains(X,Y), contains(Y,Z), (X \==Y), () : Class
ccycle3(X,Z) :- cpath3(X,Y,Z), contains(Z,X). x A e
malform(ccycle3(X,Y)) :- ccycle3(X,Y). B

%% Additional annotations

AssociationEndpo

Association

;- dynamic isGoodPerm/2. <<Connedion==
Incidence : enum

:- dynamic badPerm/2.

isGoodPerm(PSET,AT) :- attributeAlias(AT, ATN), contai
permissionAlias(P, ATN). ke

malform(badPerm(D,AT)) :- perToDoc(PTD,P1,D), docToSend(DTS,D,S),
sendToRec(STR,S,R), recToPer(RTP,R,P2),
personToRole(PTR1,P1,ROLEL), personToRole(PTR2,P2,ROLE2),
roleToPermSet(RTPS, ROLE1, PSET),
permSetToRole(PSTR,PSET,ROLE2), attribute(AT), contains(AT,D),
\+isGoodPergn(PSET,AT).

Verification of well-formedness

based policy
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cancontain(X,Y) :- personToRole(X,Z,W), policyContainer(Y) * ‘f e i
malform(contains(X,X)) :- contains(X,X). : L *L pppppppp ’ PermissionAlias
malform(contains(X,Y)) :- contains(X,Y), contains(Y,X). B —
cpath3(X,Y,Z) :- contains(X,Y), contains(Y,Z), (X \==Y), (X \=3
ccycle3(X,2) :- cpath3(X,Y,Z), contains(Z,X). Document || Atrbute ”
malform(ccycle3(X,Y)) :- ccycle3(X,Y). e
%% Additional annotations —
:- dynamic isGoodPerm/2. «F‘
:- dynamic badPerm/2. rosove L o[ Sendr
isGoodPerm(PSET,AT) :- attributeAlias(AT, ATN), contains(F H
malform(badPerm(D,AT)) :- perToDoc(PTD,P1,D), docToSen —
recToPer(RTP,R,P2),

personToRole(PTR1,P1,ROLE1), personToRole(PTR2,P2| |«
Re:

ady
permSetToRole(PSTR,PSET,ROLE?2), attribute(AT), contains(AT,D), \+isGoodPerm(PSET,AT).

Future Work

policyContainer('NewPolicyContainer').

docToSend('NewPolicyContainer_DocToSendid_0068 00000002, o
''NewPolicyContainer_Sender"). o
contains('NewPolicyContainer_DocToSendid_0068_00000002','Ney®
document('NewPolicyContainer_Document’). :
contains('NewPolicyContainer_Document','NewPolicyContainer"). |x
attribute('NewPolicyContainer_Document_llIness"). -
contains('NewPolicyContainer_Document_lliness','NewPolicyCont
attributeAlias('NewPolicyContainer_Document_IlIness',"lliness"). [reac

Work 1n progress <

| * Building tools for
—h * Runtime Policy
Validation

attribute('NewPolicyContainer_Document_Symptoms').

contains('NewPolicyContainer_Document_Symptoms','NewPolicyContainer_Document’).

attributeAlias('NewPolicyContainer_Document_Symptoms',"Symptoms").
attribute('NewPolicyContainer_Document_CreditScore').

contains('NewPolicyContainer_Document_CreditScore','NewPolicyContainer_Document').

attributeAlias('NewPolicyContainer_Document_CreditScore'," CreditScore").
attribute('NewPolicyContainer_Document_Attribute").
contains('NewPolicyContainer_Document_Attribute','NewPolicyContainer_Document').

e Create translators for the
* front-end generation
e model verification

models in domain
generated from eMOF



