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Modeling Security Aspects in Embedded Systems
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Role Based Access Control
(RBAC) building blocks

* Objects — subject to access control

« Operations — execution of some functions on
objects

* Permissions — approval to perform operation on
RBAC protected object

* Role — job with assigned authority and
responsibility

« User — human being, machine, network or

agent requesting operation on objects
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DCControlPrc.h

Code Generators

Code generators traverse the model and produce secure

#include "iolib.h"

#include "netserv.h"

#include "rbac.h"

pthread_t thread_CommThread,;
int ret_CommThread,;

pthread_t thread_MainThread;
int ret_MainThread;

void *CommThread(void);

void *MainThread(void);

DCControlPrc.c
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makefile

code that enforces the RBAC policies. The code generator
makes use of the partitioning capabilities of the underlying
platform.

Application Software Components  Application Software Components

#include "DCControlPrc.h"
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requirepermission("SensorAccess");

NULL,CommThread, NULL);
retMainThread = pthread_create( &thread _MainThread,
NULL,MainThread, NULL);
pthread_join(thread_CommThread, NULL);
pthread_join(thread_MainThread, NULL);
}

void *CommThread(void){

startserver();

}

void *MainThread(void){

int length;

int portnum;

float VoltageLevel;

int Channel;

length=7;

portnum=0x350;

getports(length, portnum);

DACSetup();

Channel=1;

VoltagelLevel=5;
DACSetVoltage(Channel, VoltageLevel);
runloop();

}

retCommThread = pthread_create( &thread _CommThread,

CFLAGS = -Ipthread
all: Gateway DCControlPrc
Gateway: Gateway.c netclient.c netclient.c

install:

mkdir /DCControlPrc

mkdir /DCControlPrc/bin

cp DCControlPrc /DCControlPrc/bin

.PHONY: all install

DCControlPrc: DCControlPrc.c netserv.c iolib.c iolib.c iolib.c

echo copy all required libraries to /DCControlPrc and use chroot()
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Components are placed in separate
partitions. Successful attack on the
network component is isolated in the

partition.

/0O

DC Motor
Controller
Component

Partition 1

Data|flow

Partition 2

Embedded OS

T MName; |AADLImplementati

s
Embedded>ystem

Attack

Successful

System Under Attack
Loses Functionality

Titne offset. O

1 B

System Desighed RBAC in
AADL withstands attack

- [5)[x]

SE LLL ARBRE B A &

SensorPermission

JuswAo|daqg puy

0D

uoljelauo95)

Embedded
Swvstem Board

-1 L
i)

) Qutput

SEH FPLPr AEE B

January 9-

10, 2006




