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Secure NCS IDS for NCS Game

Deception and DoS Attacks to NCS

Integrity
» Trustworthiness of sensor & control
data
> Deception causes lack of integrity

> Al & A3: integrity attacks
Availability

A A4
> Accessibility of system components @ System
» DoS of sensor & control data @) A3

causes lack of availability
> A2 & A4: DoS attacks
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Secure control problem

Design a control strategy
to maintain operational

goals against

DoS/integrity attacks
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Secure NCS IDS for NCS Game

NCS operators tend to underinvest in security

Percentage of Hits from W32.Stuxnet by Country

Stuxnet

» Groundbreaking piece of malware written
to reprogram PLC code

» Uses zero-day exploits, windows rootkit,
PLC rootkit, antivirus evasion, p-2-p
updates, network infection routines

» Intended to ICS and SCADA systems

Network Induced Risks result in

» Security interdependencies
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Secure NCS IDS for NCS Game

Why NCS are subject to Interdependent Security (IDS)?

Security Interdependencies

» Due to network induced risks [Planct | [Prancz |~ 77 Trlanc™ |
» Wider deployment of smart devices with ~ [(SVV) Jsrvi (SYN)
COTS software and hardware Communication Network
components o [ R
= Correlated bugs and failure points [Controtter 1] [Controtier 2] __ _ JcontrollerM]
= We expect increase in interdependencies Interdependent NCS

» Example: DDOS attacks
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Secure NCS IDS for NCS Game

Environment summary

Two-stage game of 2 (then M) plant-controller systems (players)

[Planct | [Pancz |~ 77 Trlanc™ |
S| Sy, (SIN)

u; N 1112 Er L TuM Ym
IController 1| |Contr01|er 2| o komrollerMI

For player i
1. (8) or (V) (Stage 1 choice variable)
If (S) then i incurs per period security cost, £ € [0, o0)

] {S, player i invests in security,
j=

N, player i does not invest in security

2. uj € R™ — control input (Stage 2 choice variable), y; € RP —
measured output (sensor measurement)
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Secure NCS IDS for NCS Game

Environment after the choice of (S) or (N)

The objective of player i in game M players is to minimize:

Fi(L,U) = Ji(L, U) + (1 — )¢,

where,
T-1
Ji(L, U)—Ilmsup— th,Gxt,+ut,ut,Hut, ,
t=0
L:= (Ll, ey LM), U:= {Ut,l,...,ut7M|t€No}.
[Panct | [Planc2 | 777 Tolanm |
TSyl

IController 1| |Controller 2| kontrollerMI

» Player i operates plant-controller, at each time t € N:
> u;; € R™ — control input, y;; € RP — measured output
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Secure NCS IDS for NCS Game

Stage 2: LQG under unreliable communication

» Given L = (Ll, ey LM), player i chooses ug j, uij,... to
minimize Linear Quadratic Gaussian (LQG) cost

T-1
. 1
limsup =E Z xJ,-Gxt,,- + VL,-UI,-Hut’,-

T—o0 t=0
for discrete-time stochastic system:

Xe+1,i = AXei + Bugjugi + wy j,

Yei =V, Cxe,i + Ve i,

> The failure probabilities are Bernoulli random processes 7; ; &
ve,i with the respective failure probabilities 4; & 7;

P[’Yt,i = O] = :}'/i, P[th,' = O] = ;.
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Secure NCS IDS for NCS Game

Model Summary

Stage 1: Each player chooses (S) or (N)

» Failure probabilities depend on security choices
» Based on Kunreuther and Heal (2002 - 2004)

| — 07 Lf:Sa
Tl Li=WN.

> If (S), at each ¢, player incurs a security cost ¢ € [0, o)
Stage 2: Each player is an operator of a NCS

» A standard model of NCS and unreliable communications
» Based on Schenato et. al., (Proc. of IEEE, 2007)
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2 players IDS model Equilibria

Stage 1: Interdependent Failure Probabilities for 2 players

» Security choices and failure probabilities:

W)=ty 4 (L= Iyl )
“~~ Reliability Security

Interdependence term a(-,-) : {0,1}? —]0, 1]
0=:a(0,0) =a(1,0) < ¢(0,1) :=a < a(l,1) :=a < 1,

» When a(l;,1-;) = 0 no interdependence = back to a standard
NCS problem with reliability failures
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2 players IDS model Equilibria

2 players: Cases of increasing and decreasing incentives

2—player game
S N
S| J(S,S)+¢, J(S,S)+ L | J(S,N)+ ¢, J*(N,S)
N | JWN,S), J*(S,N)+¢ JN,N), J*(N,N)

Increasing incentives

If a player invests in security, then other player gain from investing
in security increases:

FNLN) = IS, N) < J(N, 8) — JX(S, )

Decreasing incentives

Each player decision to secure decreases the other player gain from
investing in security:

JN,8) = JH(S,8) < J* (N, N) — J*(S, N).



2 players IDS model Equilibria

Nash Equilibria and Social Optima for 2 player game

Equilibria for Case of Increasing Incentives

Case 1 social optimum
(S, SIN,N)
S9]  (SH&WNN | VAN)
[A 7, 5]50 14

Equilibria for Case of Decreasing Incentives

Case 2(i) social optimum
(8,S)_mixed &N)
S.9)] mixed | W N
L, 7, o o ¢
Case 2(ii) social optimum
(S, S). mixed (N, N)
S.9] mixed | | VN ]
2 50 7, 70 t
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M players Main Results

Interdependent Failure Probabilities for M players

» Security choices and failure probabilities:

()= 17+ (L=Ily)aln-i)
“~~ Reliability =~ —"Security

>l

> 71— := S—1 denotes the fraction of players (excluding i) who
have chosen N

» Assume «(n—;) increases with 7_;, i.e., a(-) : (0,1) — (0,1)

0=a(0)< ---<am<---<a(l)=a<l
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M players Main Results

M players: Increasing and decreasing incentives

» Increasing: if more players choose (S), gain from choosing
(S) increases:

SN = I (Sm) < S Non7) =S (S,n7)

> = ﬁ7 ﬁ,“,,l, and ~ = (777 ﬁ) corresponds to

the fraction for which one more player invests in security
» LHS: Player gain from securing when 7 others are insecure

» RHS: Player gain from securing when one more player secures
(relative to )

» Decreasing: if more players choose (S), gain from choosing
(S) decreases:

JNn™) = I (S ) < ST (Nm) = I (S, ).
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M players Main Results

Equilibria: M player game with increasing incentives

In the game of M players with increasing incentives, a pure strategy
equilibrium exists, and is symmetric. O

Equilibrium:

(S,....S) i< N, 1)—J S, 1),
N, ... N) if > JY(N,0) — J*(S,0),
(S,...,8) or (N,...,N) if £is such that
JH(N,1) = J*(S,1) <L < J'(NV,0) — J*(S,0).
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M players Main Results

Equilibria: M player game with decreasing incentives

In the game of M players with decreasing incentives, equilibrium ex-
ists; it is unique and symmetric. Ol

Equilibrium:

(S,...,8) ift<JY(N,0)—J*(S,0),
WN,... N) if > JY (N, 1) — J*(S,1),
Mixed if £ is such that

JH(N,0) — J*(S,0) < £ < J*(N,1) — J*(S,1).

When the equilibrium is mixed, the probability of investment in secu-
rity decreases with /. O
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M players Main Results

Conclusion

Robust operation of NCS

> We infer: Robust NCS operation must
address both, cyber security and reliability
» Qur contribution

> address security of NCS from perspective of

network security N\ ‘
» demonstrate inefficiency of individual player Seneer

Actuators
choices

Physical
» recommend incentivisation of higher @" RS

System
security investments (3

Our setting generalizes to heterogeneous NCS

» Players can differ in
> security costs
» characteristics of plant-controller system

Distributed Controllers
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