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Deception and DoS Attacks to NCS

Integrity

◮ Trustworthiness of sensor & control
data

◮ Deception causes lack of integrity

◮ A1 & A3: integrity attacks

Availability

◮ Accessibility of system components

◮ DoS of sensor & control data
causes lack of availability

◮ A2 & A4: DoS attacks

Secure control problem

Design a control strategy
to maintain operational
goals against
DoS/integrity attacks
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NCS operators tend to underinvest in security

Stuxnet

◮ Groundbreaking piece of malware written
to reprogram PLC code

◮ Uses zero-day exploits, windows rootkit,
PLC rootkit, antivirus evasion, p-2-p
updates, network infection routines

◮ Intended to ICS and SCADA systems

Network Induced Risks result in

◮ Security interdependencies
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Why NCS are subject to Interdependent Security (IDS)?

Security Interdependencies

◮ Due to network induced risks

◮ Wider deployment of smart devices with
COTS software and hardware
components

⇒ Correlated bugs and failure points
⇒ We expect increase in interdependencies

◮ Example: DDOS attacks

Interdependent NCS
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Environment summary

Two-stage game of 2 (then M) plant-controller systems (players)

For player i

1. (S) or (N ) (Stage 1 choice variable)
If (S) then i incurs per period security cost, ℓ ∈ [0,∞)

Li :=

{

S, player i invests in security,

N , player i does not invest in security

2. ui ∈ R
m – control input (Stage 2 choice variable), yi ∈ R

p –
measured output (sensor measurement)
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Environment after the choice of (S) or (N )

The objective of player i in game M players is to minimize:

Fi(L,U) = Ji(L,U) + (1− Ii)ℓ,

where,

Ji(L,U) = lim sup
T−→∞

1

T
E

[
T−1∑

t=0

x
⊤

t,iGxt,i + νt,iu
⊤

t,iHut,i

]

,

L :=
(
L1, . . . , LM

)
, U := {ut,1, . . . , ut,M|t ∈ N0}.

◮ Player i operates plant-controller, at each time t ∈ N:
◮ ut,i ∈ R

m – control input, yt,i ∈ R
p – measured output
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Stage 2: LQG under unreliable communication

◮ Given L =
(

L1, . . . , LM

)

, player i chooses u0,i , u1,i , . . . to

minimize Linear Quadratic Gaussian (LQG) cost

lim sup
T−→∞

1

T
E

[
T−1∑

t=0

x⊤t,iGxt,i + νt,iu
⊤

t,iHut,i

]

for discrete-time stochastic system:

xt+1,i = Axt,i + Bνt,iut,i + wt,i ,

yt,i = γt,iCxt,i + vt,i ,

◮ The failure probabilities are Bernoulli random processes γt,i &
νt,i with the respective failure probabilities γ̃i & ν̃i

P[γt,i = 0] = γ̃i , P[νt,i = 0] = ν̃i .
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Model Summary

Stage 1: Each player chooses (S) or (N )

◮ Failure probabilities depend on security choices

◮ Based on Kunreuther and Heal (2002 - 2004)

Ii :=

{

0, Li = S,

1, Li = N .

◮ If (S), at each t, player incurs a security cost ℓ ∈ [0,∞)

Stage 2: Each player is an operator of a NCS

◮ A standard model of NCS and unreliable communications

◮ Based on Schenato et. al., (Proc. of IEEE, 2007)
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Stage 1: Interdependent Failure Probabilities for 2 players

◮ Security choices and failure probabilities:

γ̃i(L) = Ii γ̄
︸︷︷︸

+
Reliability

(1− Ii γ̄)α(Ii , I−i)
︸ ︷︷ ︸

,
Security

Interdependence term α(·, ·) : {0, 1}2 →]0, 1[

0 =: α(0, 0) = α(1, 0) < α(0, 1) := α < α(1, 1) := α < 1,

◮ When α(Ii , I−i) = 0 no interdependence ⇒ back to a standard
NCS problem with reliability failures
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2 players: Cases of increasing and decreasing incentives

2−player game
S N

S J∗(S,S) + ℓ, J∗(S,S) + ℓ J∗(S,N ) + ℓ, J∗(N ,S)
N J∗(N ,S), J∗(S,N ) + ℓ J∗(N ,N ), J∗(N ,N )

Increasing incentives

If a player invests in security, then other player gain from investing
in security increases:

J∗(N ,N )− J∗(S,N ) 6 J∗(N ,S)− J∗(S,S)

Decreasing incentives

Each player decision to secure decreases the other player gain from
investing in security:

J∗(N ,S)− J∗(S,S) 6 J∗(N ,N )− J∗(S,N ).
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Nash Equilibria and Social Optima for 2 player game

Equilibria for Case of Increasing Incentives

Equilibria for Case of Decreasing Incentives
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Interdependent Failure Probabilities for M players

◮ Security choices and failure probabilities:

γ̃i(L) = Ii γ̄
︸︷︷︸

+
Reliability

(1− Ii γ̄)α(η−i)
︸ ︷︷ ︸

,
Security

◮ η−i :=

∑

−i
Ij

M−1
denotes the fraction of players (excluding i) who

have chosen N .

◮ Assume α(η−i) increases with η−i , i.e., α(·) : (0, 1) −→ (0, 1)

0 =: α (0) < · · · < α (η) < · · · < α (1) := α < 1.
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M players: Increasing and decreasing incentives

◮ Increasing: if more players choose (S), gain from choosing
(S) increases:

J∗ (N , η)− J∗ (S, η) < J∗
(
N , η−

)
− J∗

(
S, η−)

)
,

◮ η = 1
M−1
, 2

M−1
, . . . , 1, and η− :=

(

η − 1
M−1

)

corresponds to

the fraction for which one more player invests in security
◮ LHS: Player gain from securing when η others are insecure
◮ RHS: Player gain from securing when one more player secures

(relative to η)

◮ Decreasing: if more players choose (S), gain from choosing
(S) decreases:

J∗
(
N , η−

)
− J∗

(
S, η−

)
< J∗ (N , η)− J∗ (S, η) .
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Equilibria: M player game with increasing incentives

Theorem

In the game of M players with increasing incentives, a pure strategy
equilibrium exists, and is symmetric.

Equilibrium:

(S, . . . ,S) if ℓ < J∗(N , 1)− J∗(S, 1),

(N , . . . ,N ) if ℓ > J∗(N , 0)− J∗(S, 0),

(S, . . . ,S) or (N , . . . ,N ) if ℓ is such that

J∗(N , 1)− J∗(S, 1) 6 ℓ 6 J∗(N , 0)− J∗(S, 0).
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Equilibria: M player game with decreasing incentives

Theorem

In the game of M players with decreasing incentives, equilibrium ex-
ists; it is unique and symmetric.

Equilibrium:

(S, . . . ,S) if ℓ < J∗(N , 0)− J∗(S, 0),

(N , . . . ,N ) if ℓ > J∗(N , 1)− J∗(S, 1),

Mixed if ℓ is such that

J∗(N , 0)− J∗(S, 0) < ℓ < J∗(N , 1)− J∗(S, 1).

Corollary

When the equilibrium is mixed, the probability of investment in secu-
rity decreases with ℓ.
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Conclusion

Robust operation of NCS
◮ We infer: Robust NCS operation must

address both, cyber security and reliability

◮ Our contribution
◮ address security of NCS from perspective of

network security
◮ demonstrate inefficiency of individual player

choices
◮ recommend incentivisation of higher

security investments

Our setting generalizes to heterogeneous NCS

◮ Players can differ in
◮ security costs
◮ characteristics of plant-controller system
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