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Looking for something ?
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E-mail sending settings I Wizard I
Send logs from: ‘widestep@gmail.com ’ Send logs to: ‘widestep@gmail.com ’
SMTP server: ‘gsmtpi?l.google.com 'v’ SMTP server port: l25 %3 ’
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To enable e-mailing logs, set a positive "Logs e-mail interval”, specify your SMTP server
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Looking for something !
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Ephemeral login

 Can’t trust the client at all

* Work for every browser on every site

* Use a secure device / secure channel (phone)
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Not that easy

[5] [24] | [29] [21] [12] [28] [31]
year 1999 2004 | 2006 2007 2008 | 2008 2009
Trusted device Palm Pilot | PDA | Phone | Phone | Phone | Phone Phone
Requires server-side changes v v v v v
Requires client-side changes v v v v v v v
Connection type USB USB Net | USB/BT | USB Net NFC
Hardware needed TPM TPM/NFC

Elie Bursztein

Session Juggler

Trust workshop



http://ly.tl/t1
http://ly.tl/t1

Sometime bad guys make the best good guys




Let’s steal a session (demo)




Workflow
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Workflow

| QR code
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Workflow

| QR code

2 get password
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Workflow

| QR code

2 get password 3 Login
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Workflow

4 {session data}

| QR code

2 get password 3 Login
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Workflow

4 {session data} 5 {session data}

2 get password 3 Login
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Workflow

4 {session data} 5 {session data}

2 get password 3 Login 6 Resume session
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Hijacking defense

Defense % of Alexal00
Login over HTTPS 83%
Using secure cookies 52%
Seperating mobile and desktop sessions 6%
Binding session to IP address 8%
Checking local time 1%
Binding session to user—agent header 0%
Binding session to local language 0%
Logout over HTTPS 1%
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Experimental results

* Works on 98% of the Alexa top 100

* Can be extended to work against arbitrary defense
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Conclusion

* Steal http session to provide a temporary login

* No server side or client modification
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Questions ?

~Ann

" 3 Welcome to Facebook x el

€ 9 C © www.facebook.com/index.php?lh=0aed189204156e06e7€6137e053 1e156&eu=qPilHdI3f y-InN8z.

Email
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Sign Up
Heading out? Stay connected It's free, and
- Visit facebook.com on your mobile phone. & |
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Birthday: |

Create a Page for a celebrity, band or business.
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Alternative architecture

6) {Session data} / 7) {Session data}
2) {Request}
/ 3) {Request}

4) Get password 5) Login Resume session
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